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Introduction Back

It is estimated that 1 in 5 Canadians will suffer a mental health disorder in their lives.? Addictions
and Mental Health? supports have been an area of focus across many sectors, as the impacts of
mental health include areas such as employability, education, suicide, domestic violence,
homelessness, law enforcement and the criminal justice system. “In order to respond to the
needs of youth and adults, mental health services in Alberta have developed across several
settings (health, community, and education). While providing mental health supports in multiple
settings is beneficial, the current structure presents a challenge to provide care in a timely,
consistent, and coordinated way.”®

The intent of this framework is to enhance the degree of collaboration and integration among
client-serving organizations providing mental health supports across all relevant sectors.
Organizations work across a variety of areas: Addictions, Health, Education, Law Enforcement,
Children’s Services, Justice, supports for those impacted by Domestic Violence, and supports for
the Homeless, amongst others. The organizations may hire staff, contract, and work with
individuals who come from a variety of disciplines, including medical practitioners, nurses, social
workers, psychologists and other allied health professionals, educators, teachers, police services,
corrections, and probation. The organizations and those they work with may be subject to
different privacy and other legislation, or in some cases, may not have any legislative oversight.
The result is an environment that creates complexity when it comes to the sharing of personal
and health information that is necessary to provide consistent, holistic care when more than one
organization is involved. Good collaborative practice should allow for a more comprehensive
case management approach, and should reduce the need for individuals to repeat their story,
reducing the potential for re-traumatization in the process. It also requires organizations to
consider the information needs from a continuity of care perspective, rather than a sometimes-
narrow perspective of dealing only with the issue at hand. This is where clarity around the
purpose for collaboration becomes so important. While privacy legislation is at times interpreted
to only allow the collection, use and disclosure of information for a ‘here and now’ purpose,
rather than ‘just-in-case’ scenarios, early intervention programs and processes are a critical
means of preventing the issues an individual is facing from becoming more serious, requiring
potentially more significant and intrusive intervention. As such, it is important to identify the
relationship between what information is required, and the outcomes and objectives that are
identified when determining the purpose for working collaboratively.

While many services are currently being provided by organizations who work together to some

degree, the relationships between those organizations may be enhanced by the implementation
and use of a framework that will guide those relationships. There are a number of advantages or
ways by which the use of such a framework may not only enhance and improve the services

1 Mental lllness and Addiction: Facts and Statistics (CAMH)

2 For ease of reference, while the Framework refers to mental health supports it should be read as inclusive of
addictions.

3 “Lifeso, N., Parker, N., Mclnnes, S., Babins-Wagner, R., Scott, C., & Brown, K. (2020) “Understanding the Current
Landscape of Emerging Adult Mental Health Services and Needs in Calgary and Surrounding Area”. Edmonton:
PolicyWise for Children & Families. Emerging Adult - Final Report



https://www.camh.ca/en/driving-change/the-crisis-is-real/mental-health-statistics
https://www.hunterfamilyfoundation.ca/assets/pdf/Emerging%20Adult%20-%20Final%20Report.pdf

being delivered, but as well may serve to enhance the management of the personal and health
information of the client that is required for the provision of services.

Connecting with other organizations requires a degree of trust in how those other organizations
will work with the client, as well as how they will manage the personal and health information
that needs to be shared. Trust is often predicated on the relationships that staff individually build
with others as they work through the delivery of supports for the clients they may have in
common. However, with the successful implementation of a framework approach, partnering
organizations will develop a level of trust with each other, with the knowledge that staff working
in any of the member organizations meet the requirements for participation, and can be trusted
equally.

The degree to which organizations need to work together depends on a number of factors,
including the level and type of service required by the client, the degree of interdependency
between the client’s issues or factors being addressed by the various organizations, and the
capacity of the initial and subsequent organizations to provide the breadth and depth of services
required. The greater the number of issues, and the interdependency of those issues, likely
means an increase in the number of organizations and/or sectors that need to be involved, and
often, an increased need for collaboration.

Using the Framework Back
Information sharing in and of itself is not the end goal, but rather a means of facilitating
organizations to collectively work with individuals and families to provide them with the supports
and services they may require. This Framework is meant to provide guidance on the areas that
should be considered and addressed as organizations determine there is a need to develop or
enhance their existing collaborative service delivery approaches. While not all elements will be
required in every situation, consideration should be given to the areas that do apply. As noted in
the section on the Collaborative Continuum (below), the greater the degree of collaboration,
especially when organizations start to work in an integrated manner, the greater the amount of
formalization, and potentially changes, in processes and policies are required. Additionally, the
greater the degree of collaboration, the greater the need for the partnering organizations to
ensure the appropriate application of the provisions in the privacy legislation they are subject to.

To that end, the Framework is meant to support organizations to collectively apply an
‘information sharing lens’ in how they apply those provisions. It will assist such organizations to
put in place processes where personal and health information is readily shared where required,
to support a holistic approach to meeting the needs of the individuals they support, as they will
have gone through the process of applying and validating the necessary authorities to do so; and
to do so in a privacy conscious manner. It should be noted that there already exists a robust
number of resources developed to support the application of the various individual privacy
legislations. However, those resources are often developed with a relatively narrow focus on
compliance with the individual legislation, without balancing the risks that may emerge if
information is not made available for legitimate uses. As such, the application of an ‘information
sharing lens’ through the use of the framework is meant to augment those resources by




demonstrating how the various legislations can be collectively applied in support of a
collaborative approach such that all the members can see how the integration can work.

Given the broad range of supports and services provided by an even broader range of
organizations from different sectors that are subject to differing legislation, the Framework is at
times written at a relatively high level. For this reason, it is important that as organizations work
through the template, they determine in a more detailed approach what applies in their specific
circumstances. Support from privacy and legal professionals may be required, and in some
situations, there may be a need to conduct and submit a Privacy Impact Assessment (PIA) to the
appropriate Information and Privacy Commissioner or Ombudsman. The Privacy
Commissioners/Ombudsmen across Canada are also a strong resource and have prepared many
publications for use by organizations that manage personal and health information in Canada.
The good news is that the completion of the template will serve to inform and therefore
minimize the amount of work required in completing a PIA.

Collaborative Continuum

The following graphic demonstrates the Collaborative Continuum. As engagement between
organizations shifts along the continuum from left to right, the increase in collaboration requires
organizations involved to share increasing amounts and details of the personal and health
information of the individual or family being supported in order to be effective. As well, as
collaboration moves closer to the right side of the continuum, the need for formalized processes
in support of collaboration and integration of those services between the partnering
organizations also increases.

It is quite possible that as organizations support the clients they engage with, they may provide
services that touch on various points and degrees of collaboration across the continuum?®. As
such, the framework addresses those potential variations in service delivery approaches. The
Guide to Using the Information Sharing Framework (Appendix H) outlines which sections of the
Framework should be considered for what type of collaboration. (i.e. Referrals, Coordination,
Collaboration, Integration).

4 For purposes of clarity, the overall approach is referred to as the Collaborative Approach, while each of the areas
identified in the continuum will be identified as Coordinated, Collaborative or Integrated Service Delivery.
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Collaborative Continuum

The intent of the Framework is to create an environment within which the participating
organizations can readily understand what information can and should be shared, and with

whom. Providing a level of clarity, allowing the development of trusting relationships between

partnering organizations, will also allow them to determine what additional supports or capacity
may need to be enabled.

The following is an example of categories of information that may need to be shared dependent
on the service provided, and the type of collaborative process occurring. Note that there still
needs to be a determination made on what or how much in any of the types of personal and
health information would need to be shared for the service and level of collaboration.

c c g c +
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Type of Information
All Services Referral
Support to Warm handoff X | X X
person in need | Coordinated support X | X X X X
in community Collaborative support X | X X X X X 2
Integrated support X | X X X X X| X | X 3
Supports for Warm handoff X | X X
youth Coordinated support X | X X X X| X | X 1
homelessness Collaborative support X | X X X X X| X | X 2
Integrated support X X X X X X | X | X 3
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Type of Information
Supports for Warm handoff X | X X
adult Coordinated support X | X X X X[ X | X 1
homelessness Collaborative support X | X X X X X[ X | X 2
Integrated support X | X X X X X| X | X 3
Supports to a Warm handoff X | X X
youth in crisis Coordinated support X | X X X X 1
Collaborative support X | X X X X X | X | X 2
Integrated support X | X X X X X[ X | X 3
Supports to an | Warm handoff X X X
adult in crisis Coordinated support X | X X X X 1
Collaborative support X | X X X X X | X | X 2
Integrated support X | X X X X X| X | X 3
Supports to Warm handoff X | X X
assist domestic | Coordinated support X | X X X X 1
abuse victim Collaborative support X | X X X X X| X X 2
Integrated support X | X X X X X| X | X 3
Suicide Warm handoff X | X X X
Prevention, Coordinated support X | X X X X X 1
Intervention, Collaborative support X | X X X X | X X 2
Assessment Integrated support X | X X X X [ X | X | X 3
Risk of Harm to | Warm handoff X X X X 1
Self Coordinated support X | X X X X[ X | X 1
Collaborative support X | X X X X X | X | X 2
Integrated support X | X X X X X | X | X 3
Risk of harm to | Warm handoff X | X X X X
minor Coordinated support X | X X X X| X | X 1
Collaborative support X | X X X X X | X | X 2
Integrated support X | X X X X X | X | X 3
Risk of harm to | Warm handoff X | X X X X
adult Coordinated support X | X X X X| X | X 1
Collaborative support X | X X X X X| X | X 2
Integrated support X | X X X X X| X | X 3

Case Management Plan Levels
A. Basic: no true dependencies per se, but relationship between needs may exist.
B. Collaborative: some dependencies may exist, some increased level of information sharing
required, such as reporting on progress.
C. Comprehensive/integrated: relationships and dependencies exist, potentially requiring
organizations to regularly update a coordinated or comprehensive case management plan,
or each other.

N o




Organizations who provide collaborative case management should be clear on how they expect
to work together, what information is necessary to facilitate that approach, when do the services
and each other’s involvement begin and end, what the objectives are, and wherever possible or
appropriate involve the individual as part of the case planning process to foster transparency and
buy-in.

Note that the categories are broadly defined, as are the types of information, and is meant to
provide a sense of the information types that may be required and need to be authorized to
provide for an effective service. Organizations using this as a starting point will need to work
through it in more detail, depending on the collaborative initiative.

Sample Scenario:

A school board is working with a health services provider to ensure there are sufficient and
effective mental health supports for the students they have responsibility over. Both the school
board and the health services provider are subject to privacy legislation, although the legislation
may differ for each depending on the jurisdiction. The purpose of the collaboration is to
effectively support students with mental health concerns, which may vary in degree from
situations where the issues can be readily managed by the student with a relatively low-level
intervention, perhaps by seeing a counsellor on a regular but infrequent basis; to ones where
there are concerns about the health and safety of the student or those around him/her, such that
there is the potential for harm, and possibly the need for a significant level of intervention. This
purpose may be described in a number of ways, such as identifying that the school environment
includes supporting the students’ well-being, or the environment is meant to be a safe and
healthy one. Outlining it in this manner not only demonstrates transparency, but it also sets out
that should the school need to address health and safety concerns, they have the authority to do
so. (Purpose for the collection of information includes the provision of a healthy safe
environment, and using or disclosing information to address issues related to health and safety is
linked to that purpose.)

Legislation that might apply in this scenario is listed in Appendix A applicable to your
jurisdiction.”

Other Considerations: While the legislation allows for disclosures between both parties, there
are other things to be considered, and the parties would benefit by agreeing on how to address
various situations.

The health service provider might be a psychologist, social worker or other allied health
professional who may be a member of a Professional College, in which case would also be
required to follow their Professional College’s Standards of Practice, Codes of Conduct or Codes
of Ethics. Such Standards may impose additional requirements, such as ones related to the use of
informed consent before disclosing the personal information of their client. They also generally
recognize that information can be disclosed without consent in situations where there is a risk of
significant, severe, or imminent harm, or where authorized and required by law.

Other legislation may also apply, and organizations must ensure they familiarize themselves with
the potential application of such. Privacy legislations generally have provisions that authorize

5 See Appendix A - Specific Legislative References, Note 1, Legislation that Might Apply to the Scenario.



disclosure without consent where other legislation authorizes or requires the disclosure of
information.®

The parents or guardians of the student are not necessarily required to consent to the disclosure
of the information if the student has the capacity to understand and provide consent, nor do
they necessarily need to be involved in the situations where disclosure can be provided without
consent. However, there may be a requirement for them to consent to any treatment, an area
the health services provider would need to determine, based on the applicable health or other
legislation. While parents/guardians of the student can and should be involved in the majority of
situations, there may be occasions where it is appropriate for some information disclosure
without their involvement (e.g., emancipated youth, or situations at home potentially impacting
on the youth’s mental health).

Information Needs to support the student’s well-being may include:

i) The compiling of observed interactions and issues by the school that led to the
determination of the need to address the mental health concerns. Observational data can
assist in the assessment by the health service provider, as the environment in which the
assessment occurs may at times be somewhat insular, such as when the therapist sees
the individual in their office or remotely.

ii) A summary of the assessment and potential need for some intervention may be
information that is of value not only for the student, but for the school as well so it can
prepare to support the student when they return to school,

iii) Any referrals or intervention provided on an ongoing basis may also be of benefit for the
student and the school for the same reasons. Note that the amount of information the
school requires may vary, and would not likely be exhaustive. However, as noted in i), the
school is in a position to monitor the student and to gauge whether there are any
changes in behaviours during or following the intervention/sessions. In this context, the
school can become the ‘eyes and ears’ for the health services provider(s), and report back
on their observations. Ideally, this approach could be part of a plan that all parties,
including the student, have agreed upon. This may be an area where there would be
value in having a standardized agreement template.

The involvement and role of the parent/guardian in all of this needs to be determined, but
irrespective of the desires of the parent/guardian, it may be in the best interest of the student to
ensure the school has the information it needs to support the student and the family.

Note: Planning for these types of situations is critical, and policies or guidance to be followed
regarding assessing risk, actions to be taken, and roles and responsibilities of the appropriate
parties should be determined in advance, with staff receiving the appropriate training. The ability
to appropriately assess levels of risk would be of value to the schools and the students.

The Framework can serve to set out the purpose for the collaboration, the legislation that
authorizes the disclosures, and the practices and policies that the partnering organizations would
agree on. There may be additional areas that need to be outlined, such as the identification of
key personnel, such that the flow of necessary information occurs in a relatively efficient and

6 See Appendix A - Specific Legislative References, Note 14, Disclosure.
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seamless manner. If it takes too long to find out who the organization sharing information needs
to speak to, that also can become a barrier.

This example is relatively straight-forward, and if enabled would need additional work to be
fleshed out, but is meant to illustrate the approach that can be put in place.
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1. Purpose Back

As organizations start to work together, they need to be able to both identify the purpose for
doing so, as well as explain that purpose to the individuals and families they support through the
collaborative approach in a manner they would understand.

1.1 Purpose (for Working Collaboratively):
The purpose should be clearly articulated and agreed upon by all the members. At a minimum,
the core members should be involved in determining/agreeing on the purpose, and the
objectives or outcomes meant to be achieved through the collaborative approach.

Identifying the purpose will not only serve to provide clarity and understanding to all member
organizations and their staff as to why they are working together, it will also support
transparency for clients when the staff who are supporting them can reframe the purpose for
them in understandable terms. It also starts to create or outline the authority required for the
collection, use, and disclosure of the personal and health information that is needed to provide
the services to the individual being supported.

As noted in the Collaborative Continuum (page 8), there are a variety of touch points, reasons
why organizations may work together, and degrees of interaction and relationships as they work
together. The following examples will serve to illustrate why it is important to outline the degree
to which the members intend to collaborate:

e Coordinated Example: The members working together in a coordinated approach may
determine that when a preliminary identification of services required or requested by the
individual is conducted, perhaps by the first point of contact, there will be a sharing of that
initial information, along with the individual’s contact information, after which any member
organization who determines they may be able to provide services would work
independently with the client. In this situation, only the initial collection of information is
shared between the member organizations. There is no development of a case plan through
the coordinated approach per se, although the identified service needs may serve to provide
a direction for the client. The main thrust of this approach may be to ensure referrals are
appropriate.

e Collaborative Example: The members working together in a collaborative service delivery
may determine that they will conduct an initial assessment of needs and strengths of the
individual, with the intent of sharing that initial information, after which each member
organization who determines they may be able to provide services would work
independently with the client. In this situation, the initial collection of information that is
shared between the member organizations may include the initial assessment. Alternatively,
they may also determine that they will “report back’, or provide information back to the
collaborative service delivery members to indicate whether or not their involvement has
been of benefit for the client, so as to close the loop, and potentially identify if further re-
assessment and services are required. In this situation, there may be a case management plan
developed, outlining the areas that individual member organizations are taking responsibility
for, especially if there are any service dependencies identified.




e Integrated Service Example: The members working together in an integrated service delivery
may determine that an initial assessment of needs and strengths of the individual will be
conducted. The members may determine that any of the member organizations can conduct
the initial assessment, or they may identify that as the responsibility of one member, acting
on behalf of the others. A cohort of members may be involved in the development of a
comprehensive or coordinated case management plan that identifies the responsibilities of
the involved member organizations. The involved members would use the case plan as their
starting point, and may need to update it periodically, indicating progress, although additional
information they individually collect as they provide their mandated services may not need to
be shared. Decisions regarding the sharing would be at the discretion of the organization,
depending on the relevance and relationship to the initial assessment and case plan (and
likely in consultation with the client). The member organizations may also determine if there
is a need to identify a case-plan coordinator who will play a lead role in its management. In
this situation, the information collected for the initial assessment and the subsequent case
plan and activities is being collected by the integrated service partners as a whole, rather
than each member having to collect and disclose the information between them.

For these reasons, the purpose should be carefully considered and stated in plain language
where possible. As well, consideration should be given to including within the purpose a
description of the environment the services are to be delivered in. If, for example, the intent of
organizations working together is to provide “X” services in a safe and healthy environment, that
should be clearly stated. By doing so, the collaborative approach starts to articulate that one of
the purposes, from which authority can be determined, is the promotion or maintenance of
health and safety. Individuals would then be informed that the use and disclosure of personal
and health information where necessary to prevent or minimize risks to health and safety of any
person might occur should the need arise, notwithstanding consent.

1.2  Objectives/Outcomes:
In order to determine the success of the collaborative approach, whether at an individual client
level, or at the system level, the objectives or outcomes should be identified and listed. This will
also assist in identifying what information or data may be required to measure and evaluate the
desired outcomes.

2. Membership / Partners Back

Member organizations that will be involved may fall into a number of categories. Identifying
them will assist in a number of areas, including defining the roles they will play within the
collaborative approach, the legislation that may impact how those roles are enabled, and the type
and level of detail of the information they may require to fulfill those roles. It’s also important to
recognize the potential for different roles to exist within an organization, which may influence
not only what information is required by the staff in those different roles, but also how the
information will be managed within the organization (e.g., degree or amount of access).

Examples of different roles within an organization include: intake, which may involve an initial
high-level assessment of need; and counselling, which could require a deeper dive into




underlying issues; or the difference in the roles police services may play between community
engagement, which may require members to be involved in assessment, early intervention and
support, and law enforcement, which may require urgent responses to crisis situations.

Consideration should be given to identifying the organizations that will be the ones most likely to
be involved, given the area(s) being addressed. As well, depending on where along the continuum
they are interacting, the roles played may shift.

Note that regardless of their role, staff must only access the information they require, and are
authorized to access, to provide the services required, for the clients they serve.

2.1 Core Members:
The core members are typically involved on a regular or continuous basis, and form the nucleus
or core of the collaborative approach. Core members should be involved in the initial
determination of the overall approach, including governance, decision-making, practices and
policies, training, minimum requirements for onboarding of new members, information
management, and evaluation.
Core members will generally meet on a regular basis, as laid out in the Governance structure
(below).

If an information system is enabled to manage the client information, access should be
authorized for the organizations involved in providing services to the clients, based on the need
for specific information as required for their role. Common records may exist for use by
partnering organizations.

Core Members for this initiative should be identified and listed, along with their representatives
for any groups or committees.

2.2 Extended Members:
Extended members are those organizations that may be involved on a somewhat frequent but
not full-time basis, and are not expected to be as involved in the day-to-day deliberations and
activities of the collaborative approach, if at all. They may provide input to the management of
the process, but not likely to be actively participating in the decision-making and governance of
the collaborative approach. Staff working for these organizations should likely be trained on the
collaborative approach, including the management of information where they are involved in its
sharing and use.

Alternatively, extended members may refer to organizations who do not require the sharing of
significant amounts of personal and health information, if any. For example, the agency may only
need to know the name and some contact information of the person(s) being referred, and
perhaps that the individual being referred is involved with the collaborative approach (perhaps as
evidence of the eligibility for the referred to services).




If an information system is enabled to manage the client information, access would be
significantly restricted, if deemed necessary, or an alternative method of sharing necessary
information may be required.

Extended Members should be identified and listed if they will require some level of information
being shared with them. Otherwise, they may simply form part of a common list of referrals.

2.3 Ad Hoc Members:
Ad hoc members include organizations or individuals who are rarely or less frequently involved in
the services being delivered under the collaborative approach. They may include those who can
provide a specific type of expertise that might be required in specific situations, or perhaps they
are involved due to the circumstances of the individual, or they referred the individual. These
entities may not need to follow the processes and practices of the collaborative approach, and as
such may not require training to the same degree. They should be made aware of, and agree to,
any expectations required on the involvement with the client, and the management of their
information. Information that needs to be shared with an ad hoc member would be driven by the
reasons for their engagement, and the level of detail may vary accordingly.

If an information system is enabled to manage the client information, access would be severely
restricted, if deemed necessary.

24 Other Members:
The above types of members are not an all-inclusive list, and other types of members may be
identified as necessary. When doing so, it will be important to determine the type of information
and the level of access they may require.

3. Roles and Responsibilities Back
The roles and responsibilities will vary according to the type of membership, the services being
delivered by the member organization and their staff, and to the type of engagement along the
Collaborative Continuum. The responsibilities for the various roles identified here are separate
from those that exist under Governance.

Clearly articulating the roles and responsibilities of the individual members will clarify what
information they require to fulfill those roles. This serves to further detail and outline the
authorities for their collection, use, and disclosure of personal and health information.
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Sample Table of Roles and Required Information
Information listed in the table below should be specific to the collaborative approach and

membership.

Role

Description

Requires Type of Information

E.g., Intake, (Service
Provider)

Completes initial intake/
assessment

Contact information, needs/ presenting
issue identification

E.g., Counselling, (Service
Provider)

Provides counselling
support

More in-depth client information e.g.
what may impact mental health- may
include personal and health information

E.g., Eligibility for Needs,
(Service Provider)

Determines eligibility for
and ongoing management
of benefits and services

Client information required to
determine and maintain eligibility

Advisory Committee (e.g.
lived experience, youth)

Provides input into areas,
based on their perspective

General, no identifying information

Peer Support (e.g., lived
experience)

Provides support to
individuals being served.

Some basic personal information based
on what individual is willing to share

4. Governance and Accountability

Back

Organizations working in the delivery of mental health services are privy to significant amounts
of very sensitive personal and health information, and as such, need to ensure that governance in
the management of that information demonstrates the necessary accountability and
responsibility. The fact that organizations and professional staff who work together may be
subject to different privacy legislation, if any, makes this not only more complex, but even more

critical.

Ensuring the appropriate accountabilities are identified, developed, and in place, serves to not
only demonstrate a level of responsibility to individuals who are being supported by the
collaborative approach, it also engenders trust between the participating member organizations.
Trust relationships allow for staff of the various member organizations to make decisions on
sharing information knowing that the member organizations will manage the information with
the same level of confidentiality as their own. Adherence to Legislation is one of the ways for
organizations to demonstrate their accountability and is dealt with in the next section.

4.1 Lead Organization Structure
There are a number of options in how governance can be structured, and a decision that best
suits the circumstances or initiative should be made by the partners at the table. Where
organizations with significant levels of responsibility, such as government departments or
institutions, or larger health organizations (who, depending on the jurisdiction, may be subject to
separate privacy legislation) are involved, it is recommended that they play a significant role in
the governance. The governance role of other organizations should be determined in

consultation with them.

Back

The following options are not all-inclusive, and other ones may exist that are more suitable to the
circumstances and jurisdictions within which you operate. What is important, is the need to
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identify accountability that not only reflects how the various member organizations manage the
personal and health information they require and use, but also provides assurance to the
individuals and families they support that their personal information will be managed in a
privacy-conscious manner.

Option 1: Lead (Primary) Organization:

Responsibility rests with one lead organization, acting on behalf of the partnering organizations,
by agreement, working in unison with a leadership table representing the core partners. Decision
making could be allocated to various areas, with day-to-day policy and practices being
determined and approved by all partners, perhaps through consensus. The Lead would be
responsible for ensuring that the practices and policies are followed, and would represent the
partnership as required.

A variation on this could have rotating leads, with the various core organizations taking on the
lead role for set periods of time.

The development of policies, practices and procedures could be undertaken by a working group
or contracted out; while vetting and adopting them would rest with the leadership table. The
Lead'’s role would include overseeing development and the processes for adoption and
implementation.

Area of Responsibility Activities

Lead Organization Responsible to coordinate the leadership team and activities,

which includes to:

e chair the leadership table, including regular meetings and
communications,

e represent the needs and best interests of the
collaborative approach in decision making, (given this role,
a decision should be made if the lead should have a
different person represent their home organization at the
leadership table)

e provide oversight and direction, built on a consensus
approach where possible,

e act as lead representative for the collaborative
partnership with external organizations as required (e.g.
Privacy Commissioner/Ombudsman, regulatory body(-ies),
should the need exist),

e contract for/manage any support areas, and oversee the
secretariat activities as required on behalf of the
partnership, as required.

e responsible for oversight/management of (common)
records and information




Area of Responsibility Activities

Leadership Table Membership includes the leads for each of the core partners

(should be determined and agreed to by all partners) of the

collaborative partnership. Responsible to:

e as the representative for their organization in the
collaborative approach, bring forward their organization’s
perspectives and needs,

e act to balance and support a two-way perspective that
also considers the needs of the collaborative approach,

e participate in the development and implementation of any
policies and practices identified for use within the
collaborative approach, as required, (Note - the level of
participation may vary dependent in part on the capacity
of the organization, and the potential use by the
supporting organization(s) to develop draft policies, but at
a minimum, there should be a process agreed to that
includes vetting and approval of drafts put forward for
approval.)

e commit to meaningful engagement and regular
attendance,

e commit to ensuring the decisions agreed to by the
collaborative approach members are implemented and
followed by their organization’s participating staff and
provide appropriate training,

e participate in problem-solving processes developed to
deal with potential areas requiring conflict-resolution,

e identify and bring forward any areas of concern as they
emerge so that they can be dealt with expeditiously,

e report any areas that have been identified as necessary to
report, including potential information breaches, and
participate openly with any required investigations.

Option 2: Shared Leadership

The responsibility for governance is shared by the core organizations (the Leadership Table),
working through the decision-making processes as a leadership table comprised of all core
members. Decision making could be allocated to various levels or areas, with policy and practices
being determined and approved by all partners, through consensus; while the responsibility for
implementation within their own organization could fall to each member, or to a
secretariat/support organization. The Leadership Table members would be equally responsible
for ensuring that the practices and policies are followed, and work through issues as they arise.

In this model, the leadership could be structured to have more than one level, the Leadership

Table itself, comprised of executive/senior level representatives of the partners, who would
provide oversight and upper-level decisions; as well as a team made up of middle management or
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other level representatives who could be largely responsible for the day-to-day decisions and
management.

Similar to the single lead option, the development of the policies, practices and procedures could
be developed by a working group or contracted out; while vetting and adopting them would rest
with the Leadership Table. The Leadership Table’s role would include overseeing the
development, adoption and implementation processes.

Area of Responsibility Activities
Leadership Table (Core Responsible for the coordination of relevant activities, which
Organizations) includes to:

e identify a chair or co-chair for the Leadership Table,
(potentially on a rotating basis)

e chair and support the chair activities, which includes
regular meetings and communications,

e commit to representing the needs and best interests of
the collaborative partnership in decision making,

e provide oversight and direction, built on a consensus
approach where possible, potentially with a management
table reporting on a regular basis,

e identify a leadership representative for the collaborative
partnership to liaise with external organizations as
required (e.g. Privacy Commissioner/Ombudsman,
regulatory body(ies) should the need exist),

e identify any responsibility to contract for and manage
support areas, and oversee the secretariat activities as
required on behalf of the partnership.

e responsible for management of (common) records and
information.

Middle Management Table Membership includes the leads for each of the core partners

(should be determined and agreed to by all partners) of the

collaborative partnership. Responsible to:

e as the representative for their organization in the
collaborative partnership, bring forward their
organization’s perspectives and needs,

e act to balance and support a two-way perspective that
also considers the needs of the collaborative partnership,

e participate in the development and implementation of any
policies and practices identified for use within the
collaborative, as required, (Note - the level of
participation may vary dependent in part on the capacity
of the organization, and the potential use by the
supporting organization(s) to develop draft policies, but at
a minimum, there should be a process agreed to that




Area of Responsibility Activities

includes vetting and approval of drafts put forward for
approval.)

e commit to meaningful engagement and regular
attendance,

e commit to ensuring the decisions agreed to by the
collaborative partnership are implemented and followed
by their organization’s participating staff,

e participate in problem-solving processes developed to
deal with potential areas requiring conflict-resolution,

e identify and bring forward any areas of concern as they
emerge so that they can be dealt with expeditiously,

e report any areas that have been identified as necessary to
report, including potential information breaches, and
participate openly with any required investigations.

Option 3: Fully Autonomous Organizations

In this option, each organization is individually responsible for all aspects of the information they
manage. While this approach may be seen to be less complicated, and more in line with the
existent areas of responsibility, it does not easily support the overall objectives of collaborating
or integrating services. While one organization could be responsible for the development and
implementation of the approach, implementing and maintaining processes would be more
difficult, limited oversight would exist, and any efficiencies would be harder to achieve.

Any information that needs to be stored in a central repository would require individual service
agreements between the organization responsible for the information, and the organization
responsible for the repository.

Area of Responsibility Activities

No Lead Organization(s) Each organization would maintain its own responsibility for

their organization’s activities, as well as their participation in

the collaborative partnership including to:

e attend regular meetings and maintain internal and
external communications,

e commit to representing the needs and best interests of
the collaborative partnership in decision making,

e make decisions on a consensus approach where possible,

e potentially represent themselves rather than the
collaborative partnership with external organizations as
required (e.g. Privacy Commissioner/Ombudsman should
the need arise), although a decision to have a
representative for the collaborative partnership could be
made,
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Area of Responsibility

Activities

e similarly, one organization could be given the
responsibility to contract for and manage any support
areas and oversee the secretariat activities as required on
behalf of the partnership,

e determine responsibility for management of (common)
records and information - individually or collective.

Management Table

Membership includes the leads for each of the core partners

of the collaborative partnership. Responsible to:

e bring forward their organization’s perspectives and needs,

e act to balance and support a two-way perspective that
also considers the needs of the collaborative partnership,

e participate in the development and implementation of any
policies and practices identified for use within the
collaborative partnership, as required, (Note - the level of
participation may vary dependent in part on the capacity
of the organization, the potential use by the supporting
organization(s) to develop draft policies, but at a
minimum, there should be a process agreed to that
includes vetting and approval of drafts put forward for
approval.)

e commit to meaningful engagement and regular
attendance,

e commit to ensuring the decisions agreed to by the
collaborative partnership are implemented and followed
by their organization’s participating staff,

e participate in problem-solving processes developed to
deal with potential areas requiring conflict-resolution,

e identify and bring forward any areas of concern, as they
emerge so that they can be dealt with expeditiously,

e report any areas that have been identified as necessary to
report, including potential information breaches, and
reports of unprofessional conduct under section 57 of the
HPA, and participate openly with any required
investigations.

Across All Options:

Area of Responsibility

Activities

Participating Agency Staff

This includes staff who are selected by their organization to

participate in the collaborative service delivery approach.

These staff are responsible to:

e become educated on and implement any policies and
practices that have been developed and identified for use
within the collaborative partnership,




Area of Responsibility Activities

e represent the best interests of the clients first, the
intended objectives identified by the collaborative
partnership second, and the needs of their own
organization. Where any conflict between those intended
streams may emerge, they will identify them to their
organization’s representative,

e maintain confidentiality of any and all client information
that they are involved with,

e access only the information they require and are
authorized to access to perform their duties for the clients
that they are responsible for,

e report any potential breaches, areas of conflict, or
conflicts of interest.

Specific Roles/Functions These roles or functions may be required as part of the

collaborative support team, or may be embedded within each

organization and relied on as needed. It may be beneficial that
they work together and report at a high enough level within
the organization(s) to ensure accountability. In certain
circumstances it may be appropriate that the functions are
part of other roles, and may also be contracted out, or

Privacy Officer/Lead accessed as required.

e This role may be responsible for ensuring a privacy-
conscious approach is in place for the organizations,
including providing training and guidance on all aspects of

Security Officer/Lead privacy, managing breach investigations and reports.

e The security role may be responsible for the security of
information, including ensuring the infrastructure within
which it is stored and managed is secure, managing
credentials if used, investigating breaches, and providing
training and guidance.

4.2 Committees/ Advisory Structure Back
Any additional committees should be identified, including membership, roles or activities,
scheduling and other pertinent information. That includes whether the members on the
committee would require any access to personally identifying information. Examples could
include ‘lived experience’ or youth advisory committees, peer support groups, evaluation
committees, and so forth. Differences between advisory roles and peer support roles should be
clearly stated.

4.3 Decision Making Back
The decision-making process should be outlined, at a high level, in keeping with the governance
model decided on. Consensus, majority, lead with inputs, etc.

4.4 Decision Socialization Back
The process by which decisions are published or made available to those staff, organizations or
clients for which there are implications or changes required should be outlined. Updates to
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policies, practices and procedures should be made, with effective dates identified and logged. It
may be necessary to demonstrate what policies, etc. were applied when, so records of previous
policies and their effective dates should be maintained as needed.

4.5 Responsibility for Records/Information Back
Decisions regarding the management of any records will be critical, and dependent in part on the
following factors:

e Governance model

e Existence of common records

e Use of a centralized platform or database

e Manner of distribution or access to information by members

4.6 Demonstrated Commitment: Back
Organizations who decide they will be working together in a collaborative manner have to
recognize and demonstrate the commitment that is required by the organization and their staff.
That commitment may be ratified in a number of ways, including signing on as participants in the
framework, through agreements, MOUs, or other. A sample commitment agreement is attached
in Appendix E: Sample Commitment Agreement.

The Collaborative Approach Member Organizations agree and support the outlined policies and
procedures for their involvement and provision of services through this initiative. Information
that is collected, used and disclosed by the members for the purposes of the initiative will be
managed in accordance with these policies and applicable legislation. Where there is a disparity
between the Member Organization’s home policies and these, these policies and procedures will
take precedence as they apply to the work undertaken within the initiative. Information that is
managed within the individual organizations will continue to be managed in accordance with the
member organization’s own policies and procedures.

Member Organizations demonstrate their commitment to the initiative, and follow the policies
and processes outlined herein, by signing the Commitment Agreement.

Organizations that sign on as member organizations of the Collaborative Approach do so with

the full understanding that they agree to:

e manage personal and health information in accordance with the policies and practices
developed under the framework,

e ensure their staff are trained on the framework, and any changes that may be required in
their roles,

e work with all member organizations, and

e address any issues or concerns, including potential privacy or security breaches, through the
identified area responsible (may be an individual, specific role or position, or a committee).




Member organizations will demonstrate their commitment to:

4.6.1. The Collaborative Approach:
Member organizations will ensure that decisions made within their home organization that have
potential implications for the collaborative approach will consider those impacts and potential
changes to their processes if appropriate, before making decisions. Where there will be impacts
on the collaborative approach, they will be brought to the attention of the area responsible to
address them (examples may include a specific role that liaises with members, or a cross-member
committee).

Organizations may have to adopt new ways or processes in decision-making where there are
implications for the collaborative approach. This is likely to increase significantly the greater the
degree of collaboration and integration. Unilateral decisions that may be the norm within an
organization may have the potential to impact the outcomes and objectives of the collaborative
approach. As such, a review of situations where such processes may need to shift should be
undertaken and changes explored. Examples of this may include:

e The use of different forms. For example, if consent to disclosure is a requirement for the
sharing of information necessary to supporting the individual in a holistic or comprehensive
manner by collaborating organizations, it may be necessary to come to an agreement about a
common consent form for disclosure that potentially differs from the one their organization
has in place;

e Determining what evaluation processes and reporting requirements will be agreed on. (E.g.,
consideration of data requirements, efficiencies in collection, and reporting by whom, ...);

e The use, obligations and language of contracts with agencies who may also contract with
other members, ensuring alignment so to eliminate any areas of confusion.

Similarly, if organizations have determined that they need to address risks to health and safety,
either as their primary purpose for collaborating, or as part of ensuring a healthy, safe
environment in which services are provided, they should ensure they have a common
understanding of when the threshold for involvement or escalation may occur. That may differ
from the processes or definitions of risks that may be in place within the individual organizations
themselves. Further, the individual member organizations may play different roles, or become
involved at different points, depending on the areas of responsibility. For example, police
services may be involved in different roles - Community Engagement, where they are actively
engaged in assessing and proactively trying to find solutions with their partners, and
Enforcement, which would include being involved when there is a high risk of danger to health
and safety. Police service members operating within the parameters of the first role can work
well with other member organizations, becoming involved earlier, when there is the potential for
early intervention, or to de-escalate or prevent the risk from evolving to a higher level that
requires significantly more intrusive measures. These roles will not always be immediately clear,
nor always well defined, but by discussing them in advance members can realize the benefits of
each other’s participation.




4.6.2. Ensuring staff are trained:
Staff who participate in a collaborative approach must be trained on the relevant policies and
procedures required of them, prior to accessing information and providing services. Building
relationships with their clients will now entail providing information about the collaborative
approach, so staff need to not only understand the purpose(s) and objectives of the
collaboration, but be prepared to explain them to their clients in a manner they will understand.
See Appendix D: Sample Collaborative Approach Training Resource.

Training may also include areas such as the following:

e Changes to their duties: Staff who collaborate with others may see their roles change to
some degree. For example, their role may evolve to include providing or eliciting feedback on
the effectiveness of actions taken or required by their colleagues in a coordinated case plan -
in a sense becoming the ‘eyes and ears’ of their colleagues.

e Changes to, or the addition of new, practices and procedures,

e Requirements and restrictions on the management of information, including collection, use
and disclosure (sharing),

¢ Expanded knowledge of their partnering collaborative approach organizations.

5. Applicable Legislation Back

The following discussion on applicable legislation deals primarily with personally identifying
information. It is important to note that it is not only the provisions dealing with collection, use,
and disclosure that need to be taken into consideration, as legislation contains a number of other
provisions that may also have an impact. For example, privacy legislation expressly or implicitly
requires organizations to only disclose information to the extent necessary to carry out the
purposes identified in a reasonable manner and to the highest degree of anonymity that is
possible in the circumstances. These and other provisions must be considered within the context
of what the organizations are intending within their collaborative approach’.

The collection, use and disclosure of non-identifying information is generally authorized by the
legislation, either explicitly, or by being silent in regards to it. Note, however, that simply
removing what is generally known as an identifier (e.g. Name, DoB, SIN, etc.) does not
necessarily remove the risk of re-identifying the individual. As such, the information must be
managed accordingly, taking precautions to not enable users to re-identify the individual(s), and
to continue to manage the information with appropriate security provisions in place.

Each jurisdiction in Canada has developed their own suite or single instances of privacy
legislation. The legislation generally applies to the public sector, that is government organizations
at the federal/provincial/territorial level, the municipal and other similar levels, and to other

7 Note that the implementation of the collaborative framework and its objectives should outline the circumstances
for disclosure in such a manner that the amount of information, and the degree of anonymity required should be
clearly understood. For example, agencies working together on a comprehensive case plan likely need to identify
the individual as they use information on how they are progressing; but an agency that is seeking advice regarding
potential referral for services for a client may not need to identify the individual to obtain the advice.
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organizations generally seen to fall within their domain, such as publicly funded school boards,
police services, and the like.

Health sector organizations may also have their own privacy legislation, as may private sector
organizations. Where no such legislation applies, the federal Personal Information Protection and

Electronic Documents Act may apply.

See also Appendix A for the references to the applicable legislation for your jurisdiction.




5.1 Provincial Privacy Legislation Back
5.1.1. Freedom of Information and Protection of Privacy Act (FOIPPA)

The Freedom of Information and Protection of Privacy Act applies to public bodies in British
Columbia (BC), defined to include government ministries; agency, board, commission,
corporation, office or other body designated in or added by regulation to Schedule 2; local public
bodies, including local government (e.g. municipalities, municipal police boards, among others),
health care, social service, and educational bodies, or governing bodies of a profession or
occupation if listed in, or added by regulation to, Schedule 3.

The Act deals with personal information, which is defined to mean recorded information about
an identifiable individual other than contact information.

‘Employee’ is defined to include a volunteer, and a service provider. This allows information to be
managed by that ‘employee’ so that they can provide the services they are expected or engaged
to provide. It does not reflect an employer/employee relationship.

The Act outlines a set of purposes meant to make public bodies accountable and to protect
personal privacy by: giving public access to records; giving individuals access to their own
information; identifying limited exceptions to the right of access; preventing unauthorized
collection, use, and disclosure of personal information by public bodies; and providing for
independent reviews (Oversight) of decisions made by public bodies under the Act.

5.1.2. E-Health (Personal Health Information Access and Protection of Privacy) Act
The E-Health Act allows for the establishment or designation of health information banks (HIB)
by order of the Minister, which will also specify the information to be contained therein, set out
rules regarding the collection, use, and disclosure of that information, by whom and for what
purpose(s); and other related requirements.

The Act deals with personal health information, which is defined to mean “recorded information
about an identifiable individual that is related to the individual's health or the provision of health
services to the individual. A ‘health care body’ is defined to mean the ministry, a health care body
as defined in FOIPPA, the Provincial Health Services Authority, and a Society that reports to the
Authority.

References to the FOIPPA are to be interpreted to apply to a health care body as defined in that
Act, and not generally to other public bodies.

5.1.3. Personal Information Protection Act (PIPA)
The Personal Information Protection Act applies to organizations (including corporations,
unincorporated associations, trade unions, partnerships as defined in the Partnership Act, and
individuals acting in a commercial capacity) but does not apply to non-profit organizations
incorporated under the Societies Act, Agricultural Societies Act, or registered under Part 9 of the
Companies Act, or to any personal information held by them except for personal information that
is collected used or disclosed in connection with a commercial activity. By way of example, a
non-profit agency that charges fees for counselling services would in and of itself would not be
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subject to the Act, but the information that is collected and managed through the counselling
services would be, as that would be deemed a commercial activity. Note that Health
professionals that provide services independently or through an incorporated office are likely to
be subject to the Act. The Act deals with personal information about an identifiable individual,
including employee information.

‘Employees’ is defined to mean an individual employed by the organization, and any person
acting on behalf of the organization, including under contract, and as a volunteer, student, or
apprentice.
The purpose of the Act is to govern the collection, use and disclosure of personal
information by organizations for purposes that are reasonable, and in a manner that
recognizes the rights of the individual to have their information protected.

5.1.4. Child, Family and Community Services Act

The Child, Family and Community Services Act provides authority for and direction on the
management of services to children and families, including those in need of protection. The Act
applies to persons acting on behalf of the Director, as defined.

The Act identifies a number of provisions that apply, notwithstanding FOIPPA, along with
provisions within FOIPPA that do not apply to situations that involve a child in care or in receipt
of services under the Act. [See sections 24, 70, 96, and Part 5 section 73 - 79.2)




(% CONVERGE

5.2 Federal Privacy Legislation Back
5.2.1. Privacy Act
The federal Privacy Act applies to government institutions in Canada, including Government of
Canada departments, ministries, bodies or offices listed in the schedule, and Crown corporations.

The Act deals with personal information, which is defined to mean information recorded in any
form about an identifiable individual, including but not limited to contact, employment,
educational, criminal, financial, and health information. Note that health information managed by
federal institutions is deemed to be personal information.

The purpose of the Act is to provide protection of privacy to the personal information of
individuals held by a government institution, and to provide individuals a right of access to that
information.

5.2.2. Personal Information Protection and Electronic Documents Act (PIPEDA)
The Personal Information Protection and Electronic Documents Act applies to every organization (as
defined within the Act) that, in respect to personal information, the organization collects, uses,
and discloses in the context of a commercial activity. It also applies to employee information. An
‘organization’ is defined to include an association, a partnership, a person and a trade union.

The Act deals with personal information, defined to mean information about an identifiable
individual, and personal health information, defined to mean information concerning: the physical
or mental health of the individual; any health service provided to the individual; the donation by
the individual of any body part or any bodily substance of the individual or information derived
from the testing or examination of a body part or bodily substance of the individual; as well as
information that is collected: in the course of providing health services to the individual; or
incidentally to the provision of health services to the individual.

The Act does not apply to an organization that conducts its business within a province that has
been deemed to have substantially similar legislation, including Alberta, British Columbia, and
Quebec.? who have passed their respective private sector privacy laws. Several provinces have
enacted health sector legislation that is also deemed substantially similar to PIPEDA. These
include New Brunswick, Newfoundland and Labrador, Nova Scotia, and Ontario. However, if an
organization transports personal or health information in a commercial context across provincial
boundaries, the information is likely subject to PIPEDA.?

The Act contains a set of Privacy Principles in Schedule 1, which form the basis for the
appropriate management of personal and health information. Organizations subject to the Act
are required to comply with the obligations set out in Schedule 1.

8 To see which legislation applies, see Provincial laws that may apply instead of PIPEDA - Office of the Privacy
Commissioner of Canada and “Find the right organization to contact about your privacy issue” - Office of the
Privacy Commissioner of Canada.

% For additional guidance, see Questions and Answers regarding the application of PIPEDA, Alberta and British
Columbia's Personal Information Protection Acts - Office of the Privacy Commissioner of Canada.



https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/r_o_p/prov-pipeda/#h01
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/r_o_p/prov-pipeda/#h01
https://www.priv.gc.ca/en/report-a-concern/leg_info_201405/
https://www.priv.gc.ca/en/report-a-concern/leg_info_201405/
https://priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/r_o_p/02_05_d_26/
https://priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/r_o_p/02_05_d_26/

5.3 Other Legislation Back
Any legislated requirements that impact the member organizations should be outlined,
identifying both the requirements, and any implications for the manner in which the member can
participate. For example, a government organization that is involved in supporting youth who
have been involved in criminal activities may be subject to the requirements of the Youth
Criminal Justice Act. Strict restrictions on access to and management of records and information
about a young person who has been dealt with under the Act are in place and may have
implications on the manner in which a young person is supported, and by whom.

In addition to the listed privacy legislation, there may be other legislation that applies to the
organizations involved, or circumstances you are working with. Such legislation may be specific
to certain organizations such as schools or police services, or apply more broadly similar to the
that dealing with privacy.

For a list of other potential legislation see: Appendix A: Applicable Legislation.

5.4 Matrix Back
A matrix that outlines the provisions in applicable privacy legislation most likely to apply or
support collaborative service delivery is a useful tool to demonstrate which organizations subject
to their legislation are able to share personal and health information. The matrix also allows for
staff working under other legislation to develop a better understanding as to what their
colleagues are authorized to do in similar circumstances.

See “Appendix B: Privacy Legislation Disclosure Matrix”

5.5 Disclosure Tool Back
The disclosure tool builds on the matrix and outlines which provisions under which legislation
can be used to share personal and health information in various scenarios. Outlining the type of
information that will typically be required across various scenarios will assist in streamlining the
decision-making on the disclosure of information. While exceptions exist and individual
circumstances may differ, in the majority of situations staff should have a good understanding of
what information they require to assess and provide the supports to their clients. This, in
combination with the trusting relationships that the framework will enable between
organizations will serve to facilitate more efficient and effective collaborative practices.

See “Appendix C: Disclosure Tool”

6. Policies, Practices, Procedures Back
Applicable to Collaborative partnership:

The policies, practices and procedures outlined and adopted by the Collaborative Approach are
in addition to those of the member organizations, and should be agreed upon by all participating
member organizations, for use during activities that come under the collaborative approach.
Where there is a discrepancy between these policies and the organization’s own internal ones,
there should be agreement that these will apply. Any areas of conflict should be brought to the
attention of the home organization’s lead for the collaborative partnership for resolution. In
situations where the Lead is not able to resolve the conflict in keeping with the direction of the




collaborative approach, they matter can be addressed by the identified position(s) or committee
responsible for resolution.

6.1 Minimum Requirements Back
Legislation serves as a minimum standard that should be applied across the board. Where there
is potential to involve organizations that are not subject to any oversight legislation as members
of a collaborative partnership, a set of minimum standards should be established that mirror the
expectations placed on other member organizations through their applicable legislation. Such
organizations would be required to demonstrate how they meet those minimum requirements,
and assistance to those who are not at the required level could be offered if their involvement is
desired.

The following is an example of how the responsibilities and policies could be outlined or stated, and
should be considered by the members involved in collaborative or integrated services:

The following areas have been approved by the Collaborative Leadership Table and apply to all
member organizations in regards to the information that is managed under this collaborative
approach. Staff participating in the approach are expected to follow the outlined expectations.
Questions or concerns about potential conflicts or issues should be raised with the staff’s lead for the
collaborative, who will in turn bring it to the committee or lead(s) responsible for addressing them.

6.2 Collection, Use, and Disclosure in General: Back
Personal and health information will only be collected, used and disclosed in accordance with the
authorities granted under the organization’s legislation, in keeping with, and in support of, the
collaborative partnership’s stated purpose and objectives. Member organizations must identify
what information is required for them to be able to best assess the needs of the client, match
them against the services they deliver, and to provide those services. Working together, and
based on that identification, the organizations should broadly determine what information needs
to be collected, used, and how it will be accessed by the member organizations that require it. By
going through the process of identifying what information is required to be shared between
them in order to facilitate the delivery of the identified programs and services, and what
authorities exist for enabling that sharing, the member organizations are enabling a streamlined
approach whereby individual staff do not have to decide what can be done in each particular
circumstance. Rather, they can simply review that the information requested to be shared falls
within that approved set. Note that this refers generally to the type of information, as it is not
always feasible to determine which specific data elements are going to be required.

Where disclosure is clearly aligned with the collaborative partnership’s objectives, the default
will be to disclose the information where required and authorized, unless there is a strong
overlying reason not to. Participating organizations need to be comfortable with the default
position being that “Yes, information will be shared” (where necessary and authorized) rather
than starting with a response that is “No, it will not be shared”, (unless proven to be required and
necessary). In other words, the organizations have already worked through what is required and
authorized.




The intent in using the framework is to develop or outline a set of criteria that if met enables an
effective and efficient flow of information. The degree of comfort with this may evolve over
time. If situations emerge where reasons to not disclose appear, further discussion at the
appropriate group or committee may be necessary. Note that having been approved as a
member organization in the initiative does not give a user authority to access information
broadly. Rather, the user is only authorized to access the information they require of individual
clients they are assessing or providing support to.

Only the minimum information that is required to meet the needs the client has identified is to
be collected. This includes information that impacts on how those needs are to be assessed and
met. Participating staff (users and organizations) should be prepared to identify the relationship
between what is collected, and the purpose for which it will be used. Discussions between the
members as the processes are being set up will help determine what those sets of information
may look like.

Sample Scenario: A number of agencies have decided to work together and have one of their members
responsible to conduct intake and a basic needs assessment, on behalf of the other members to whom
the individual would be referred. By having one entry point for services, the other agencies can
restructure as they no longer would need to perform that function; and the individual client may be
referred more appropriately and not have to approach each agency on their own, and repeat their
story. When giving up the need for every agency to go through their own needs assessment, the
agencies should decide together what is the basic information that must be collected by the entry
agency through a collective needs assessment. If there is additional information required by specific
agency members beyond that, they can conduct a more in-depth assessment if and when the
individual is referred to them. Note that there may be information collected in the initial assessment
that is needed by different members. For example, the group may include organizations that offer
different services, such as mental health counselling or housing supports. As such, some of the initial
collection may include information that is important for the counselling supports that is not required
for housing supports. In these situations, the member organizations should only access and use the
information they require to assess for and provide their services.

Authority for sharing information must include authority to disclose the information by the
organization providing it, and authority to collect the information by the organization receiving it.
As organizations determine the desire to work in a collaborative approach with other
organizations, they should ensure such an approach and collection is captured under their
mandate, or they may need to adjust it.

The following sections reflect the potential application of legislation.

6.2.1. By Public Sector Organizations subject to Provincial/Territorial legislation:
Personal information will only be collected, used and disclosed in accordance with the provisions
under the applicable legislation'®, in keeping with and in support of the collaborative
partnership’s stated purpose and objectives. Where disclosure is clearly aligned with the

10 see Appendix A - Specific Legislative References, Note 2, Public Sector Organizations.




collaborative partnership’s objectives, the default will be to disclose the information where
required and authorized, unless there is a strong overlying reason not to.

6.2.2. By Health Organizations subject to Health Information legislation:
Health information will only be collected, used and disclosed in accordance with the provisions
under the applicable legislation'?, in keeping with and in support of the collaborative
partnership’s stated purpose and objectives. Where disclosure is clearly aligned with the
collaborative partnership’s objectives, the default will be to disclose the information where
required and authorized, unless there is a strong overlying reason not to. Such disclosures will be
the minimum amount required to achieve those objectives.

6.2.3. By organizations subject to provincial/territorial private sector legislation:
Personal information will only be collected, used and disclosed in accordance with the provisions
under the applicable legislation'?, in keeping with and in support of the collaborative
partnership’s stated purpose and objectives. Where disclosure is clearly aligned with the
collaborative partnership’s objectives, the default will be to disclose the information where
required and authorized, unless there is a strong overlying reason not to.

6.2.4. By organizations subject to PIPEDA:
Personal information will only be collected, used and disclosed in accordance with the provisions
under the Personal Information Protection and Electronic Documents Act, complying with the
Privacy Principles (known as the Model Code for the protection of personal information) outlined
in Schedule 1.3

Where disclosure is clearly aligned with the collaborative partnership’s objectives, the default
will be to disclose the information where required and authorized, unless there is a strong
overlying reason not to.

6.2.5. By institutions subject to the Privacy Act:
Personal information will only be collected, used and disclosed in accordance with the provisions
under the Privacy Act, (specifically, Sections 4 - 9)'4, in keeping with and in support of the
collaborative partnership’s stated purpose and objectives. Where disclosure is clearly aligned
with the collaborative partnership’s objectives, the default will be to disclose the information
where required and authorized, unless there is a strong overlying reason not to.

6.2.6. By organizations not subject to any privacy legislation:
This section serves as a placeholder. As all organizations in British Columbia are subject to
privacy legislation, there are no situations contemplated where there is a need to address non-
legislated organization. However, that is not the case in all Canadian jurisdictions. As such, those
organizations are required to align themselves to private sector privacy legislation at a minimum,

11 see Appendix A - Specific Legislative References, Note 3, Health Organizations.

12 5ee Appendix A - Specific Legislative References, Note 4, Private Sector Organizations Subject to
Provincial/Territorial Legislation.

13 see Appendix A - Specific Legislative References, Note 5, Private Sector Organizations Subject to PIPEDA.
14 see Appendix A - Specific Legislative References, Note 6, Federal Institutions.



>

in order to demonstrate a level of accountability.?>

6.3 Collection Back
Clearly articulating the reasons or purposes'® for the collection of personal and health
information about an individual, along with the manner in which members of the collaborative
partnership will undertake that collection, are cornerstones of, and reasons for, the development
and implementation of the framework. Privacy legislation generally requires that the personal
and health information of an individual be collected directly from the individual it pertains to,
subject to specific exceptions. That may seem to preclude the notion of reducing the number of
times that an individual needs to repeat his or her story, one of the benefits of a collaborative or
integrated service delivery approach. However, the legislation also recognizes and authorizes
situations where personal and health information can be collected indirectly. It is critical
therefore, that the manner of collecting be defined and that any indirect collection be authorized
in accordance with any applicable legislation.

Depending on how the member organizations have set themselves up for the delivery of services
under the collaborative approach, there may be additional collection of information by the
individual members as they interact with the individual being served.

6.3.1. Direct Collection
While the default position encouraged under privacy legislation and good practice is to collect
identifying information directly from the individual that it pertains to, there may be occasions
where some or all of it needs to or should be collected indirectly. Those circumstances should be
determined and agreed upon in advance, as the collaborative approach is being developed, and
staff should be trained on what those circumstances might be.

For the purposes of collaborative partnerships, the collection of personal and health information
will generally be a direct collection, that is, the information will be collected directly from the
individual to whom it pertains. Exceptions to the direct collection are identified under the
following areas.

A. Collaborative Service Delivery
Personal and health information collected by one or more organizations for the stated
purposes and use by the members of the collaborative partnership will be deemed to be
collected by the organization that is doing the initial collection. Once the information is
collected it may subsequently be shared (disclosed) to the other members, and access to
the information by those other members will be deemed an indirect collection. Such
access will be restricted to those members who require it for the purposes of assessing
for and providing services, in keeping with the objectives and outcomes of the
collaborative service delivery.

15 See Appendix A - Specific Legislative References, Note 7, Organizations Not Generally Subject to Privacy
Legislation.
16 See Appendix A - Specific Legislative References, Note 8, Collection.




B. Integrated Service Delivery:
Personal and health information collected by one or more organizations for the stated
purposes and use by the members of the integrated service will be deemed to be
collected by the collaborative partnership. That is to say, once the information is
collected and made available to the other members, access to the information by those
other members will not be deemed a further (indirect) collection, but rather, a use. Such
access will be restricted to those members who require it for the purposes of assessing
for and providing services, in keeping with the objectives and outcomes of the integrated
service approach.

6.3.2. Notice
Staff must understand the rationale and purpose for their involvement with the collaborative
approach, how the partnering organizations are working together to support individuals, and
must be able to explain it to the clients in a manner that they will understand.

Individuals whose information is being requested directly from them must be provided Notice.
Providing Notice means advising the individual of the authority for the collection of their
information: what information is being requested, for what purpose (i.e., how it will be used), and
to whom it may be disclosed. As well, the contact information of a person/position who can
answer any questions the individual may have about the collection must be provided. Legislative
references pertaining to informing individuals/providing Notice are listed in Appendix A.Y

Recognizing that an individual in crisis is not necessarily in the best position or frame of mind to
understand or fully comprehend notice or the rationale for consent, there should be a process
built in for a review of this with the client once the crisis has been stabilized.

For the purposes of this collaborative partnership, the following position(s) (internal to each
member organization or a general administrative role within the collaborative partnership?) could
be referenced as that contact person:

Name or title:

Position:

Business Address:
Business Phone Number:
Business Email:

A. Coordinated Service Delivery
When Notice is provided regarding the collection of personal and health information for
use by a Coordinated Service Delivery, such Notice shall include information about the
coordinated services, and the purpose for which the information is collected, the legal
authority for the collection, and indicate that the information necessary for the member
organizations to coordinate services will be disclosed.

17 See Appendix A - Specific Legislative References, Note 9, Notice.




B. Collaborative Service Delivery
When Notice is provided regarding the collection of personal and health information for
the use by a collaborative service delivery, such Notice shall include information about
the collaborative services, and the purpose for which the information is collected, the
legal authority for the collection, and indicate that the information will be disclosed for
use by the member organizations involved with the individual in the assessment and
delivery of services through the collaborative partnership.

C. Integrated Service Delivery:
When Notice is provided regarding the collection of personal and health information for
the use under an integrated service delivery, such Notice shall include information about
the integrated services, and the purpose for which the information is collected, the legal
authority for the collection, and indicate that the collection is on behalf of the collective
membership and for use by the member organizations involved with the individual in the
assessment and delivery of services through the integrated partnership.

Information collected and used in this manner will need to be assessed as to what
legislation would apply. For example, in certain jurisdictions, health information legislation
applies to the health information of an individual when in the hands of a health
information custodian, while the same information when in the custody of or under the
control of a public body, or of an organization subject to provincial/territorial privacy
legislation, or federal privacy legislation (i.e. PIPEDA or the Privacy Act), is defined as
‘personal’ information. In situations where a custodian is a member of the collaborative
approach, the best approach for the management of health information that is required
by non-custodians is to manage it as personal information. The same information if
required by a custodian should be maintained separately in the custody of or under the
control of the custodian.

6.3.3. Indirect Collection

The purpose of the collaborative partnership should be considered when determining if there are
occasions where personal and health information should be collected indirectly. Those
circumstances should be agreed upon and documented.

Indirect collection (i.e., where information is collected from someone other than the individual to
whom it pertains) is authorized by legislation and by the policies of this collaborative partnership
in the following situations:*®

When the individual has consented to such collection,

Where there is an urgent need for the information, such as in situations where there are
potential or real risks to the health and safety of any person,

When the individual is not able to provide consent, (e.g., may be due to incapacity, inability to
understand the ramifications of consent, or similar situations),

< These are Sample clauses that can be expanded or reduced. References to legislation can be added
to as needed. E.g. add the Privacy Act if federal institutions are included in the membership.>

18 See Appendix A - Specific Legislative References, Note 10, Indirect Collection.




6.4 Use Back
Privacy legislation restricts the use of information about an individual to the purpose(s) for which
it was collected.'” Personal and health information that is collected for the purposes and
objectives set out in this collaborative partnership will only be used for those purposes, unless
otherwise authorized. (The collaborative partnership leads should identify how decisions on what is
acceptable to meet the criteria of ‘unless otherwise authorized’ are made. Sample situations for such
uses may include “where authorized or required by law”.)

In addition to the direct or initial purpose, there may be consistent purposes?® that should be
considered. For example, when determining whether or not particular services are beneficial to
the individual, conducting an evaluation of the services is consistent with their delivery. Services
cannot be effectively provided in isolation of gauging their effectiveness, at both the individual
and organizational level.

As noted earlier, there may also be situations where information needs to be used to prevent or
deal with situations where there is a potential risk to health and safety of individual(s). If the
purpose was identified as one of the initial reasons for collection, then it is duly authorized and
used for that initial purpose. If however, that purpose was not identified as part of the original
purpose, there is then a need to rely on the provisions in the privacy legislation that authorize
such collection and use.?! (See also subsection 6.10 Terminology and Interpretation)

6.5  Disclosure?? Back
Disclosure, or the sharing of personal and health information, is the reason for the framework to
be implemented. However, that is not the end goal, but rather a means of facilitating
organizations to collectively work with individuals and families to provide them with the supports
and services they may require. It is often the case that no one organization can typically meet the
requirements of individuals who are vulnerable and require assistance with health and social
concerns. In order to provide the most holistic and beneficial services to meet an individual’s
needs, organizations need to work together in as seamless or collaborative a manner as they can,
which means they need to talk to each other, and share the information necessary to achieve
coordinated or comprehensive case management objectives, which typically should be
developed in conjunction with the individual.

Individually, each organization may do a deeper dive, and while working with the individual
client(s) may collect greater amounts of detailed information specific to the services that they are
providing, but that amount of detail is not likely necessary to be shared. (See also subsection
(6.3) Collection)

Legislation requires that any information being disclosed should be kept to the minimum
required for the reasons it is being shared. For these reasons, as the organizations determine
why they need to collaborate, and how, it is important to also determine generally the type of

19 See Appendix A - Specific Legislative References, Note 11, Use.

20 5ee Appendix A - Specific Legislative References, Note 12, Consistent Purpose.
21 See Appendix A - Specific Legislative References, Note 13, Health and Safety.
22 see Appendix A - Specific Legislative References, Note 14, Disclosure.
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information they will need to work with, what they will likely need to share, with whom, and in
what manner. Doing so will set them up to better understand how they can and will engage with
the individuals they assess and support. As they commence working with the individual
themselves, the case plan or approach will serve to identify the information needs more
specifically.

Disclosure will only take place if authorized, either by the individual to whom the information
relates, in keeping with the policies developed and implemented by the collaborative approach,

or as authorized or required by law.

6.5.1. Information Flow

It is important to understand and outline how information is expected to flow, that is, shared by
which organization to which organization, and for what purpose. Outlining the flow in a flow
chart or map, with an accompanying table may be of value to pictorially demonstrate to users
and the individuals whose information is impacted how the information will potentially move.

Sample flow charts are included in Appendix K.

6.6 Documentation Back
An underlying tenet of privacy and access legislation is to provide an individual a right of access
to information that is retained by organizations who collect, use, and disclose that individual’s
information. Organizations working together must determine what information will be
maintained, by whom, and how it will be accessed, including access by the individual to whom it
pertains.

6.7 Indigenous Data Sovereignty Back
6.7.1 OCAP® - Ownership, Control, Access and Possession

OCAP®? refers to the rights of First Nations to establish and manage sovereignty over their
own data. The principles of OCAP® outline?*:

Ownership refers to the relationships of a First Nation community to its cultural knowledge,
data, and information. Ownership asserts that a community, as a group, owns information
collectively in the same way that an individual owns their personal information. This is distinct
from concepts of stewardship.

Control asserts that First Nation people, their communities, and representative bodies must
control how information about them is collected, used, and disclosed. This extends to all aspects
of information management, from collection to use, disclosure, and ultimately, destruction of
data.

Access determines that First Nations must have access to information and data about
themselves and their community regardless of where it is held. It is within the rights of First

23 OCAP® is a registered trademark of the First Nations Information Governance Centre (FNIGC). See
https://fnigc.ca/ocap-training/ to obtain a better understanding on good information governance by First Nations
and how that must be respected.

24 From: OCAP® FAQ, FNIGC Brochure 20220927 web.pdf, First Nations Information Governance Centre.
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Nation communities and organizations to manage and make decisions regarding who can access
their information.

Possession reflects the state of stewardship of data. Possession is the mechanism to assert and
protect ownership and control; possession puts data within First Nation jurisdiction and
therefore, within First Nation control.

Individuals who come from a First Nations or Metis background have the same requirements and
rights in the manner in which their privacy and confidentiality is managed as they access services
and supports.

However, when information that identifies their culture and heritage is being considered for
collection, organizations need to ensure that they have a specific requirement for that
information, what that requirement is, and how it will be managed. Where such information may
be used to assess or evaluate services at a population trend level based on cultural background,
the principles of OCAP® should be applied. This becomes important for organizations who are
considering the use of indigenous information in research and evaluation, especially in breaking
out or comparing data that involves cultural differences, for example, interest in identifying the
frequency of, or access to, the use of counselling services by groups with differing cultural
backgrounds. Discussions with the First Nations Information Governance Centre (FNIGC) may
provide further support in understanding how to work within these principles.

6.7.2 Tri Agency Framework

The principles of Ownership, Control, Access and Possession (OCAP®) are one model for First
Nations data governance, but this model does not necessarily respond to the needs and values of
distinct First Nations, Métis, and Inuit communities, collectives and organizations. The agencies
recognize that a distinctions-based approach is needed to ensure that the unique rights, interests
and circumstances of the First Nations, Métis and Inuit are acknowledged, affirmed, and
implemented.?®

6.7.3 National Inuit Strategy on Research

The National Inuit Strategy on Research (NISR) outlines the coordinated actions required to
improve the way Inuit Nunangat research is governed, resourced, conducted, and shared.
This strategy builds upon the important strides taken by Inuit towards self-determination in
research by offering solutions to challenges our people have grappled with for decades.?®

6.8 Correction Back
Privacy legislation places a requirement on organizations to ensure the information about
individual is accurate and provide the individual the ability to request correction of their
information when it is not?’.

%5 From Tri-Agency Research Data Management Policy
26 From National Inuit Strategy on Research
27 See Appendix A - Specific Legislative References, Note 15, Corrections.
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https://www.itk.ca/wp-content/uploads/2018/04/ITK_NISR-Report_English_low_res.pdf

For the purposes of the collaborative approach, where requests for correction of information

that is available to or accessed by the member organizations, the following process will apply:

e Requests for correction received by any staff involved in the collaborative approach should
be forwarded to the responsible person or area, as designated by the membership, along with
whatever documentation supporting the correction might be presented.

e In situations where staff are requested to correct information while they are in the process of
collecting and recording it, and have been presented with the accurate information, they can
make the necessary adjustments. However, if the information has been previously recorded,
a notation should be made that the information is now being corrected, and forwarded to the
area responsible.

e The area responsible will make the appropriate correction.

e |n situations where the individual is requesting a change to an opinion, an annotation should
be made, indicating what the individual is requesting, but the opinion would not be changed.

¢ The individual making the request should be advised of the outcome.

¢ Organizations that have accessed or used the information of the correction are to be notified
of any corrections or annotations.

6.9 Retention and Disposition Back
As noted previously, individuals have a right of access to their own information,?® which lasts as
long as an organization has retained it; as well as a right to know who has accessed their
information. Legislation should be reviewed to determine:
e Any requirements an organization has to retain information used to make a decision that
directly affects the individual, and for what length of time,
¢ Any requirements on the organization to document and retain information regarding access
to or disclosure of an individual’s personal information, and for what length of time?’.

For the purposes of this collaborative partnership, the following areas must be put in place for

any information or common records managed on behalf of the collaborative:

e The party responsible for managing the retention and disposition of records is to be
identified,

e The retention period needs to be determined and followed, commencing once the file
activity has completed.

e Once the retention period is reached, records will be disposed of in a secure manner, with a
log kept of which records were disposed of, and when. The logs should refer to a series or set
of records by date and type, and not contain any identifying information.

e This retention period does not apply to records that are maintained by the individual
members, as their own retention and disposition polices and schedules will apply.

6.10 Terminology / Interpretations Back
Words matter. However, words are also subject to interpretation, and impacted by work
environments, areas of specialization, and other factors. If organizations are going to work

28 See Appendix A - Specific Legislative References, Note 16, Right of Access by Individuals.
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together, they have to establish or acknowledge what is meant by the terminology that they
have in use. This becomes critical not only with various terms, but also with themes and other
elements, including those that are identified within the framework. For this reason, it is
incumbent on the organizations to work through what is meant and what is required by areas
such as Purpose, Outcomes, and Objectives. Policies and practices should also be examined to
identify any areas where there may be dissonance or some level of conflict or disagreement.

An additional area that may have an impact is the interpretation of legislation. Interpretations are
often developed and adopted, becoming set in how they influence an organization in the
management of information. The following are examples of how that might influence a
collaborative approach.

The following terms are samples of ones that may need to be clarified in how they are to be
understood within the context of this collaborative approach.

e Health and Safety: As noted previously, privacy legislation contains a ‘safety’ clause that, in
essence, authorizes the disclosure of personal and health information without consent in
situations where there is the potential for a risk to the health and safety of an individual or
the public. The actual provisions vary, dependent on the legislation, as noted below, but the
intent of such provisions must be that the disclosure can occur to allow for some actions to
be taken to alleviate the risk. When examining how they are applied, there must be
recognition that the capacity to alleviate risk becomes increasingly diminished the shorter the
time frame between disclosure and action, and the risk event itself. In other words, if one
waits until the last minute to act, the likelihood of eliminating or reducing the risk is
significantly less than if there is more time to take appropriate steps. This is especially true if
the disclosure requires determining who will take what actions, or worse, the need to obtain
even more information before any plan can be put in place to take actions.

There may be additional provisions that could be applied to deal with potential risk
situations, including those that deal with the best interests of individuals. They should be
considered in conjunction with the ‘safety’ clauses. This might especially apply in situations
dealing with children and youth.

As an aside, health and safety provisions are often considered in the context of addressing or
supporting crisis response approaches. While that type of response is often necessary, the
legislative provisions should also be considered in how they can support early intervention
practice, so to preclude the crisis situations from developing.

In addition to the above, the interpretation of the provisions, and the determination of what
constitutes risk, and levels of risk, all have a potential impact on how organizations deal with
and react to risk situations. As such, it is important for organizations that may have to
collaboratively deal with risks to health and safety to plan for the potential risk situations that
might emerge, and work through how they will respond. Areas to be considered should
include the following:
o Do the organizations have policies or practices on what constitutes a level of risk that
requires a response, and how they respond? If so, do they align with those of the
partnering organizations?




o Is there a threat risk assessment tool in use? Does it meet the needs of the collaborative
approach, or is there a need to develop or obtain one that does?

o Is there potential for different responses, timing or levels of intervention to be in place
for different member organizations?

Legislative provisions that might apply include:
o Health and Safety provisions®,

Beyond terminology, there may also be a need to review and address differences in policies and
practices by member organizations. For example:

¢ Consent process: an organization may have adopted a policy that requires the use of consent
to disclose for all disclosure situations. Working collaboratively with other organizations may
require them to adjust that policy in recognition that there may be situations dealt with by
the collaborative approach that allow for or require disclosure without consent. Areas to be
considered include the following:

o Is there a specific reason that the organization chose to adopt the strict adherence to the
use of consent that continues to exist?

o Is there potential for situations to emerge whereby the collaborative members may need
to disclose information without the consent?

o If not, are the other members willing to adopt a different policy on the required use of
consent?

o Note that consent forms may indicate that information will only be disclosed in
accordance with the terms of the consent, or where require or authorized by law, which
then opens the door to any of the legislative provisions that authorize disclosure without
consent applying. Reliance on such wording without any explanation as to what that
means may not be seen to be as transparent to the individuals being impacted.

e Consent forms: as noted, privacy legislation is not generally harmonized, including in the
requirements outlined for informed consent to the collection, use, and disclosure of personal
and health information. In addition, organizations may have adopted or approved specific
consent forms for use by their staff. The result is the potential for situations where a consent
form is not seen as acceptable by a receiving organization, even if it does meet the legislative
requirements of the organization that is using it. As such, it is important for organizations
that desire to work collaboratively review their consent forms and processes to determine if
they meet each other’s requirements, and if not, to develop or adopt ones that do. Areas to
be considered include the following:

o Are any of the member organizations subject to, or require health information that is
subject to health privacy legislation?

o The best approach would be to put in place a consent form that meets the requirements
of the most stringent privacy legislation.

o If anew consent from is adopted for use by the collaborative members, are there any
potential implications for consent forms used individually by the member agencies?

See Section 7.6 Consent, below.

30 see Appendix A - Specific Legislative References, Note 13, Health and Safety.




6.11 Conflict Resolution Back
Situations may arise where there may be further interpretation or guidance required. Staff
participating in the collaborative approach should refer to the policies and training guidance
outlined through the framework, or raise the questions with their identified lead. Where the
situation may appear to be in conflict with the member’s home organization’s policies and
processes, there may be a need to bring the matter to the committee or area empowered to
address it. The outcome of any discussions should be shared as appropriate, and where they
have an impact on the larger membership, should be noted accordingly and brought to all staff’s
attention, as appropriate.

6.12 Training Back
All staff participating in this collaborative approach are expected to be trained on the following
areas:

e Purpose, including objectives and outcomes

¢ The membership, including the roles the member organizations have.

¢ The type of information required in respect to the roles they have in the collaborative
approach. This should be augmented by an understanding of the use of the Legislative Matrix
and Disclosure Tools.

e The governance structure overseeing the collaborative approach, including who they turn to
for advice and any issue resolution.

e Policies and processes that have been outlined in the framework, including those outlined in
the attached appendices.

Where the collaborative approach involves member organizations that may be subject to some
form of accreditation, there may be value in advising those responsible for their accreditation of
their involvement in the approach.

6.13 Onboarding Back
While the membership will generally be determined at the outset of the collaborative approach,
there is potential for new, additional member organizations to be identified. As such, the
following process may be used when potential organizations are to be considered and invited to
participate. Approvals will involve the core membership through the appropriate leadership table.

e The new/potential organization will be provided a copy of the framework or outlined
approach, including a description of the purpose, which in turn includes desired objectives
and outcomes.

e At a minimum, the new organization is expected to manage information in a confidential
manner, and have the technical and environmental capacity to access any systems
appropriately (i.e., confidentially, with appropriate security safeguards in place). The capacity
assessment (See: “Appendix G: Capacity Assessment Tool and Companion Guide”) can be
useful to demonstrate any additional requirements. Depending on the outcomes of the
assessment, the organization will be

o Supported to address any shortcomings
o Expected to address any shortcomings
o Approved to participate



e Once approved to participate, they will be asked to sign the Commitment Agreement (or
whichever similar tool has been developed and implemented), and to train their participating and
relevant staff.

e Staff must be trained prior to activating their participation, especially when they will be
provided with any credentials for access to systems or databases.

7. Information and Records Back

7.1 Required Information Back

As noted previously, information that is required by the member organizations involved in the
collaborative approach to provide the services to individuals and families should be identified, at
a broad level. The information required should be linked to the stated purpose, including
objectives and desired outcomes. The roles and areas of responsibility should also be considered,
and any differences in the type of information or access required should be identified.

The following is an example of how the information needed can be outlined. More detail can be
added as required.

E.g., Information that is to be or has been collected is as follows, and to be used for the following
purposes:

Type of Information Use Used by
E.g., Contact information, E.g., Identification, contact E.g., Intake
including name, DoB, address
E.g., Identified Needs, capacity | E.g., Conducting an initial E.g., Intake
screening and assessment for
services
E.g., Medical, health, social E.g., Conducting a more in- E.g., Caseworker, counselling
background depth assessment once referred

to member organization for
counselling

E.g., Family history, educational | E.g., Identifying underlying E.g., Caseworker, housing and
background, employment issues to determine additional | employment
history, supports if required

Additional uses

As noted above, the use of information is primarily linked to the supports, services and benefits
that are being assessed for and potentially offered. There may be situations where other
downstream uses also exist. For example, the need to evaluate the effectiveness of an
intervention or service delivery approach is important as it will help gauge the value of the
collaborative approach. Such a use is deemed consistent with the purpose for which information
is collected, as programs and services cannot be delivered in isolation of evaluating their
effectiveness.

As well, if the collaborative operates in an environment that optimizes the health and safety of
the individuals being provided supports, working to maintain that safe environment may require
information to be collected and used for that purpose, in addition to the above stated purposes.



It is important to be transparent about this potential use, and it should be identified as the
information is collected. (Optional, to be used as deemed appropriate.)

7.2 Creating Records Back
Organizations that collect and use personal and health information in order to provide services
to individuals are bound to keep records of any decisions that may impact on those individuals,
including records that contain the information on which those decisions are based. Those
records may exist in various formats, including electronic and hard copy (e.g., paper).®?

The legislation differs somewhat on the language, but by and large requires information about
and supporting decisions that impact on an individual to be maintained.

When organizations work in a collaborative or integrated service delivery approach, the
information they share may be found in records they hold, and they may also create new
records. The disclosure of information between organizations needs to be recorded, so as to
allow individuals to know whom has accessed their information. Beyond the individual records
that each organization creates and maintains, there may be records created that are used by all
of the member organizations. Decisions will need to be made as to whether each organization
has its own version of the shared information, or if they will use or refer to a common record or
set of records.

7.3 Common Records Back
Common records are those that are not necessarily under the purview of a specific organization,
but rather are meant to be used and available to several or all organizations that are involved in
the collaborative approach. A good example is the consent form, where an individual has
consented to the disclosure of his or her personal information to the other member
organizations. Rather than each organization obtaining their own consent for disclosure, it would
be more expedient to have one. An added benefit is that by using one form on behalf of all
members, it starts to demonstrate how the organizations are working together.

At the same time, there needs to be a demonstrated accountability or responsibility for the
management of any record, including common records. Accountability for the management of
information and records is often established under legislation, but should also be considered as
part of the overall governance when multiple organizations are working together in a
collaborative relationship. When governance is established, it will be important to determine
what legislation applies to the records the governance body holds on behalf of the collaborative
partnership.

Information may be stored in a number of ways, including hard copy and electronic.
Consideration should be given to how the member organizations will access the information they
require and are authorized for, in a secure manner.

Samples of records that may be approved/identified as common records for the collaborative
approach are listed here:

E.g.,
e Client profile (Name, DoB, Address)
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e Consent for disclosure form

e Common screening and assessment

e Common risk assessment

e Comprehensive case management plan

7.4 Individual Agency Records Back
Records that are under the control and custody of individual member organizations continue to
be the responsibility of that organization, and subject to its policies and applicable legislation.
Disclosure of information under the control of member organizations must be managed in a
secure manner, and documented appropriately.

7.5 Single Source of Truth Back
Information that is held as or within a common record must be managed in such manner that it is
readily available to authorized users, such that they are working from the same source. System
development must take that into consideration, as well as ensuring there is a tracking of changes
to information. Users who access this information and subsequently capture and maintain it
within their own systems will need to be alerted or advised of changes to the parent information.
For this reason, disclosures of and access to information should be recorded.

7.6 Consent:2 Back
Consent for disclosure differs from consent to participate or for treatment, which may seem
obvious, but is at risk of being misconstrued if the separation of those is not clear. Privacy
legislation requires that consent be informed, that is, it must be clear to the individual who is
being asked to provide consent:

¢ What information is going to be disclosed. The consent form should be relatively clear when
describing the type of information, and while it does not need to identify in detail the various
data elements that will be disclosed, staff should be prepared to explain or provide examples
of what information is being contemplated.

e To whom. Individuals have a right to know who has access to their information. Having that
information allows the individual to access records about themselves by whomever has then
in their custody. However, it can become quite unwieldy to stipulate in the form itself to
whom information will or may be disclosed. An alternative to doing so is to provide a list of
participating member organizations on the reverse side of the consent form. That may be
framed as information about the collaborative, as a means of providing clarity about the
collaborative - its purpose, types of services, and member organizations.

¢ For what purpose. Individuals have a right to know how the information will be used. The
purpose should be clearly stated, and is likely linked to the purpose and objectives for the
collaborative approach. There may be additional purposes that are not as evident, such as
ones where required or authorized by law.

Additional requirements or best practices include:
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¢ An acknowledgement that the individual providing the consent has been made aware of the
reasons why their information is needed and the risks and benefits to the individual of
consenting or refusing to consent.

e The date the consent commences, and the date it expires, if any, and

e A statement that the consent may be revoked at any time. (Individuals who withdraw their
consent should be advised of the implications of doing so, and that should they revoke their
consent, any further disclosures would cease, but the information that has been disclosed
prior to the revocation would still form part of a record of services being or having been
rendered).

Legislation may also differ regarding whether consent needs to be in writing, which may include
electronic formats, or if oral consent is also deemed to be valid.

As noted, consent for disclosure is common across privacy legislation as a means to authorize the
disclosure of personal and health information. Given there are differences across the legislation
which may at times create some confusion and impediments to disclosure, it may be beneficial
for the members of a collaborative approach to agree on a common or universal consent for
disclosure form that meets the most stringent requirements. Sample consent forms can be found
in “Appendix F: Sample Consent Forms”.

Note that the use of a common consent for disclosure form does not negate the responsibility of
professional staff to explain how the information managed by the professional will be used and
disclosed, so to ensure their client is fully aware. Discussions such as these can only serve to
enhance the relationships with the individual and support transparency. This requirement is
often outlined in the Standards of Practice developed by health and other professional
colleges.®®

Individuals in crisis may not always attend to what they are being told, and in some situations
may agree to whatever they think is needed to enable receiving services or supports they
require. Revisiting consent with them once their circumstances have settled somewhat will
ensure the individual is fully informed.

7.7 Client Information Back
Client information is to be deemed as sensitive, and needs to be managed accordingly, in a
secure and confidential manner such that only those users who require and are authorized to use
it have access. Contact or demographic information may not be seen as particularly sensitive,
and may even be publicly available, but when combined with the fact that the individual is
seeking supports for services, does become significantly more sensitive.

7.8 Client Access Back
As previously noted, one of the underlying tenets of privacy legislation is that individuals have a
right of access to their information. While organizations will individually continue to be
responsible for managing access requests for information they hold, policy or practice under the
collaborative approach should outline how an individual would gain access to the information
held collectively by the member organizations. A preferred approach for access to common
records would be to identify a central point of contact. This not only expedites the process; it
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also continues to support the notion of the collaborative approach. Responses to formal access
requests made under privacy legislation have defined timelines that must be met so it will be
important to know which legislation applies to common records. The disclosure of records
through an informal process may be a preferable approach, although formal requests should be
accommodated.

Individuals also have a right to know who has access to, or has accessed their information. As
such, organizations involved in a collaborative or integrated service approach should be prepared
to provide that information, which, while it may have been provided at the point of giving Notice
or consent, may need to be reiterated at any point a request is made.

7.9 User Information Back
User information includes information about specific staff who are involved in the collaborative
approach. Identifying staff who are involved in providing services can be seen to further
demonstrate transparency, and clients should be able to know who is working with them or on
their behalf. Information that may be part of a credentialling process whereby the user gains
access to information systems should be deemed sensitive; other sensitive information
(complaints, potential need for restrictions such as due to identified conflicts of interest) will be
managed in a secure, confidential manner. Access is to be limited to those who ne ed to
know, generally the user’s supervisor within their organization, and potentially the
Security/System Manager.

7.10 Electronic/paper records Back
In terms of privacy, there is no differentiation in the content of information whether stored in
paper (hard copy) or electronic (soft copy) records. However, the way they are managed is likely
to differ significantly, as does access to the information held in them. Paper records are much
more difficult to provide broad access to in a confidential manner, and the implications of the
type of information that is stored in them should be carefully considered. For example, if
information about an individual indicates that they do not react well or perhaps even pose a risk
to female staff, such that an alert has been identified that female staff are not to work alone with
the individual, that information is pertinent to other areas or organizations involved in providing
care. While capturing and placing that information on a case file may be appropriate, it also
needs to be readily available and provided to any such organization. Storing it only on a paper file
may not always be adequate.

On the other hand, information that is stored electronically can be much more easily provided,
and even pushed out, to stakeholders and users. However, the risks of breaches and
unauthorized access may differ, and in fact may increase. Adequate safeguards, including training
staff on how to responsibly manage access to information systems and the information held
within them, must be put in place.

Managing information electronically also provides numerous other benefits. It allows for
relatively easy updates to information; the information can be readily accessed, and shared; and
extracts of the information such as for reporting or evaluation purposes are more readily
undertaken.




Where information is maintained in both paper and electronic versions, it should be clear which
is to be deemed the source of truth, and which is a copy. Disposition of the records would need
to be managed conjointly.

7.11 Coordinated Case Management Tools Back
Case management tools are increasingly available for organizations to improve their ability to
capture and track the activities taken when supports and services are provided to their clients.
They are often implemented through mobile applications, and can be made available to allow
multiple individuals and organizations to work on the same case. Organizations that decide to
use case management tools as a means of increasing communications and efficiency when
working collaboratively need to ensure that they are developed and implemented properly, with
the appropriate mechanisms in place to track and monitor the individual user access and inputs.
Safeguards will also be required to prevent unauthorized access.

7.12 Administrative Information Back
General Information about the collaborative approach, including marketing or communication
materials, handbooks, forms, and other resource information that is deemed to be publicly
available, is not required to be managed at the same level of security as client information,
although it does need to be managed such that its integrity is maintained. It may also be
necessary to protect some documentation regarding processes that deal with sensitive or
security management.

Sensitivity of third-party information relating to the member organizations including proprietary
information that might need to be shared to some degree between the partners, should be
identified by the organization, and if deemed to be sensitive or requiring a level of protection,
must be managed accordingly. It may be necessary or of value to implement a consistent
approach.

Training materials are generally deemed to be administrative, and not required to be managed in
a secure manner, although those dealing with steps required to access protected information, or
the application of security measures may require secure management.

8. Electronic Information Management Back

Technology plays a significant role in the management of personal and health information, and
supporting the delivery of services in the social and health sectors. The use of electronic records
and information has by and large replaced the more traditional hard copy records across many
sectors and organizations. It has also facilitated making information and data increasingly
available for a large number of uses, including evaluation, research and others. At the same time,
with the increased use of and reliance on technology, there is also a substantially increased risk
of unauthorized access and use. It is critical therefore, that organizations who rely on or who
intend to use technology as a means to expand or enhance their collaboration or integration
practices with others pay particular attention to doing so in a privacy conscious manner, and
implementing the appropriate tools and safeguards.

Implementing an electronic information system requires careful planning - understanding
current and future needs, including but not limited to: security, storage needs (documents and
information), storage location, access management, scalability, and legal requirements, type of




system (custom built system, off the shelf, Software as a Service), capacity for interface with
other systems, vendor/system management. If a decision is made to use an existing system,
other considerations may arise, including the ability to create a separate instance or to otherwise
ensure there is no cross-over of data or access; ownership/responsibility; and retention beyond
the life of the collaboration.

A number of areas within the Framework are related to the use of such a system or platform, and
should be considered and applied from that perspective. The following sections touch on some
of the areas that should be considered, whether expanding the use of an existing system or
implementing a new one.

Privacy Enhancing Technologies (PET) are tools or design enhancements that are meant to
integrate the privacy by design principles. They minimize or reduce risk associated with the
collection and management of personally identifying information or data, while enhancing the
organization’s ability to use it for authorized purposes. Examples include the use of VPN,
encryption, de-identification, anonymization, data-masking, the use of which would be driven in
part by the intended users and mechanisms needed to support information flows.

The application of these processes is beyond the scope of this document, but should be an area
that is discussed with any the organization’s IT vendors, privacy and security professionals, and
may need to be further described in a Privacy Impact Assessment (PIA).

8.1 Legal Requirements Back
Organizations need to ensure that any electronic systems used to manage information and
documents meet any legal requirements the organization has. Some of these requirements may
be set out in legislation, such as the need to:

e retain information for a set period of time, and the need to securely dispose of it once that
has occurred,

e ensure that reasonable security measures are in place,

e maintain the integrity or accuracy of information,

e provide access to authorized individuals, including those to whom the information pertains.

8.2 System Access/Management Back
Electronic information systems can hold a significant amount of information to which access
needs to be appropriately managed, allowing only those who require and are authorized to
access the information. It has become an industry standard to manage such access with the use
of credentials, using processes such as two-step authentication.

8.2.1. System Access/Credential Management

Managing access to the system or platform, should be delegated to a specific, central role, often
linked to or part of the area responsible for security management, and includes credential
management. Member Organizations should:

e Identify the lead person responsible to act as a liaison with the System Manager for the
purposes of the initiative. That person will in turn identify the staff within their organization
who will be users of the system, and interacting with or providing services to clients.

e Ensure that staff users have access to a secure means of connecting with the system, and in
a confidential manner/setting, including when using mobile technology.



e Ensure that staff users are trained as required prior to their active engagement with the
system.

e Ensure that any changes to staff users are identified, including reassignment, new users, and
those who are no longer in the role.

Separate from the individual member organizations, there is a need to identify who is responsible
to manage the electronic system on behalf of the members. On the System Management side
there is a responsibility to:

¢ Liaise with the designated lead person for each member organization to identify their users.

e Provide the identified staff the credentials necessary to provide them with access according
to their role and authorizations.

e Ensure that users have access to the training as required prior to their active engagement
with the system or platform.

Review the lists of users on a periodic basis with the lead persons (e.g., every 3/6 months)

8.2.2. Role Based Access

The implementation of an electronic system for a collaborative approach must take into account
the different roles that members may play, and provide or limit access to any personal and health
information managed within that system accordingly. This includes but is not limited to the
differing roles users may have, as identified or impacted by factors as described in Sections 2., 3.,
and 8. The different information requirements based on the differing roles should guide the
system development and credential management. Access to information by groups who may
have roles in specific information needs such as reporting, dashboards, evaluation, complaints, or
other collections of information, must be considered from a ‘Need to know’ and authority-based
perspective. Where identifying information is not required nor authorized, access must not be
provided.

This may be a means to restrict access to information that needs to be maintained separately,
such as health information, managed carefully through the use of heightened levels of
permissions.

Not all systems can implement role-based access controls (RBAC), or it may not be possible to
apply them to all data elements. As such, there may be a need to implement both the technical
(RBAC, access trails) and administrative (e.g. training, access reviews and audits) safeguards.

8.3 Information/Document Management Back
An electronic information management system can be relatively simple, in that it only holds a
minimal amount of information; or can be quite robust, not only having the capacity to hold
significant amounts of information, being able to maintain electronic copies of paper or hard
copy records, and to segregate the information in whatever manner is deemed appropriate, such
that the data or information can be readily available for the specific uses. For example,
segregation of the data could assist in the de-identification for use in evaluation and research.
The data has to be appropriately managed in its entirety throughout its life cycle. Putting in place
the appropriate electronic system can in effect act as an enhanced file room with efficient
indexing processes.




Member organizations must determine what they require, based in part on their own systems,
the degree of interaction, and the need to rely on shared information.

8.3.1. Information Access/Flows

Whatever level of system is developed or adopted, consideration must be given to how it is to be
used, by whom, and for what purpose. Doing so can help inform the flow of information that is
captured within the system:

e What information will be entered, and how?

e  Will other systems feed into it, and how will that be managed?
e How will it be accessed, by whom?

e How will it be used, will/can it be copied?

e Will it be streamed into other systems?

Descriptions of this process should include any connections to other systems or information
sources. Outlining this in a diagram can visually help in demonstrating and understanding the
flows.

84 Storage Back
Information stored within an electronic information system is subject to the same rules as any
other information or records. The member organizations must establish:

e  Where the database or system is located. Are there requirements to maintaining it in the
province, in the country? What are the implications for the use of cloud-based servers?

¢ How the information is backed up, and where the back-ups are stored. At a minimum any
physical backups should be stored offsite. If the information is backed up electronically, how
is it secured from any potential unauthorized access or loss?

¢ How the retention and disposition requirements will be applied to the information. Are there
different retention requirements for de-identified data, and how will that be managed?

9. Security and Risk/Mitigation Back

Privacy legislation generally requires that organizations take reasonable security arrangements
against risks such as unauthorized access, collection, use, disclosure, copying, modification,
disposal or destruction.?* As technology continues to advance, the proliferation of risks also
increases, as do the tools and measures that can be used to counteract those risks. Security of
information should exist from the development of a system, through its use and maintenance,
and through its eventual ceasing of operation. Responsibility for overseeing the implementation
and management of secure processes for the collaborative approach should be identified. The
process for reporting of issues, incidents, or breaches should be clearly outlined and provided to
all staff involved in the collaborative.

9.1 Responsible Area Back

Identify the area responsible for security management on behalf of the collaborative approach
along with the duties and responsibilities. It is preferable to ensure the person responsible

34 See Appendix A - Specific Legislative References, Note 21, Security of Information.




reports at a high enough level to support accountability, and that they work in conjunction with
the privacy officer or equivalent.

9.2 Review and Audit (Pre- and post-complaint) Back
Organizations that use electronic systems when providing support to individuals may not always
be able to restrict user access on a data element level. Where technical safeguards are not
always available, they can be bolstered by administrative ones. A process should be defined and
in place to support the collaboratives’ commitment to managing the personally identifying
information in its control and custody in a secure manner. Electronic system logs showing who
has accessed (Read/Write) the personally identifying information of individuals stored in that
system should be subject to a review process.

A process involving ad hoc reviews should be undertaken on a regular basis to match access by a
user against their authority for that access. Authority for access should be on a need-to-know
basis, in keeping with their roles, and only for the clients they are providing services to.

In addition to the ad hoc process, when complaints are received that indicate that potential
unauthorized access has occurred, the logs should be reviewed to determine if that has occurred.

9.3 User Environment Back
9.3.1. Mobile/Work from Home

Technology continues to support and advance the use of systems through remote and mobile
methods, reducing the need to work strictly within an office environment. This has been
exacerbated or enhanced significantly during the COVID epidemic, and many organizations have
moved to a hybrid model where staff may work from both home and office. However, as a result,
users may find themselves working in environments that are potentially less secure, and
additional safeguards may be required as a result.

In addition, staff should ensure they:

e Use their device in a confidential manner (e.g., ensure the screen is not visible to others who
may be in the same room;

e Sign off the system when away from the computer;
Clear the cache after exiting sensitive applications;

e Do not store any personally identifying information of others (clients specifically) on their
device;

e Do not send passwords in clear text (e.g., when sending a password to open a password
protected document);

e |f using password protection vaults, do not leave them on when away from the device;

¢ Do not open any emails they do not recognize or that may be from dubious sources;
Report any breaches or potential breaches.

9.3.2. Bring Your Own Device (BYOD)

Member Organizations may need to rely on the use of mobile devices by their staff to access and
manage information under the control of the collaborative. The use of mobile devices must be
reviewed and authorized by the Governance to access information, or the system. If member
organizations allow their staff to bring their own devices, their use must be managed in a manner
that meets the security requirements.




Organizations that allow their staff to use their personal devices to access information should
ensure that at a minimum the following are adhered to. Personal devices must have:

Up-to-date anti-virus software, optimally with automatic updates enabled;

Up-to-date application patches, optimally with automatic updates enabled;

Firewalls enabled on laptops and computers;

Sign-on requirements such as PIN technology or biometrics enabled to logon to the device;
Secure wi-fi connections.

In addition, personal devices must not be authorized to store information under the control of
the collaborative, nor where others may have access to the same devices (E.g., shared
computers).

9.4 Breaches Back

A Breach of Privacy or Confidentiality occurs when there is unauthorized access to, or disclosure
of, information that is in the control or custody of an organization. It may also include situations
where there is the potential for unauthorized access due to information or records being
managed inappropriately. An example of the latter can occur when information meant to be sent
to one individual is sent to the wrong individual as the result of using the wrong email address,
even when the email is retrieved unopened. Breaches can occur in a number of ways such as
through a security breach, theft, unauthorized access by staff or users, and unauthorized
disclosure.

All breaches of personally identifying information must be reported as required by the applicable
legislation.®> Breaches that are not addressed under legislation may also be reported, and must
be investigated, whether reported to a Commissioner/Ombudsman or not. Breaches under
PIPEDA are required to be reported to the federal Privacy Commissioner if it is reasonable in the
circumstances to believe that the breach creates a real risk of significant harm to an individual
(s.10.1).

Member Organizations of the collaborative approach are responsible for the appropriate
management of identifying personal and health information, including taking the appropriate
precautions in ensuring the security of that information, as enshrined in privacy legislation.

All breaches or potential breaches of information are to be reported immediately to the
immediate supervisor and to the Security Lead, whether or not information has been accessed.

9.4.1. Preventing a Breach

As noted, legislation (and best practice where an organization might not be subject to legislative
oversight) requires organizations to take reasonable safeguards to ensure that any information
they control be properly protected from unauthorized access. While the term ‘reasonable’
provides some flexibility, as does the application of a security/data classification scheme, in
situations where a breach occurs the onus would be on the organization to demonstrate that
their security framework is appropriate to the type and sensitivity of the information they
manage.

The breach prevention approach should include both the security infrastructure (system, access
credentials, physical security, etc.) as well as a robust policy and practice approach, that ensures
staff are trained on their roles and responsibilities vis-a-vis the management of the information.

35 See Appendix A - Specific Legislative References, Note 22, Breaches.




It includes the use of ongoing audits or reviews of usage by member organization staff (users)
along with the infrastructure, processes in place, and access points.

9.4.2. Investigating a Breach

A breach may be surfaced in a number of ways, including a complaint by an individual or third
party; an ad hoc or periodic audit/review, disclosure of an error made; the loss of a record, file,
or device on which information is stored or accessed, such as a laptop, storage device, or
smartphone; or as the result of a system or partial system failure. An investigation of the
potential breach should be undertaken by whomever has been assigned that responsibility, and
may take place in parallel with other investigations such as a security investigation. Immediate
steps should be taken to seal off the breach, and the review should address the following points:

e The nature of the breach (system, unauthorized access or disclosure...);

¢ The information that may have been accessed or is the subject of the breach, including the
sensitivity of that information;

e« How widespread the breach is (e.g., single individual or broad system access).

9.4.3. Assessing and Reporting a Breach

Once it is understood what information has been or may have the potential to be accessed, it will
be reviewed to determine what if any implications may exist as a result of that access. The
assessment will include determining if there is a need to:

e advise the individual(s) to whom the information relates of the breach;3¢

e provide any support to that individual to manage the implications of the breach (e.g., access
to credit bureau protection in situations where there may be a financial implication, including
identity theft)

o advise the Office of the Information and Privacy Commissioner/Ombudsman of the breach;

e implement any additional measures (policy/practice/system changes, additional training, etc.)

Organizations that are potentially impacted will be advised as needed during of the outcome.
There should be a process put in place that includes how that is determined, and who is
responsible for what steps. If a formal report to the Office of the Information and Privacy
Commissioner/Ombudsman is required, that should be undertaken as soon as it is determined
that it is required. Note that may take place prior to the internal investigation being completed if
the breadth or impact indicates it is required.

Additional resources are available at: privacy-breach-response-protocol-oipc.pdf

10. Evaluation and Research Back

Measuring the progress of an initiative is critical to its success, and informs potential changes
that might be required. As well, there is a need to understand and assess the potential success of
any interventions undertaken by an organization as they work with the client. Both of these

36 Organizations should make a conscious determination about advising individual(s) of a breach, taking into
consideration the nature of the breach, and the potential impacts. The default should be to notify the individual(s)
but there may be circumstances where that may create a greater risk to the individual, for example if there is
potential due to their state of mental health that it may trigger a crisis situation. These are likely rare situations.
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require the use of information for the purpose of evaluation, although it will not likely be the
same information or data.

While it may be readily easy for an individual being provided support services to understand why
certain information is required to meet their needs, that may not be the case when it comes to
understanding the need to measure the effectiveness of the services themselves. Staff should be
provided some messaging in this area as it's important to be as open and transparent as possible
on how information will be used. A balance must be struck between the need to ensure the
client is not deterred from seeking the necessary supports by the need to collect information
that demonstrates the effectiveness of the supports.

As previously noted, the minimum amount of personal and health information should be used
and disclosed in a way that is as anonymous as possible. That applies to the use of information or
data for evaluation and research as well. Wherever possible aggregate, anonymous, or de-
identified information should be used. Where it is necessary to use identifying information, it
should be safeguarded in a manner commensurate with its sensitivity and value. Identifying
information may require to be used for evaluating the success of an individual achieving their
identified goals, and in some cases may be necessary to link information in order to allow for
analysis of a larger set of data and outcomes, such as may be required in evaluating the
effectiveness of an overall program, or for research purposes, but in those circumstances, the
identifying information should be stripped as early as possible. Note that the removal of
‘identifiers’ may not be sufficient to reduce or eliminate the potential for the re-identification of
an individual, and the greater the combination of datasets, the more that risk increases. Care
must be taken therefore to take the necessary precautions to reduce that risk. Examples can
include the elimination of direct identifiers (e.g., name, SIN, DoB, address), reduction of specific
data (E.g., age instead of date of birth, DA (Distribution Area) instead of postal code, month of
service in lieu of date of service...), using larger cell counts, or increasing the level being
measured (e.g., going to a higher community level if numbers in a certain target population are
too low to preclude re-identification.

Additional areas to be considered include the evaluation or research of First Nations at a
population trend level, and the use of ethical considerations.

First Nations have asserted that they have established sovereignty over how their information
can be used. In support of this a set of principles have been established - those of Ownership,
Control, Access, and Possession, commonly known as OCAP® When information that falls
within this sphere (i.e. identifies a First Nations culture and heritage) is being considered for
collection, organizations need to ensure that they have a specific requirement for that
information, what that requirement is, how it will be managed, and more importantly, they must
seek out the guidance on working with First Nations to do so.

The First Nations Information Governance Centre (FNIGC)®” provides additional resources, and is
a good starting point for further support in understanding how to work with these principles.

Ethical Considerations:

Related to the above, disclosures of personally identifying information should not only be
considered from the perspective of their legality, (i.e., they have been properly authorized) but
they should also be considered from an ethical perspective - is it the right thing to do, with
consideration of the impacts or implications at both an individual and a population or societal

37 https://fnigc.ca/ocap-training/
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level. Guidance in this area can be found in a report completed by PolicyWise for Children and
Families.®®

10.1 Evaluating Individual Outcomes (E.g., of case plans or interventions) Back
As services and programs are provided to support individuals, the goals, outcomes, or objectives
for that individual should be identified, and there needs to be an ability to measure progress
towards those goals. If there are dependencies on other factors, perhaps being addressed by
others, those also need to be measured to an appropriate degree, and a coordinated case
management may be required. If that is put in place, the sharing of information about the
outcomes or goals of the agreed upon elements should be included. For example, a homeless
individual who is seeking support for training and employment, and assistance to find
appropriate housing, who is dealing with issues of addiction and mental health, may require
support from a number of organizations. A requirement to enter into any training programs may
be contingent on the individual obtaining support for the addiction or mental health issues, or
may require accommodation in a shelter if not longer-term housing. The organization that is
supporting the training may only need to know that the individual has contacted mental health
supports, but the organization providing shelter or long-term housing may need more
information regarding the mental health concerns, or vice versa.

Organizations that are collaboratively providing services to an individual are working at an
identifying level, and any information that needs to be shared is likely also at an identifying level.
As such, these organizations need to determine:

e What information is required from which organizations,
e How it will be shared, and
e How it will be managed? (E.g., how will an access request from the individual be managed?)

10.2 Evaluating the overall approach (i.e., collaborative approach) Back
The delivery of programs and services also needs to be evaluated at a broader level, beyond their
effectiveness in addressing individual outcomes. Are they doing what they are intended to? Are
they targeting the right demographics? Are there gaps that are not being addressed? Measuring
this in a collaborative service delivery approach goes back to the identified purpose and
objectives, and requires the member organizations to collectively determine how that will be
measured. It will also require the sharing of certain information or data that is gleaned from the
services that have been delivered, and the success rates of supporting achievement of individual
outcomes. However, the analysis should be done at a population trend level, and not include any
identifying information in either the analysis, or the reporting, as a general rule. If there is a need
to link information at an identifying level, the identifiers should be removed at an early stage in
the process, and prior to the analysis being done, with the appropriate safeguards put in place.

The appropriate authorities to share the information for the purposes of evaluation must be
identified, and there may be legislative implications, depending on the legislation that applies. As
such, the disclosure of that information may need to be specified in the consent, or somehow be
linked to the authorized reasons for disclosure. Where multiple organizations are involved, that

38 Ethical Decision-Making Framework for Information Sharing: A Guide for the Homeless-Serving Sector by
PolicyWise for Children & Families: Ethical Decision-Making Framework for Information Sharing
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becomes more difficult, and there may be a need to rely on a specific member organization to
conduct any evaluations, depending on the legislative requirements.®’

Given this, the following needs to be considered:

e What data is required to evaluate the overall program.

e What data is held by and required from which organizations.

¢ What if any data needs to be linked at an identifying level.

e Can it be de-identified and used in that manner to conduct the evaluation?

e |f so, the process should be outlined and reviewed to ensure the risk of re-identification is
sufficiently negligible.

10.3 Using Data for Research Back
There is significant interest in accessing health and social data for research purposes.
Organizations should determine in advance if they will be undertaking such use themselves, or
entertaining external requests for data for research. If so, there are legislative provisions dealing
with such use, and there may be additional procedures required.*°

Organizations providing collaborative or integrated services that are willing to entertain the use
of the information under their custody and control for research purposes should ensure they
meet all legislative requirements, or where not subject to legislation, should address:

e How respondents (individuals whose information may be used) will be advised. Notice
statements and consent forms should reflect such use.

e If identifying data used, how requirements for ethics board approvals will be managed.

¢  What the onus will be on the research body to obtain consents, and what role, if any, the
member organizations will play in that process.

¢ What the expectations will be regarding the removal of identifiers at the earliest opportunity.

e What other conditions must be met and processes put in place if aggregate data will be used.

39 See Appendix A - Specific Legislative References, Note 23, Evaluation.
40 See Appendix A - Specific Legislative References, Note 24, Research.
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British Columbia Specific Appendices: Back

Appendix A: Applicable British Columbia Legislation

Appendix B: B.C. Privacy Legislation Collection, Use, and Disclosure Matrix

Appendix C: British Columbia Disclosure Tool

Appendix D: Sample Collaborative Approach Training Resource

Appendix E1: Sample Collaboration/Participation Agreement — British Columbia

Appendix E2: Agreement Under an HIB — British Columbia

Appendix F: Sample British Columbia Consent Forms

Note: Appendix B is in landscape rather than portrait format.

The remaining appendices are contained in the Generally Applicable set, which do not reference or rely
on specific jurisdictional legislation. The Capacity Assessment contained in Appendix G contains screen
prints of the actual tool, which is available separately as an Excel document.

Generally Applicable Appendices: Back

Appendix G: Capacity Assessment Tool and Companion Guide

Appendix H: Guide to Using the Information Sharing Framework

Appendix I: Security Measures

Appendix J: Sample Integrated Cluster - Information Stored in IEIM or Central Repository

Appendix K is available separate from the Generally Applicable Set to better facilitate the updating of
resources.
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Appendix A: Applicable British Columbia Legislation

References to legislation are to those listed and cited below. Note that there could be additional
legislation that may have to be considered, depending in part on the areas being served.

The following legislation is available at BC Laws King's Printer:
Laws Publications - Government
Child, Family and Community Service Act
(Current to April 21, 2026)
E-Health (Personal Health Information Access and Protection of Privacy Act)
(Current to March 10, 2026)
Freedom of Information and Protection of Privacy Act (FOIPPA/FIPPA)
(Current to April 21, 2026)
Freedom of Information and Protection of Privacy Regulation
(Current to April 21, 2026)
Health Care (Consent) and Care Facility (Admission) Act
(Current to April 21, 2026)
Health Professions and Occupations Act
(Current to April 21, 2026)
Ministry of Health Act
(Current to March 10, 2026)
Personal Information Protection Act (PIPA)
(Current to March 10, 2026)
Social Workers Act
(Current to March 10, 2026)

The following legislation is available on the Justice (Canada) Laws Website:
Consolidated Acts (justice.gc.ca)

Personal Information Protection and Electronic Documents Act (PIPEDA - Federal)
S.C. 2000, c. 5

Privacy Act (Federal)
R.S.C, 1985, c. P-21

Youth Criminal Justice Act (YCJA)
S.C.2002,c. 1



https://www.bclaws.gov.bc.ca/civix/content/complete/statreg/?xsl=/templates/browse.xsl
https://www.laws-lois.justice.gc.ca/eng/acts/
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Notes Re: Specific Legislative References Found in the Framework

Please note the sections listed below are excerpts from the applicable legislation, ones
identified as potentially appropriate for the circumstances of collaborative/integrated service
delivery. Given they may not be the complete sections, organizations should conduct a
thorough review to determine applicability to their circumstances.

Legislation that Might Apply to the Scenario
Provincial Public Sector Organizations

Health Organizations

Private Sector Organizations Subject to Provincial/Territorial Legislation
Private Sector Organizations Subject to PIPEDA
Federal Institutions

Organizations Not Generally Subject to Privacy Legislation
Collection

Notice

10. Indirect Collection

11. Use

12. Consistent Purpose

13. Health and Safety

14. Disclosure

15. Corrections

16. Right of Access by Individuals

17. Retention

18. Records

19. Consent Requirements

20. Professional Colleges

21. Security of Information

22. Breaches

23. Evaluation

24. Research

VWoNoULhwNDE

1. Legislation that Might Apply to the Scenario

The Freedom of Information and Protection of Privacy Act (FOIPPA), which could authorize

disclosure by the School Board to the health services provider, or the health services

provider to the School Board:

e For the purpose it was collected, [s.33(2)(d)]

e  With consent, [5.33(2)(c)],

e |If the relationship between the organizations is part of a common or integrated program
or activity; [s.33(2)(k)] or

e If the Head determines there are compelling circumstances that affect anyone’s health
and safety, [s.33(3)(a)].

The Personal Information Protection Act (PIPA) may apply if the social worker, psychologist, or
other allied health professional is working for a private sector entity, or independently in a
self-employed capacity. The act could authorize the disclosure by the social worker or
psychologist to the school board:

e With consent, [s.6, 7]
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There also exists a potential for the organizations (or some of their staff) to be part of an
Health Information Bank (HIB), set up to provide supports to youth with mental health
concerns. Such an approach could conceivably be set up under the E-Health Act.

2. Provincial Public Sector Organizations Back

e In British Columbia, public sector organizations are subject to the Freedom of Information
and Protection of Privacy Act [Schedule 1], which defines a “public body” to mean:

(@) a ministry of the government of British Columbia, including, for certainty, the Office
of the Premier,

(b) an agency, board, commission, corporation, office or other body designated in, or
added by regulation to, Schedule 2, or

(c) alocal public body

e A “local public body” is defined to mean: a local government body; a health care body; a
social services body; an educational body, or a governing body of a profession or
occupation, if the governing body is designated in, or added by regulation to, Schedule 3;

e A “local government body” is defined to mean: a municipality; a regional district; an
improvement district as defined in the Local Government Act; and a local area as defined
in the Local Services Act; among others.

e A “health care body” is defined to mean: a hospital as defined in section 1 of the Hospital
Act; a regional hospital district and a regional hospital district board under the Hospital
District Act; a Provincial mental health facility as defined in the Mental Health Act; a
regional health board designated under section 4 (1) of the Health Authorities Act; or
British Columbia Emergency Health Services, as described in section 2 (1) of the
Emergency Health Services Act;

e “An “educational body” is defined to mean: a university as defined in the University Act;
Royal Roads University; an institution as defined in the College and Institute Act, the
Thompson Rivers University; a board as defined in the School Act, or a francophone
education authority as defined in the School Act;

e A “social services body” is defined to mean: Community Living British Columbia
established under the Community Living Authority Act.

3. Health Organizations Back

¢ In British Columbia, health sector organizations and entities may be subject to different
privacy and other legislation. Public bodies, including hospitals and boards, provincial
mental health facilities, or government run clinics, are subject to the FOIPPA.
Private sector organizations, including physician run practices, private clinics, and
nonprofit health facilities, are subject to the PIPA.

¢ Any of the above entities may also request to participate in Health Information Banks
(HIB) under the E-Health (Personal Health Information Access and Protection of Privacy Act),
which provides a secure electronic means of storing and protecting health information,
while enabling access by approved/registered users.

4. Private Sector Organizations Subject to Provincial/Territorial Legislation Back
e Private Sector organizations, including nonprofit agencies, in British Columbia are subject
to the Personal Information Protection Act (PIPA)..
e PIPAs.1 "organization" includes a person, an unincorporated association, a trade union, a
trust or a not for profit organization, but does not include
(d) an individual acting in a personal or domestic capacity or acting as an employee,
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e) a public body,

f) the Provincial Court, the Supreme Court or the Court of Appeal,

g) the Nisga'a Government, as defined in the Nisga'a Final Agreement, or

h) a private trust for the benefit of one or more designated individuals who are friends
or members of the family of the settlor;4(1) Except as provided in this Act and subject
to the regulations, this Act applies to every organization and in respect of all personal
information.

PIPA s.3 Subject to this section, this Act applies to every organization. [See s. 3(2) for any

exceptions.}

—_ e~ o~ —

5. Private Sector Organizations Subject to PIPEDA Back

PIPEDA does not apply to private sector organizations in jurisdictions where substantially
similar legislation applies, including British Columbia. However, the Act could apply in
situations where personal information flows across jurisdictional borders.

PIPEDA s.2 (1) ‘Organization’ includes an association, a partnership, a person and a trade
union.

PIPEDA s.4 (1) This Part applies to every organization in respect of personal information
that

(a) the organization collects, uses or discloses in the course of commercial activities; or
(b) is about an employee of, or an applicant for employment with, the organization and
that the organization collects, uses or discloses in connection with the operation of a
federal work, undertaking or business.

6. Federal Institutions Back

Privacy Act s.3 In this Act, government institution means

(a) any department or ministry of state of the Government of Canada, or any body or
office, listed in the schedule, and

(b) any parent Crown corporation, and any wholly owned subsidiary of such a
corporation, within the meaning of section 83 of the Financial Administration Act;

7. Organizations Not Generally Subject to Privacy Legislation Back

Where there is potential to involve organizations that are not subject to any oversight
legislation as members of a collaborative partnership, a set of minimum standards should
be established that mirror the expectations placed on other member organizations
through their applicable legislation. Such organizations would be required to demonstrate
how they meet those minimum requirements, and assistance to those who are not at the
required level could be offered if their involvement is desired. A recommendation is to
require the organizations to commit to aligning their policies and practices such that they
would comply with private sector privacy legislation in their jurisdiction, whether
PIPEDA, or substantially similar legislation.

8. Collection Back

FOIPPA s.25.1 An employee, officer or director of a public body or an employee or
associate of a service provider can only collect personal information as authorized by this
Act.

FOIPPA s. 26 A public body may collect individually identifying personal information

(a) if the collection of that information is expressly authorized under an Act,

(b) if the information relates to law enforcement,
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(c) if the information relates directly to and is necessary for a program or activity of the
public body,
(d) with respect to personal information collected for a prescribed purpose,
(i) the individual the information is about has consented in the prescribed manner to
that collection, and
(ii) a reasonable person would consider that collection appropriate in the
circumstances,
(e) the information is necessary for the purposes of planning or evaluating a program or
activity of a public body,
(f) the information is necessary for the purpose of reducing the risk that an individual
will be a victim of domestic violence, if domestic violence is reasonably likely to occur,
(h) the information is personal identity information that is collected by
(i) a provincial identity information services provider and the collection of the
information is necessary to enable the provincial identity information services
provider to provide services under section 69.2 (providing identity services), or
(i) a public body from a provincial identity information services provider and the
collection of the information is necessary to enable
(A) the public body to identify an individual for the purpose of providing a service
to the individual, or
(B) the provincial identity information services provider to provide services under
section 69.2 (providing identity services).

PIPA s.6 (1) An organization must not

(a) collect personal information about an individual,

(2) Subsection (1) does not apply if

(b) the individual gives consent to the collection, use or disclosure,

(c) this Act authorizes the collection, use or disclosure without the consent of the
individual, or

(d) this Act deems the collection, use or disclosure to be consented to by the individual.

PIPA s.11 An organization may collect personal information only for purposes that a

reasonable person would think are appropriate in the circumstances and that

(a) fulfill the purposes that the organization discloses under section 10 (1), or

(b) are otherwise permitted under this Act.

PIPA S.12(1) An organization may collect personal information about an individual

without consent or from a source other than the individual, if

(a) the collection is clearly in the interests of the individual and consent cannot be
obtained in a timely way,

(b) the collection is necessary for the medical treatment of the individual and the
individual is unable to give consent,

(c) itis reasonable to expect that the collection with the consent of the individual would
compromise the availability or the accuracy of the personal information and the
collection is reasonable for an investigation or a proceeding,

(h) the collection is required or authorized by law,

(i) the information was disclosed to the organization under sections 18 to 22,

(2) An organization may collect personal information from or on behalf of another

organization without consent of the individual to whom the information relates, if
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9.

(a) the individual previously consented to the collection of the personal information by
the other organization, and

(b) the personal information is disclosed to or collected by the organization solely
(i) for the purposes for which the information was previously collected, and
(i) to assist that organization to carry out work on behalf of the other organization.

e PIPEDA s. 5(3) An organization may collect, use or disclose personal information only for
purposes that a reasonable person would consider are appropriate in the circumstances.
e PIPEDA Schedule 1, 4.4 Principle 4 — Limiting Collection
The collection of personal information shall be limited to that which is necessary for the
purposes identified by the organization. Information shall be collected by fair and lawful
means.

e Privacy Act s. 4 No personal information shall be collected by a government institution
unless it relates directly to an operating program or activity of the institution.

Notice Back
Generally, refers to the need to inform the individual from whom information is being directly
collected: what information is required, how it will be used, and to whom it may be disclosed,
as well as the contact information of a person/position who can answer the individual’s
questions about the collection.
e FOIPPA s.27(2) A public body must ensure that an individual from whom it collects

personal information is told

(a) the purpose for collecting it,

(b) the legal authority for collecting it, and

(c) the contact information of an officer or employee of the public body who can answer

the individual's questions about the collection.
[Note: See the 27(3) for potential exceptions.]

e PIPAs. 10 (1) On or before collecting personal information about an individual from the
individual, an organization must disclose to the individual verbally or in writing
(a) the purposes for the collection of the information, and
(b) on request by the individual, the position name or title and the contact information
for an officer or employee of the organization who is able to answer the individual's
qguestions about the collection.

e PIPEDA SCHEDULE 1, 4.2 Principle 2 — Identifying Purposes
The purposes for which personal information is collected shall be identified by the
organization at or before the time the information is collected.

e PIPEDA SCHEDULE 1, (Section 5) 4.2.3
The identified purposes should be specified at or before the time of collection to the
individual from whom the personal information is collected. Depending upon the way in
which the information is collected, this can be done orally or in writing. An application
form, for example, may give notice of the purposes.

e Privacy Act s. 5 (2) A government institution shall inform any individual from whom the

institution collects personal information about the individual of the purpose for which the
information is being collected.
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(3) Subsections (1) and (2) do not apply where compliance therewith might
(a) result in the collection of inaccurate information; or
(b) defeat the purpose or prejudice the use for which information is collected.

10. Indirect Collection (6.3.3) Back

Refers to Manner of Collection. Relevant legislative provisions may include:

FOIPPA s.27 (1) A public body must collect personal information directly from the
individual the information is about unless
(a) another method of collection is authorized by
(i) that individual,
(i) the commissioner under section 42 (1)(i), or
(iii) another enactment,
(a.1) the collection of the information is necessary for the medical treatment of an
individual and it is not possible
(i) to collect the information directly from that individual, or
(ii) to obtain authority under paragraph (a) (i) for another method of collection,
(b) the information may be disclosed to the public body under section 33,
(c) the information is collected for the purpose of
(ii) a proceeding before a court or a judicial or quasi-judicial tribunal,
(iv) law enforcement, or
(v) reducing the risk that an individual will be a victim of domestic violence, if
domestic violence is reasonably likely to occur,
(c.1) the information is collected from a body disclosing it in accordance with a provision
of a treaty, arrangement or written agreement that
(i) authorizes or requires the disclosure, and
(ii) is made under an enactment of British Columbia, other than this Act, or an
enactment of Canada,
(c.2) the information is collected from a body disclosing it under an enactment of another
province or of Canada,
(d) the information is transferred to the public body from another public body in
accordance with section 27.1,
(e) the collection of the information is necessary for delivering or evaluating a common or
integrated program or activity,

PIPA S.12(1) An organization may collect personal information about an individual

without consent or from a source other than the individual, if

(c) the collection is clearly in the interests of the individual and consent cannot be
obtained in a timely way,

(d) the collection is necessary for the medical treatment of the individual and the
individual is unable to give consent,

(e) itis reasonable to expect that the collection with the consent of the individual would
compromise the availability or the accuracy of the personal information and the
collection is reasonable for an investigation or a proceeding,

(h) the collection is required or authorized by law,

(i) the information was disclosed to the organization under sections 18 to 22,

PIPA s. 12 An organization may without the consent of the individual collect personal

information about an individual from a source other than that individual if the information




that is to be collected is information that may be collected without the consent of the
individual under section 14, 14.1, 15 or 22.

e PIPEDA s. 7 (1) For the purpose of clause 4.3 of Schedule 1, and despite the note that
accompanies that clause, an organization may collect personal information without the
knowledge or consent of the individual only if
(a) the collection is clearly in the interests of the individual and consent cannot be
obtained in a timely way;

(b) it is reasonable to expect that the collection with the knowledge or consent of the
individual would compromise the availability or the accuracy of the information and the
collection is reasonable for purposes related to investigating a breach of an agreement or
a contravention of the laws of Canada or a province;
(e) the collection is made for the purpose of making a disclosure

(i) under subparagraph (3)(c.1)(i) or (d)(ii), or

(i) that is required by law.

e Privacy Act s. 5 (1) A government institution shall, wherever possible, collect personal
information that is intended to be used for an administrative purpose directly from the
individual to whom it relates except where the individual authorizes otherwise or where
personal information may be disclosed to the institution under subsection 8(2).

(3) Subsections (1) and (2) do not apply where compliance therewith might (a) result in
the collection of inaccurate information; or (b) defeat the purpose or prejudice the use for
which information is collected.

11. Use Back
e FOIPPA s. 32 A public body may use personal information in its custody or under its

control only

(b) for the purpose for which the information was obtained or compiled, or for a use
consistent with that purpose,

(c) if the individual the information is about has identified the information and has
consented, in the prescribed manner, to the use, or

(d) for a purpose for which the information may be disclosed to the public body under
section 33. (see Disclosure, below)

e PIPA s. 14 Subject to this Act, an organization may use personal information only for
purposes that a reasonable person would consider appropriate in the circumstances and
that
(a) fulfill the purposes that the organization discloses under section 10 (1),

(b) for information collected before this Act comes into force, fulfill the purposes for
which it was collected, or
(c) are otherwise permitted under this Act.

e 15 (1) An organization may use personal information about an individual without the
consent of the individual, if
(a) the use is clearly in the interests of the individual and consent cannot be obtained in a

timely way,
(b) the use is necessary for the medical treatment of the individual and the individual
does not have the legal capacity to give consent,
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(c) itis reasonable to expect that the use with the consent of the individual would
compromise an investigation or proceeding and the use is reasonable for purposes
related to an investigation or a proceeding,

(h) the use is required or authorized by law,

(i) the use is necessary to respond to an emergency that threatens the life, health or
security of an individual.

PIPEDA s. 5(3) An organization may collect, use or disclose personal information only for
purposes that a reasonable person would consider are appropriate in the circumstances.
See also s. 7(2) “Use without knowledge or consent”

Privacy Act s. 7 Personal information under the control of a government institution shall
not, without the consent of the individual to whom it relates, be used by the institution
except

(a) for the purpose for which the information was obtained or compiled by the institution
or for a use consistent with that purpose; or

(b) for a purpose for which the information may be disclosed to the institution under
subsection 8(2).

12. Consistent Purpose Back

FOIPPA s.34 For the purposes of section 32 (a) or 33 (2) (d) or (w), a use of personal

information is consistent with the purpose for which the information was obtained or

compiled if the use

(e) has areasonable and direct connection to that purpose, and

(f) is necessary for performing the statutory duties of, or for operating a program or
activity of, the public body that uses or discloses the information.

PIPEDA s.7(2) For the purpose of clause 4.3 of Schedule 1, and despite the note that
accompanies that clause, an organization may, without the knowledge or consent of the
individual, use personal information only if

(b.2) the information was produced by the individual in the course of their employment,
business or profession and the use is consistent with the purposes for which the
information was produced;

PIPEDA Schedule 1, 4.5 Principle 5 —Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for
which it was collected, except with the consent of the individual or as required by law.
Personal information shall be retained only as long as necessary for the fulfilment of
those purposes.

Privacy Act s.9(4) Where personal information in a personal information bank under the
control of a government institution is used or disclosed for a use consistent with the
purpose for which the information was obtained or compiled by the institution but the
use is not included in the statement of consistent uses set forth pursuant to
subparagraph 11(1)(a)(iv) in the index referred to in section 11, the head of the
government institution shall
(a) forthwith notify the Privacy Commissioner of the use for which the information was
used or disclosed; and
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(b) ensure that the use is included in the next statement of consistent uses set forth in
the index.

13. Health and Safety Back
e FOIPPA s. 33(3) A public body may disclose personal information in any of the following

circumstances:

(a) if
(i) the head of the public body determines that compelling circumstances that affect
anyone's health or safety exist, and
(ii) notice of disclosure is mailed to the last known address of the individual the
information is about, unless the head of the public body considers that the notice
could harm anyone's health or safety;

(b) for the purpose of reducing the risk that an individual will be a victim of domestic
violence, if domestic violence is reasonably likely to occur;

[Note: The only one of these provisions that apply to a Director under the Child Family

and Community Service Act is 33(3)(b).]

e Child Family and Community Service Act: s. 24 (1) A person must not disclose, or be
compelled to disclose, information obtained in a family conference, mediation or other
alternative dispute resolution mechanism, except
(d) if the disclosure is necessary for a child's safety or for the safety of a person other
than a child, or is required under section 14.

(2) This section applies despite sections 79 and 79.2 of this Act and despite any provision,
other than section 44 (1) (b), (2), (2.1) and (3), of the Freedom of Information and
Protection of Privacy Act.

e s.79 Adirector may, without the consent of any person, disclose information obtained
under this Act if the disclosure is
(a) necessary to ensure the safety or well-being of a child,

(a.1) necessary to ensure the safety of a person, other than a child,

e PIPAs. 18 (1) An organization may only disclose personal information about an individual

without the consent of the individual, if

(g) the disclosure is clearly in the interests of the individual and consent cannot be
obtained in a timely way,

(h) the disclosure is necessary for the medical treatment of the individual and the
individual does not have the legal capacity to give consent,

(k) there are reasonable grounds to believe that compelling circumstances exist that
affect the health or safety of any individual and if notice of disclosure is mailed to the
last known address of the individual to whom the personal information relates,

e PIPEDA s.7 (3) For the purpose of clause 4.3 of Schedule 1, and despite the note that
accompanies that clause, an organization may disclose personal information without the
knowledge or consent of the individual only if the disclosure is
(e) made to a person who needs the information because of an emergency that threatens

the life, health or security of an individual and, if the individual whom the information
is about is alive, the organization informs that individual in writing without delay of
the disclosure;
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(5) Despite clause 4.5 of Schedule 1, an organization may disclose personal information
for purposes other than those for which it was collected in any of the circumstances set
out in paragraphs (3)(a) to (h.1).

Privacy Act s.8 (2) Subject to any other Act of Parliament, personal information under the
control of a government institution may be disclosed

(a)

for the purpose for which the information was obtained or compiled by the institution
or for a use consistent with that purpose;

(m) for any purpose where, in the opinion of the head of the institution,

(i) the public interest in disclosure clearly outweighs any invasion of privacy that could
result from the disclosure, or
(ii) disclosure would clearly benefit the individual to whom the information relates.

14. Disclosure Back
FOIPPA s.33(1) A public body may disclose personal information in its custody or under
its control only as permitted by subsections (2) to (9) or by section 33.3.

(2) A public body may disclose personal information in any of the following
circumstances:

(i)
(c)

(d)

()

in accordance with Part 2;

if the individual the information is about has identified the information and has
consented, in the prescribed manner, to the disclosure;

for the purpose for which the information was obtained or compiled, or for a use
consistent with that purpose within the meaning of section 34 [definition of
consistent purpose];

in accordance with an enactment of British Columbia or of Canada that authorizes or
requires the disclosure;

in accordance with a provision of a treaty, arrangement or written agreement that
(i) authorizes or requires the disclosure, and

(ii) is made under an enactment of British Columbia, other than this Act, or an
enactment of Canada;

to an officer or employee of the public body, or to a minister, if the information is
necessary for the performance of the duties of the officer, employee or minister;

to an officer or employee of a public body, or to a minister, if the information is
necessary for the purposes of planning or evaluating a program or activity of a public
body;

to an officer or employee of a public body or an agency, or to a minister, if the
information is necessary for the delivery of a common or integrated program or
activity and for the performance of the duties, respecting the common or integrated
program or activity, of the officer, employee or minister to whom the information is
disclosed;

to comply with a subpoena, warrant or order issued or made by a court or person in
Canada with jurisdiction to compel the production of information in Canada;

(3) A public body may disclose personal information in any of the following
circumstances:

(a)

if
(i) the head of the public body determines that compelling circumstances that affect
anyone's health or safety exist, and
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(ii) notice of disclosure is mailed to the last known address of the individual the
information is about, unless the head of the public body considers that the notice
could harm anyone's health or safety;

(b) for the purpose of reducing the risk that an individual will be a victim of domestic
violence, if domestic violence is reasonably likely to occur;

(c) to enable the next of kin or a friend of an injured, ill or deceased individual to be
contacted;

(d) to a public body, or a law enforcement agency in Canada, to assist in a specific
investigation
(i) undertaken with a view to a law enforcement proceeding, or
(ii) from which a law enforcement proceeding is likely to result;

Subsections (8) and (9) authorize the disclosure of information relative to identification

services for an individual.

PIPA s.17 Subject to this Act, an organization may disclose personal information only for
purposes that a reasonable person would consider are appropriate in the circumstances
and that

(a) fulfill the purposes that the organization discloses under section 10 (1),

(b) for information collected before this Act comes into force, fulfill the purposes for
which it was collected, or

(c) are otherwise permitted under this Act.

PIPA s.18 (1) An organization may only disclose personal information about an individual

without the consent of the individual, if

(a) the disclosure is clearly in the interests of the individual and consent cannot be
obtained in a timely way,

(b) the disclosure is necessary for the medical treatment of the individual and the
individual does not have the legal capacity to give consent,

(c) itis reasonable to expect that the disclosure with the consent of the individual would
compromise an investigation or proceeding and the disclosure is reasonable for
purposes related to an investigation or a proceeding,

(h) the personal information is disclosed in accordance with a provision of a treaty
that

(i) authorizes or requires its disclosure, and

(ii) is made under an enactment of British Columbia or Canada,

(i) the disclosure is for the purpose of complying with a subpoena, warrant or order
issued or made by a court, person or body with jurisdiction to compel the production
of personal information,

(j) the disclosure is to a public body or a law enforcement agency in Canada, concerning
an offence under the laws of Canada or a province, to assist in an investigation, or in
the making of a decision to undertake an investigation,

(i) to determine whether the offence has taken place, or
(ii) to prepare for the laying of a charge or the prosecution of the offence,

(k) there are reasonable grounds to believe that compelling circumstances exist that
affect the health or safety of any individual and if notice of disclosure is mailed to the
last known address of the individual to whom the personal information relates,

() the disclosure is for the purpose of contacting next of kin or a friend of an injured, ill
or deceased individual,

(o) the disclosure is required or authorized by law, or

\ 72




(p) the disclosure is in accordance with sections 19 to 22.

PIPEDA s. 5(3) An organization may collect, use or disclose personal information only for
purposes that a reasonable person would consider are appropriate in the circumstances.
PIPEDA s.7(3) For the purpose of clause 4.3 of Schedule 1, and despite the note that
accompanies that clause, an organization may disclose personal information without the
knowledge or consent of the individual only if the disclosure is
(c) required to comply with a subpoena or warrant issued or an order made by a court,
person or body with jurisdiction to compel the production of information, or to
comply with rules of court relating to the production of records;
(c.1) made to a government institution or part of a government institution that has made
a request for the information, identified its lawful authority to obtain the information and
indicated that
(ii) the disclosure is requested for the purpose of enforcing any law of Canada, a
province or a foreign jurisdiction, carrying out an investigation relating to the
enforcement of any such law or gathering intelligence for the purpose of enforcing
any such law,
(iii) the disclosure is requested for the purpose of administering any law of Canada or
a province, or
(iv) the disclosure is requested for the purpose of communicating with the next of kin
or authorized representative of an injured, ill or deceased individual;
(d) made on the initiative of the organization to a government institution or a part of a
government institution and the organization
(i) has reasonable grounds to believe that the information relates to a contravention
of the laws of Canada, a province or a foreign jurisdiction that has been, is being or is
about to be committed, or
(ii) suspects that the information relates to national security, the defence of Canada
or the conduct of international affairs;
(d.1) made to another organization and is reasonable for the purposes of investigating a
breach of an agreement or a contravention of the laws of Canada or a province that has
been, is being or is about to be committed and it is reasonable to expect that disclosure
with the knowledge or consent of the individual would compromise the investigation;
(d.3) made on the initiative of the organization to a government institution, a part of a
government institution or the individual's next of kin or authorized representative and
(i) the organization has reasonable grounds to believe that the individual has been, is
or may be the victim of financial abuse,
(ii) the disclosure is made solely for purposes related to preventing or investigating
the abuse, and
(iii) it is reasonable to expect that disclosure with the knowledge or consent of the
individual would compromise the ability to prevent or investigate the abuse;
(d.4) necessary to identify the individual who is injured, ill or deceased, made to a
government institution, a part of a government institution or the individual’s next of kin
or authorized representative and, if the individual is alive, the organization informs that
individual in writing without delay of the disclosure;
(e) made to a person who needs the information because of an emergency that threatens
the life, health or security of an individual and, if the individual whom the information is
about is alive, the organization informs that individual in writing without delay of the
disclosure;
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(f) for statistical, or scholarly study or research, purposes that cannot be achieved without
disclosing the information, it is impracticable to obtain consent and the organization
informs the Commissioner of the disclosure before the information is disclosed;

(i) required by law.

PIPEDA Schedule 1, 4.3 Principle 3 - Consent

The knowledge and consent of the individual are required for the collection, use, or
disclosure of personal information, except where inappropriate.

Note: In certain circumstances personal information can be collected, used, or disclosed
without the knowledge and consent of the individual.

PIPEDA Schedule 1, 4.5 Principle 5 —Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for
which it was collected, except with the consent of the individual or as required by law.
Personal information shall be retained only as long as necessary for the fulfilment of
those purposes.

Privacy Act s. 8 (1) Personal information under the control of a government institution
shall not, without the consent of the individual to whom it relates, be disclosed by the
institution except in accordance with this section.

(2) Subject to any other Act of Parliament, personal information under the control of a

government institution may be disclosed

(a) for the purpose for which the information was obtained or compiled by the institution
or for a use consistent with that purpose;

(b) for any purpose in accordance with any Act of Parliament or any regulation made
thereunder that authorizes its disclosure;

(c) for the purpose of complying with a subpoena or warrant issued or order made by a
court, person or body with jurisdiction to compel the production of information or for
the purpose of complying with rules of court relating to the production of
information;

(d) to the Attorney General of Canada for use in legal proceedings involving the Crown in
right of Canada or the Government of Canada;

(e) to an investigative body specified in the regulations, on the written request of the
body, for the purpose of enforcing any law of Canada or a province or carrying out a
lawful investigation, if the request specifies the purpose and describes the
information to be disclosed;

(f) under an agreement or arrangement between the Government of Canada or any of
its institutions and the government of a province, the council of the Westbank First
Nation, the council of a participating First Nation as defined in subsection 2(1) of the
First Nations Jurisdiction over Education in British Columbia Act, the council of a
participating First Nation as defined in section 2 of the Anishinabek Nation Education
Agreement Act, the government of a foreign state, an international organization of
states or an international organization established by the governments of states, or
any institution of any such government or organization, for the purpose of
administering or enforcing any law or carrying out a lawful investigation;

(j)) to any person or body for research or statistical purposes if the head of the
government institution
(i) is satisfied that the purpose for which the information is disclosed cannot
reasonably be accomplished unless the information is provided in a form that would
identify the individual to whom it relates, and
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(ii) obtains from the person or body a written undertaking that no subsequent
disclosure of the information will be made in a form that could reasonably be
expected to identify the individual to whom it relates;

(k) to any aboriginal government, association of aboriginal people, Indian band,
government institution or part thereof, or to any person acting on behalf of such
government, association, band, institution or part thereof, for the purpose of
researching or validating the claims, disputes or grievances of any of the aboriginal
peoples of Canada;

(m) for any purpose where, in the opinion of the head of the institution,

(i) the public interest in disclosure clearly outweighs any invasion of privacy that could
result from the disclosure, or
(ii) disclosure would clearly benefit the individual to whom the information relates.

15. Corrections Back

FOIPPA s.2(1) The purposes of this Act are to make public bodies more accountable to

the public and to protect personal privacy by

(a) giving individuals a right of access to, and a right to request correction of, personal
information about themselves,

FOIPPA s.29(1) An individual who believes there is an error or omission in personal

information about the individual that is in the custody or under the control of a public

body may request the head of the public body to correct the information.

PIPA s24(1) An individual may request an organization to correct an error or omission in
the personal information that is

(j) about the individual, and

(k) under the control of the organization.

PIPEDA Principle 4.9 - Individual Access

4.9.5 When an individual successfully demonstrates the inaccuracy or incompleteness of
personal information, the organization shall amend the information as required.
Depending upon the nature of the information challenged, amendment involves the
correction, deletion, or addition of information. Where appropriate, the amended
information shall be transmitted to third parties having access to the information in
question.

Privacy Act s. 12 (2) Every individual who is given access under paragraph (1)(a) to

personal information that has been used, is being used or is available for use for an

administrative purpose is entitled to

(@) request correction of the personal information where the individual believes there is
an error or omission therein;

(b) require that a notation be attached to the information reflecting any correction
requested but not made; and

(c) require that any person or body to whom that information has been disclosed for use
for an administrative purpose within two years prior to the time a correction is
requested or a notation is required under this subsection in respect of that
information
(i) be notified of the correction or notation, and
(ii) where the disclosure is to a government institution, the institution make the
correction or notation on any copy of the information under its control.

\ 75




>

16. Right of Access by Individuals Back

FOIPPA s.2(1) The purposes of this Act are to make public bodies more accountable to
the public and to protect personal privacy by (b) giving individuals a right of access to,
and a right to request correction of, personal information about themselves,

[Note: the Act provides a fair amount of direction on how access is managed.]

FOIPPA s.4 (1) Subject to subsections (2) and (3), an applicant who makes a request under
section 5 has a right of access to a record in the custody or under the control of a public
body, including a record containing personal information about the applicant.

(2) The right of access to a record does not extend to information that is excepted from
disclosure under Division 2 of this Part, but if that information can reasonably be severed
from a record, an applicant has a right of access to the remainder of the record.

(3) The right of access to a record is subject to the payment of fees, if any, required under
section 75.

PIPA s. 23(1) Subject to subsections (2) to (5), on request of an individual, an organization

must provide the individual with the following:

(I) the individual's personal information under the control of the organization;

(m) information about the ways in which the personal information referred to in
paragraph (a) has been and is being used by the organization;

(n) the names of the individuals and organizations to whom the personal information
referred to in paragraph (a) has been disclosed by the organization.

[Note: the Act provides a fair amount of direction on how access is managed.]

PIPEDA 4.9 Principle 9 — Individual Access
Upon request, an individual shall be informed of the existence, use, and disclosure of his
or her personal information and shall be given access to that information.

Privacy Act s. 12 (1) Subject to this Act, every individual who is a Canadian citizen or a

permanent resident within the meaning of subsection 2(1) of the Immigration and

Refugee Protection Act has a right to and shall, on request, be given access to

(a) any personal information about the individual contained in a personal information
bank; and

(b) any other personal information about the individual under the control of a
government institution with respect to which the individual is able to provide
sufficiently specific information on the location of the information as to render it
reasonably retrievable by the government institution.

17. Retention Back

FOIPPA 31 If an individual's personal information

(o) is in the custody or under the control of a public body, and

(p) is used by or on behalf of the public body to make a decision that directly affects the
individual,

the public body must ensure that the personal information is retained for at least one

year after being used so that the affected individual has a reasonable opportunity to

obtain access to that personal information.
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e PIPA s. 35(1) Despite subsection (2), if an organization uses an individual's personal
information to make a decision that directly affects the individual, the organization must
retain that information for at least one year after using it so that the individual has a
reasonable opportunity to obtain access to it.

e PIPEDA 4.5 Principle 5 —Limiting Use, Disclosure, and Retention
Personal information shall not be used or disclosed for purposes other than those for
which it was collected, except with the consent of the individual or as required by law.
Personal information shall be retained only as long as necessary for the fulfilment of
those purposes.
4.5.2 Organizations should develop guidelines and implement procedures with respect to
the retention of personal information. These guidelines should include minimum and
maximum retention periods. Personal information that has been used to make a decision
about an individual shall be retained long enough to allow the individual access to the
information after the decision has been made. An organization may be subject to
legislative requirements with respect to retention periods.
4.5.3 Personal information that is no longer required to fulfil the identified purposes
should be destroyed, erased, or made anonymous. Organizations shall develop guidelines
and implement procedures to govern the destruction of personal information.

e Privacy Act s. 6 (1) Personal information that has been used by a government institution
for an administrative purpose shall be retained by the institution for such period of time
after it is so used as may be prescribed by regulation in order to ensure that the individual
to whom it relates has a reasonable opportunity to obtain access to the information.

18. Records Back
e FOIPPA Schedule 1 Definitions
"record" includes books, documents, maps, drawings, photographs, letters, vouchers,
papers and any other thing on which information is recorded or stored by graphic,
electronic, mechanical or other means, but does not include a computer program or any
other mechanism that produces records;

e PIPA s.1"document" includes
(g) athing on or by which information is stored, and
(r) a document in electronic or similar form.

e PIPEDA s. 2(1)
‘record’ includes any correspondence, memorandum, book, plan, map, drawing, diagram,
pictorial or graphic work, photograph, film, microform, sound recording, videotape,
machine-readable record and any other documentary material, regardless of physical
form or characteristics, and any copy of any of those things.

e Privacy Act s.3 In this Act, personal information means information about an identifiable

individual that is recorded in any form including, without restricting the generality of the
foregoing,
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19. Consent Requirements Back

FOIPPA Regulations: 11(1)For the purposes of sections 26 (d) (collection), 32 (b) and 33
(2) (c) (disclosure) of the Act, consent must
(s) bein writing, and
(t) be done in a manner that specifies
(i) the personal information for which the individual is providing consent, and
(i) the date on which the consent is effective and, if applicable, the date on which the
consent expires.
(2) In addition to the requirements of subsection (1) of this section, for the purposes of
(a) section 26 (d) of the Act, consent must be done in a manner that specifies
(i) who may collect the personal information, and
(ii) the purpose of the collection of the personal information,
(c) section 32 (b) of the Act, consent must be done in a manner that specifies the use of
the personal information, and
(d) section 33 (2) (c) of the Act, consent must be done in a manner that specifies
(i) to whom the personal information may be disclosed,
(i) if practicable, the jurisdiction to which the personal information may be disclosed,
and
(iii) the purpose of the disclosure of the personal information.

PIPA s.7(1) An individual has not given consent under this Act to an organization unless

(a) the organization has provided the individual with the information required under
section 10 (1), and

(b) the individual's consent is provided in accordance with this Act.

PIPA s.8(1) An individual is deemed to consent to the collection, use or disclosure of

personal information by an organization for a purpose if

(a) at the time the consent is deemed to be given, the purpose would be considered to
be obvious to a reasonable person, and

(b) the individual voluntarily provides the personal information to the organization for
that purpose.

(3) An organization may collect, use or disclose personal information about an individual

for specified purposes if

(a) the organization provides the individual with a notice, in a form the individual can
reasonably be considered to understand, that it intends to collect, use or disclose the
individual's personal information for those purposes,

(c) the organization gives the individual a reasonable opportunity to decline within a
reasonable time to have his or her personal information collected, used or disclosed
for those purposes,

(d) the individual does not decline, within the time allowed under paragraph (b), the
proposed collection, use or disclosure, and

(e) the collection, use or disclosure of personal information is reasonable having regard
to the sensitivity of the personal information in the circumstances.

See also Note 9 - Notice.

PIPEDA s. 6.1 For the purposes of clause 4.3 of Schedule 1, the consent of an individual
is only valid if it is reasonable to expect that an individual to whom the organization’s
activities are directed would understand the nature, purpose and consequences of the
collection, use or disclosure of the personal information to which they are consenting.

\ 78




4.3 Principle 3 - Consent

The knowledge and consent of the individual are required for the collection, use, or
disclosure of personal information, except where inappropriate.

4.3.2 The principle requires “knowledge and consent”. Organizations shall make a
reasonable effort to ensure that the individual is advised of the purposes for which the
information will be used. To make the consent meaningful, the purposes must be stated
in such a manner that the individual can reasonably understand how the information will
be used or disclosed.

Privacy Act s. 5 (1) A government institution shall, wherever possible, collect personal
information that is intended to be used for an administrative purpose directly from the
individual to whom it relates except where the individual authorizes otherwise or where
personal information may be disclosed to the institution under subsection 8(2).

s.7 Personal information under the control of a government institution shall not, without
the consent of the individual to whom it relates, be used by the institution except

(a) for the purpose for which the information was obtained or compiled by the institution
or for a use consistent with that purpose; or

(b) for a purpose for which the information may be disclosed to the institution under
subsection 8(2).

s.8 (1) Personal information under the control of a government institution shall not,
without the consent of the individual to whom it relates, be disclosed by the institution
except in accordance with this section.

20. Professional Colleges Back

Health Professions and Occupations Act [SBC 2022] CHAPTER 43

s.1 In this Act,

"board" means a board of a regulatory college;

"regulatory college" has the meaning given to it in section 342 [regulatory colleges];
s.7(2) In this Act: "practice standards" means standards respecting the practice of a
designated profession or occupation.

s.72(3) A board must make bylaws respecting practice standards, including bylaws
respecting all of the following:

(u) the types of health services provided by licensees;

(v) informed consent;

(w) maintaining patient confidentiality;

(x) record-keeping and reporting.

Social Workers Act [SBC 2008] CHAPTER 31

s.1 In this Act: "board" means the board of the college constituted under section 4

s.3 (1) In carrying out its objects, it is the duty of the college at all times

(2) The college has the following objects: (e)to establish, monitor and enforce standards
of practice and establish ethical standards to enhance the quality of practice;

21. Security of Information Back

FOIPPA s.30 A public body must protect personal information in its custody or under its
control by making reasonable security arrangements against such risks as unauthorized
collection, use, disclosure or disposal.

079




¢ PIPA s.34 An organization must protect personal information in its custody or under its
control by making reasonable security arrangements to prevent unauthorized access,
collection, use, disclosure, copying, modification or disposal or similar risks.

e PIPEDA s.4.7 Principle 7 — Safeguards
Personal information shall be protected by security safeguards appropriate to the
sensitivity of the information.
4.7.1 The security safeguards shall protect personal information against loss or theft, as
well as unauthorized access, disclosure, copying, use, or modification. Organizations shall
protect personal information regardless of the format in which it is held.
4.7.2 The nature of the safeguards will vary depending on the sensitivity of the
information that has been collected, the amount, distribution, and format of the
information, and the method of storage. More sensitive information should be
safeguarded by a higher level of protection. The concept of sensitivity is discussed in
Clause 4.3.4.
4.7.3 The methods of protection should include
(y) physical measures, for example, locked filing cabinets and restricted access to offices;
(z) organizational measures, for example, security clearances and limiting access on a

“need-to-know” basis; and

(aa)technological measures, for example, the use of passwords and encryption.
4.7.4 Organizations shall make their employees aware of the importance of maintaining
the confidentiality of personal information.
4.7.5 Care shall be used in the disposal or destruction of personal information, to prevent
unauthorized parties from gaining access to the information (see Clause 4.5.3).

22. Breaches Back
e FOIPPA s. 36.3 (1) In this section, "privacy breach" means the theft or loss, or the
collection, use or disclosure that is not authorized by this Part, of personal information in
the custody or under the control of a public body.
(2) Subject to subsection (5), if a privacy breach involving personal information in the
custody or under the control of a public body occurs, the head of the public body must,
without unreasonable delay,
(bb)  notify an affected individual if the privacy breach could reasonably be expected to
result in significant harm to the individual, including identity theft or significant
i) bodily harm,
ii) humiliation,
iii) damage to reputation or relationships,
iv) loss of employment, business or professional opportunities,
v) financial loss,
vi) negative impact on a credit record, or
(vii) damage to, or loss of, property, and
(cc) notify the commissioner if the privacy breach could reasonably be expected to result
in significant harm referred to in paragraph (a).
(3) The head of a public body is not required to notify an affected individual under
subsection (2) if notification could reasonably be expected to
(a) result in immediate and grave harm to the individual's safety or physical or mental
health, or
(b) threaten another individual's safety or physical or mental health.

—~ o~ o~ o~~~ —~
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(4) If notified under subsection (2) (b), the commissioner may notify an affected individual.
(5) A notification under subsection (2) (a) or (b) must be made in the prescribed manner.
[See also FOIPPA Regulations 11.1, 11.2]

PIPEDA s. 10.1 (1) An organization shall report to the Commissioner any breach of

security safeguards involving personal information under its control if it is reasonable in

the circumstances to believe that the breach creates a real risk of significant harm to an

individual.

(2) The report shall contain the prescribed information and shall be made in the

prescribed form and manner as soon as feasible after the organization determines that

the breach has occurred.

(3) Unless otherwise prohibited by law, an organization shall notify an individual of any

breach of security safeguards involving the individual’s personal information under the

organization’s control if it is reasonable in the circumstances to believe that the breach

creates a real risk of significant harm to the individual.

(4) The notification shall contain sufficient information to allow the individual to

understand the significance to them of the breach and to take steps, if any are possible,

to reduce the risk of harm that could result from it or to mitigate that harm. It shall also

contain any other prescribed information.

(5) The notification shall be conspicuous and shall be given directly to the individual in the

prescribed form and manner, except in prescribed circumstances, in which case it shall be

given indirectly in the prescribed form and manner.

(6) The notification shall be given as soon as feasible after the organization determines

that the breach has occurred. (7) For the purpose of this section, significant harm includes

bodily harm, humiliation, damage to reputation or relationships, loss of employment,

business or professional opportunities, financial loss, identity theft, negative effects on

the credit record and damage to or loss of property.

(8) The factors that are relevant to determining whether a breach of security safeguards

creates a real risk of significant harm to the individual include

(a) the sensitivity of the personal information involved in the breach;

(b) the probability that the personal information has been, is being or will be misused;
and

(c) any other prescribed factor.

2015,¢. 32,s. 10

23. Evaluation Back

Evaluating the effectiveness of a service or program should be deemed a use that is
consistent with the initial purpose for which the personal information is collected and
used. However, the ability to disclose personal and health information for that purpose
may be restricted by legislation.

FOIPPA s. 26 A public body may collect personal information only if

(d) with respect to personal information collected for a prescribed purpose,
(i) the individual the information is about has consented in the prescribed manner to
that collection, and
(ii)a reasonable person would consider that collection appropriate in the
circumstances,

(e) the information is necessary for the purposes of planning or evaluating a program or
activity of a public body,
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FOIPPA s. 27 (1) A public body must collect personal information directly from the

individual the information is about unless

(e) the collection of the information is necessary for delivering or evaluating a common
or integrated program or activity,

FOIPPA s. 33 (2) A public body may disclose personal information in any of the following

circumstances:

(j) to an officer or employee of a public body, or to a minister, if the information is
necessary for the purposes of planning or evaluating a program or activity of a public
body;

FOIPPA 34 For the purposes of section 32 (a) or 33 (2) (d) or (w), a use of personal

information is consistent with the purpose for which the information was obtained or

compiled if the use

(dd)  has a reasonable and direct connection to that purpose, and

(ee)is necessary for performing the statutory duties of, or for operating a program or
activity of, the public body that uses or discloses the information.

24. Research Back

An organization must have the consent of the individual to collect, use, or disclose the
individual's personally identifying information for research purposes unless one of the
following apply.

FOIPPA 33 (1) A public body may disclose personal information in its custody or under its
control only as permitted by subsections (2) to (9) or by section 33.3.
(3) A public body may disclose personal information in any of the following
circumstances:
(h) for aresearch purpose, including statistical research, if
(i) the research purpose cannot be accomplished unless the information is disclosed in
individually identifiable form, or the research purpose has been approved by the
commissioner,
(i) the information is disclosed on condition that it not be used for the purpose of
contacting a person to participate in the research unless
(A) the research is in relation to health issues, and
(B) the commissioner has approved the research purpose, the use of the
information for the purpose of contacting a person to participate in the research
and the manner in which contact is to be made, including the information to be
made available to the person contacted,
(i) any data-linking is not harmful to the individual the information is about and the
benefits to be derived from the data-linking are clearly in the public interest,
(iv) the head of the public body has approved conditions relating to the following:
(A\) security and confidentiality;
(B) the removal or destruction of individual identifiers at the earliest reasonable
time;
(C) the prohibition of subsequent use or disclosure of the information in
individually identifiable form without the express authorization of the public body,
and
(v) the person to whom the information is disclosed has signed an agreement to
comply with the approved conditions, this Act and the public body's policies and
procedures relating to the confidentiality of personal information.
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PIPA s. 21 (1) An organization may disclose, without the consent of the individual,

personal information for a research purpose, including statistical research, only if

(ff) the research purpose cannot be accomplished unless the personal information is
provided in an individually identifiable form,

(gg)the disclosure is on condition that it will not be used to contact persons to ask them
to participate in the research,

(hh)  linkage of the personal information to other information is not harmful to the
individuals identified by the personal information and the benefits to be derived from
the linkage are clearly in the public interest,

(ii) the organization to which the personal information is to be disclosed has signed an
agreement to comply with the following:

(i) this Act;

(ii) the policies and procedures relating to the confidentiality of personal information
of the organization that collected the personal information;

(i) security and confidentiality conditions;

(iv) a requirement to remove or destroy individual identifiers at the earliest reasonable
opportunity;

(v) prohibition of any subsequent use or disclosure of that personal information in
individually identifiable form without the express authorization of the organization
that disclosed the personal information, and

(ji) itis impracticable for the organization to seek the consent of the individual for the
disclosure.

(2) Subsection (1) does not authorize an organization to disclose personal information for

market research purposes.

PIPEDA s.7(2) For the purpose of clause 4.3 of Schedule 1, and despite the note that

accompanies that clause, an organization may, without the knowledge or consent of the

individual, use personal information only if

(c) itis used for statistical, or scholarly study or research, purposes that cannot be
achieved without using the information, the information is used in a manner that will
ensure its confidentiality, it is impracticable to obtain consent and the organization
informs the Commissioner of the use before the information is used;

(3) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies

that clause, an organization may disclose personal information without the knowledge or

consent of the individual only if the disclosure is

(f) for statistical, or scholarly study or research, purposes that cannot be achieved
without disclosing the information, it is impracticable to obtain consent and the
organization informs the Commissioner of the disclosure before the information is
disclosed;

Privacy Act s. 8 (1) Personal information under the control of a government institution

shall not, without the consent of the individual to whom it relates, be disclosed by the

institution except in accordance with this section.

(2) Subject to any other Act of Parliament, personal information under the control of a

government institution may be disclosed

(j) to any person or body for research or statistical purposes if the head of the
government institution
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(i) is satisfied that the purpose for which the information is disclosed cannot
reasonably be accomplished unless the information is provided in a form that would
identify the individual to whom it relates, and

(ii) obtains from the person or body a written undertaking that no subsequent
disclosure of the information will be made in a form that could reasonably be
expected to identify the individual to whom it relates; aboriginal people, Indian band,
government institution or part thereof, or to any person acting on behalf of such
government, association, band, institution or part thereof, for the purpose of
researching or validating the claims, disputes or grievances of any of the aboriginal
peoples of Canada;
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9ppendix B: British Columbia Privacy Legislation Collection, Use, and Disclosure Matrix Back

The following legislative provisions are extracts from the various privacy legislations that apply in British Columbia. The listed extracts are ones
that may be appropriate to the sharing (collection, use, and disclosure) of personal and health information by organizations working in a
collaborative manner in the areas of social and health supports. Depending on the circumstances, it is quite possible that more than one
provision can be relied on. Disclosure should be viewed as a two-sided process. There must be authority by a receiving organization to collect
personal and health information, and there must be authority by the disclosing organization to disclose the information. The matrices outline the
authority under the various legislation to collect, use, and disclose. Unless otherwise stated, these provisions outline circumstances where it may
be permissible to disclose information, and there is no requirement to disclose. For this reason, it is important that collaborating organizations
determine what information is required to enable the services being delivered through the collaborative approach, by whom, and under what
authority. With that clearly outlined and understood, they are then in a position to agree that they will disclose the information identified for the
circumstances that fall under that collaborative approach.

Notes:

Organizations working collaboratively that intend to share information need to determine what specific provisions would apply to the
circumstances within which they provide supports or services. Being clear about the purpose and objectives for the collaboration will assist
them to determine what information is required, for what roles, and the specific authorities that support it being shared. A public body may be
involved in a common or integrated program or activity that includes agencies. Both FOIPPA and PIPA would enable the sharing of
information necessary to support the delivery of the services identified as part of those programs or activities.

The interpretations listed in this document are not to be construed as legal advice. While they are based on information gained from a variety
of Government and Privacy Commissioner sources, it is up to the organizations applying the legislation to determine if they require legal
advice in their application.

Freedom of Information and Protection of Privacy Act (FOIPPA or FIPPA) Page 86
Personal Information Protection Act (PIPA) Page 92
Child, Family and Community Service Act Page 99
Personal Health Information Access and Protection of Privacy Act (E-Health) Page 102
Privacy Act (Federal) Page 104
Personal Information Protection and Electronic Documents Act (PIPEDA) Page 107




\

APPLICABLE PROVINCIAL LEGISLATION

| Freedom of Information and Protection of Privacy Act (FOIPPA)

Back

Collection under FOIPPA:

Who (Organization)

Can Collect What Information

Comments

Public Bodies under FOIPPA
Includes provincial (e.g.
ministries) and local
government (e.g.
municipalities, regional
districts), health care, social
services, and educational
bodies. This also includes
volunteers and service
providers working on their
behalf, defined as
‘employees’.

s.26 A public body may collect personal information
only if:

e (a) the collection of the information is expressly
authorized under an Act,

e (b) the information is collected for the purposes
of law enforcement,

e (c) the information relates directly to and is
necessary for a program or activity of the public
body

e (d) with respect to personal information collected
for a prescribed purpose, (i) the individual the
information is about has consented in the
prescribed manner to that collection, and (ii) a

Note: Personal information must be collected directly
from the individual unless otherwise authorized as per
section 27.

e recognizes the legitimacy of other legislation where
that legislation authorizes the collection.

e recognizes the collection of information for law
enforcement purposes. Note that law enforcement
is defined to mean policing, including criminal
intelligence operations; or investigations or
proceedings that lead or could lead to a penalty or
sanction being imposed in those proceedings.

e “.relates directly to and is necessary for a program
or activity” refers to the need for information to
have a direct bearing on, and the public body have a
demonstrable need for the information to deliver
the service or program.*! This could include a
common or integrated program or activity the
public body leads or is involved with.

e Section 9 of the Regulations outlines the prescribed
purposes: (a) to allow one or more (i) public bodies,
and (ii) government institutions subject to the
Privacy Act (Canada), specified by the individual to

41 Taken from: FOIPPA Policy & Procedures Manual - Province of British Columbia, section 26.
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Who (Organization)

Can Collect What Information

Comments

Public Bodies under FOIPPA

reasonable person would consider that collection
appropriate in the circumstances,

e (e) the information is necessary for the purposes
of planning or evaluating a program or activity of
a public body,

e (f) the information is necessary for the purpose of
reducing the risk that an individual will be a victim
of domestic violence, if domestic violence is
reasonably likely to occur,

record or update (i) the individual's personal contact
information, including the individual's address,
phone number and e-mail address, and (ii) the
individual's name, if the individual has changed the
individual's name under the Name Act; (b) if the
person is acting for a deceased individual under
section 5 of this regulation, to allow one or more (i)
public bodies, and (ii) government institutions
subject to the Privacy Act (Canada) specified by the
person to receive notification of the death in order
that benefits or services relating to the deceased
may be provided or cancelled, as applicable.

e Recognizes the need to evaluate the effectiveness
of a program or activity - supports accountability.

e This provision recognizes there may be
circumstances in which the collection of information
is necessary to reduce a risk of harm that may arise
from a threat of domestic violence.

Use under FOIPPA:

Who (Organization)

Can Use What Information

Comments

Public Bodies under FOIPPA
Includes provincial (e.g.
ministries) and local
government (e.g.
municipalities, regional
districts), health care, social
services, and educational
bodies. This also includes

s.32 A public body may use personal information in its
custody or under its control only

e (a)if for the purpose for which the information
was obtained or compiled, or for a use consistent
with that purpose,

Use should be limited to those authorized and required
to use the information as part of their area of
responsibility.

e Use of information is restricted to the stated
purpose(s), or a consistent purpose. Consistent is
defined to mean it has a reasonable and direct
connection to that purpose, and is necessary for
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Who (Organization) Can Use What Information

Comments

volunteers and service
providers working on their

behalf, defined as
‘employees’.

e (b) if the individual the information is

be disclosed to the public body under section 33.

about has e The requirements for a valid consent are outlined in

identified the information and has consented, in the Regulations, and require that it be informed and
the prescribed manner, to the use, or in writing.
e (c) for a purpose for which the information may e Supports the use of information that may be legally

performing the statutory duties of, or for operating
a program or activity. [s.34]

provided to the public body as per the following
section.

Disclosure under FOIPPA:

Who (Organization)

Can Disclose

To Whom

Comments

Public Bodies under
FOIPPA Includes
provincial (e.g.
ministries) and local
government (e.g.
municipalities,
regional districts),
health care, social
services, and
educational bodies.
This also includes
volunteers and
service providers
working on their
behalf, defined as
‘employees’.

33(1) A public body may disclose personal
information in its custody or under its
control only as permitted by subsections
(2) to (9) or by section 33.3.

e (2)(c) if the individual the informationis | e
about has identified the information
and has consented, in the prescribed
manner, to the disclosure;

e (2)(d) for the purpose for which the .
information was obtained or compiled,
or for a use consistent with that
purpose within the meaning of section
34 [definition of consistent purpose];

to any person or staff
of an organization
identified in the
consent responsible for
the purposes for which
consent was given.

to whomever is
authorized and requires
the information as part
of their area of
responsibility.

This section outlines specific circumstances
under which personal information may be
disclosed.

e Supports the individual having some
control over who can access their
information. Generally, the consent
should name an organization rather than
an employee within it. Disclosure is not
limited to public bodies.

e May apply to staff beyond those
delivering the specific program. (e.g. may
include staff responsible for
administrative support, data analysis,
etc.)
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Who (Organization)

Can Disclose

To Whom

Comments

Public Bodies under
FOIPPA

(2)(e) in accordance with an enactment
of British Columbia or of Canada that
authorizes or requires the disclosure;

(2)(h) to an officer or employee of the
public body, or to a minister, if the
information is necessary for the
performance of the duties of the
officer, employee or minister;

(2)(i) to an officer or employee of a
public body, or to a minister, if the
information is necessary to protect the
health or safety of the officer,
employee or minister;

(2)(j) to an officer or employee of a
public body, or to a minister, if the
information is necessary for the
purposes of planning or evaluating a
program or activity of a public body;

(2)(k) to an officer or employee of a
public body or an agency, or to a
minister, if the information is necessary
for the delivery of a common or
integrated program or activity and for
the performance of the duties,
respecting the common or integrated
program or activity, of the officer,
employee or minister to whom the
information is disclosed;

to any person
responsible for or
identified under the
enactment.

to any employee of the
institution as required
by their position and
duties.

to any employee of the
public body to whom
there may be a risk
identified.

to staff of a public body
responsible for
planning and
conducting the
evaluation.

To staff of any entity
that is involved in the
administration of the
common or integrated
program or activity,
where they require the
information to perform
their duties.

Includes both ‘authorized’, i.e. allows for
the disclosure; and ‘required’, i.e. must
disclose, depending on the enactment’s
wording.

May apply to staff beyond those
delivering the specific program. (e.g. may
include staff responsible for
administrative support, data analysis,
etc.) This disclosure is limited to staff
(including agents) of the organization.

This allows the public body to respond to
a potential risk to staff.

This allows the public body to ensure the
programs and services being delivered
meet their desired outcomes.

This is inclusive of any of the following
organizations that are involved in the
delivery: a government institution subject
to the Privacy Act (Canada); an
organization subject to the Personal
Information Protection Act, or operating in
British Columbia that is subject to the
Personal Information Protection and
Electronic Documents Act (Canada); a
public body, a government institution or
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Who (Organization) Can Disclose To Whom Comments
Public Bodies under an institution as defined in applicable
FOIPPA provincial legislation having the same
effect as this Act; or a prescribed entity;
(2)(I) to comply with a subpoena, To any This is an example of a ‘must disclose’

warrant or order issued or made by a
court or person in Canada with
jurisdiction to compel the production of
information in Canada;

(3)(a)(i) if the head of the public body
determines that compelling
circumstances that affect anyone's
health or safety exist, and (ii) notice of
disclosure is mailed to the last known
address of the individual the
information is about, unless the head of
the public body considers that the
notice could harm anyone's health or
safety;

(3)(b) for the purpose of reducing the
risk that an individual will be a victim of
domestic violence, if domestic violence
is reasonably likely to occur;

(3)(c) to enable the next of kin or a
friend of an injured, ill or deceased
individual to be contacted;

person/organization
identified in the
instrument.

To any person who
needs to be involved in
alleviating or
responding to the risk
of harm to the health
and safety, including
the person who may be
at risk.

To any person who
needs to be involved in
alleviating or
responding to the risk
of domestic violence,
including the person(s)
who may be at risk.

To the appropriate next
of kin or friend

circumstance. Disclosure may be
challenged through a court process, but
otherwise must be followed. This is also
an example of why one should never say
they will only disclose with the consent
of the individual.

This section allows a public body to act
in advance of a crisis or situation within
which there may be a risk to health and
safety of any person or persons. Notice
must be provided unless the notice could
also lead to harm. The Act does not
specify if Notice must be given prior to
the disclosure. Alternative sections
include s.25 where a larger public risk
exists, or s.33(3)(b) domestic violence.

This section allows the public body to
disclose information that is necessary to
address a potential risk of domestic
violence. Domestic violence means
physical or sexual abuse by an intimate
partner, and may extend to parents of
children of the partner at risk.

Authorizes disclosure so that a relative or
friend can be notified,
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enforcement agency in Canada, to
assist in a specific investigation

(i) undertaken with a view to a law
enforcement proceeding, or

(i) from which a law enforcement
proceeding is likely to result;

enforcement agency in
Canada that can
identify how the
information relates to
and ia involved in a
specific investigation
leading to a law
enforcement
proceeding.

Who (Organization) Can Disclose To Whom Comments
Public Bodies under
FOIPPA e 3(d) to a public body, or a law to a public body or law Authorizes disclosure of information to a

public body or a law enforcement agency
where the information is relevant to an
investigation.

s.25(1) Whether or not a request for access

is made, the head of a public body must,

without delay, disclose to the public, to an

affected group of people or to an applicant,

information

e (a) about a risk of significant harm to
the environment or to the health or
safety of the public or a group of
people, or

e (b) the disclosure of which is, for any
other reason, clearly in the public
interest.

e (3) Before disclosing information under
subsection (1), the head of a public
body must, if practicable, notify any
third party to whom the information
relates, and the commissioner.

(4) If it is not practicable to comply with
subsection (3), the head of the public
body must mail a notice of disclosure in

to the appropriate
members of the public,
dependent on the
circumstances and
focus of the hazard or
risk.

Requires the disclosure of information
where:

there is a significant risk to the
environment or to a group of people, or

where the disclosure is in the public
interest.

The Act also requires notice be provided
to the person the information is about, in
advance if practicable.
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Who (Organization) Can Disclose To Whom Comments
the prescribed form (a) to the last
known address of the third party, and
(b) to the commissioner.

Personal Information Protection Act (PIPA) Back
PIPA authorizes the collection, use, and disclosure of personal information under specific circumstances. Many of the circumstances invoke
what is called the “reasonable person test” for deciding whether an organization has carried out its PIPA responsibilities. Reasonable means
what a reasonable person would think is appropriate in the circumstances.*?

The Act also outlines whether the collection, use, or disclosure is authorized with or without consent, and whether consent must be explicit, or
when it can be considered explicit.

An organization must not collect, use, or disclose personal This section broadly outlines the circumstances under which an
information about an individual, unless the individual gives consent | organization may collect, use, or disclose the personal information of an
to the collection, use, or disclosure, or this Act authorizes the individual.

collection, use, or disclosure without the consent of the individual,
or deems the collection, use, or disclosure to be consented to by
the individual. [s.6(1,2)]

Consent may be explicit, provided the organization

¢ has disclosed to the individual the purpose for the disclosure, and

e the position and contact information of an employee who can answer any questions about the disclosure.

Consent may be implicit, if
e at the time the consent is deemed to be given, the purpose would be considered to be obvious to a reasonable person, and the individual
voluntarily provides the personal information to the organization for that purpose. [s.8(1)]

An organization may collect, use or disclose personal information about an individual for specified purposes if

e it provides the individual with a notice, in a form the individual can reasonably be considered to understand, that it intends to collect, use or
disclose the individual's personal information for those purposes,

e it gives the individual a reasonable opportunity to decline within a reasonable time to have his or her personal information collected, used or
disclosed for those purposes,

42 "A Guide to B.C.’s Personal Information Protection Act for Businesses and Organizations" p.8
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Personal Information Protection Act (PIPA)

Back

e the individual does not decline, within the time allowed under paragraph (b), the proposed collection, use or disclosure, and
e the collection, use or disclosure of personal information is reasonable having regard to the sensitivity of the personal information in the

circumstances. [s.6(1,3)]

Collection under PIPA:

Who (Organization)

Can Collect What Information

Comments

Private and non-profit
organizations (includes a
person, an unincorporated
association, a trade union, a
trust or a not-for-profit
organization; and a
volunteer working on behalf
of the organization; but not
an individual acting in a
personal capacity)

s.11 Subject to this Act, an organization may collect

personal information only for purposes:

e (a) that a reasonable person would consider
appropriate in the circumstances and that fulfill
the purposes that the organization discloses under
section 10 (1), or

e (b) are otherwise permitted under this Act.

12(1) An organization may collect personal

information about an individual without consent or

from a source other than the individual, if

e (a) the collection is clearly in the interests of the
individual and consent cannot be obtained in a
timely way,

e (b) the collection is necessary for the medical
treatment of the individual and the individual is
unable to give consent,

e (c)itis reasonable to expect that the collection
with the consent of the individual would
compromise the availability or the accuracy of the
personal information and the collection is
reasonable for an investigation or a proceeding,

This outlines that there must be a reasonable
connection between the information collected, and the
purpose for which it is collected.

Section 10 requires an organization to provide notice,
verbally or in writing, the purposes for the collection,
and if asked, the contact information of an employee
that can answer questions about the collection.

The following sections are those most likely to be
applicable to the collaborative service delivery approach.

e Requires a determination the collection be in the
person'’s best interests. While not defined, it allows
the organization to make determination based on
the individual and the circumstances.

e Organization must determination the collection is
required and related to the provision of medical
treatment.

e Requires a determination the information is
necessary for the investigation or proceeding, and
assessment that direct collection may impact that.




\

Who (Organization)

Can Collect What Information

Comments

Private and non-profit
organizations

e (h) the collection is required or authorized by law,

e (i) the information was disclosed to the
organization under sections 18 to 22,

s.12(2) An organization may collect personal

information from or on behalf of another organization

without consent of the individual to whom the

information relates, if

e (a) the individual previously consented to the
collection of the personal information by the other
organization, and

e (b) the personal information is disclosed to or
collected by the organization solely (i) for the
purposes for which the information was
previously collected, and (ii) to assist that
organization to carry out work on behalf of the
other organization.

Recognizes the authority for the collection for
purposes related to law enforcement, or to comply
with legislation or other legal requirements.

Section 18 deals with reasons for disclosure, as
noted in the following table on disclosure. Section
21 authorizes disclosure for research purposes,
while the other sections primarily deal with business,
employee and archival information.

This section recognizes the relationship and
authority that is passed on to an organization that is
working on behalf of another, where the information
is necessary for the subsequent organization'’s
responsibilities.

Use under PIPA:

Who (Organization)

Can Use What Information

Comments

Private and non-profit
organizations (includes a
person, an unincorporated
association, a trade union, a
trust or a not for profit
organization; and a volunteer
working on behalf of the

s.14 An organization may use personal information only
for purposes that a reasonable person would consider
appropriate in the circumstances and that

e (a) fulfill the purposes that the organization
discloses under section 10 (1),
e (c) are otherwise permitted under this Act.

Outlines that there must be a reasonable
connection between the information collected,
and the purpose for which it is collected.

Section 10 requires an organization to provide
notice, verbally or in writing, the purposes for the
collection, and if asked, the contact information of
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Who (Organization) Can Use What Information Comments
organization; but not an an employee that can answer questions about the
individual acting in a collection.
personal capacity)
s.15(1) An organization may use personal information e The following listed subsections are allowable uses
about an individual without the consent of the by the organization that could generally be relied
individual, if on within the context of collaborative/integrated
services. Others may also apply in specific
situations.

e (a) the use is clearly in the interests of the individual | ¢ Addresses situations where consent cannot be
and consent cannot be obtained in a timely way, obtained and the information will be used in the
interests of the individual.

e (b) the use is necessary for the medical treatment of | ¢  Outlines authority for the organization to use

the individual and the individual does not have the information to provide medical treatment of an

legal capacity to give consent, individual who does not have legal capacity to
provide consent. Section 5 of the Health Care
(Consent) and Care Facility (Admission) Act states: “A
health care provider must not provide any health
care to an adult without the adult's consent except
under sections 11 to 15.”

e (c)itis reasonable to expect that the use with the e Outlines the authority for the organization to use
consent of the individual would compromise an information necessary for an investigation or a
investigation or proceeding and the use is proceeding where obtaining consent may create
reasonable for purposes related to an investigation some form of an impediment.

or a proceeding,

e (h) the use is required or authorized by law, e Outlines the authority for the organization to use
information in accordance with legislation.

e (i) the personal information was disclosed to the e Section 18 deals with reasons for disclosure, as
organization under sections 18 to 22, noted in the following table. Section 21 authorizes
disclosure for research purposes, while the other
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Who (Organization) Can Use What Information Comments
Private and non-profit sections primarily deal with business, employee
organizations and archival information.

e () the use is necessary to respond to an emergency | ¢ Outlines the authority for the organization to use

that threatens the life, health or security of an information where necessary to address situations
individual. that may pose a risk to another person or persons.
Disclosure under PIPA:
Who (Organization) Can Disclose What Information To Whom Comments
Private and non- s.17 May disclose personal information only | ¢ To any person or
profit organizations | for purposes that a reasonable person would staff of the
consider are appropriate in the organization
circumstances and that responsible for
e (a) fulfill the purposes that the fulfilling the
organization discloses under section 10 identified purpose.
(1),or
e (c) are otherwise permitted under this
Act.

s.18(1) May only disclose personal
information about an individual without the
consent of the individual, if

e (a) the disclosure is clearly in the interests | ¢ To any person who | e Requires organization holding the

of the individual and consent cannot be can provide the information to determine the disclosure to

obtained in a timely way, service, benefit or be in the person’s interests. While not
address the need, defined, it allows the organization to make
who requires the determination based on the individual and
information, and the circumstances. There may be a need for
acts in the best a requesting organization to provide the
interests of the holding organization with information to
individual. assist in their decision making.
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Who (Organization)

Can Disclose What Information

To Whom

Comments

Private and non-
profit organizations

(b) the disclosure is necessary for the
medical treatment of the individual and
the individual does not have the legal
capacity to give consent,

(c) it is reasonable to expect that the
disclosure with the consent of the
individual would compromise an
investigation or proceeding and the
disclosure is reasonable for purposes
related to an investigation or a
proceeding,

(i) the disclosure is for the purpose of
complying with a subpoena, warrant or
order issued or made by a court, person
or body with jurisdiction to compel the
production of personal information,

(j) the disclosure is to a public body or a
law enforcement agency in Canada,
concerning an offence under the laws of
Canada or a province, to assist in an
investigation, or in the making of a
decision to undertake an investigation,
o (i) to determine whether the offence
has taken place, or

To the health care
provider (and staff)
who requires the
information to
assess and provide
the services.

To the organization
and staff
responsible for
conducting the
investigation or
proceeding.

To the organization
and staff
responsible for
carrying out the
areas identified
within the specific
instrument.

to the responsible
staff in the public
body, law
enforcement
agency, or with
responsibility for
any identified
investigation.

Outlines authority for the organization to
disclose information to those providing
medical treatment of an individual who does
not have legal capacity to provide consent.
(See note above on Section 5 of the Health
Care (Consent) and Care Facility (Admission)
Act)

Outlines authority for the organization to
disclose information necessary for an
investigation or a proceeding where
obtaining consent may create some form of
an impediment.

Supports disclosure in response to a formal
request (e.g. made by law enforcement), and
requires a response. Any challenge (e.g.,
through the courts) should be based on legal
advice.

Authorizes the disclosure to the identified
organizations and purposes.
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Who (Organization) Can Disclose What Information To Whom Comments
Private and non- o (i) to prepare for the laying of a
profit organizations charge or the prosecution of the
offence,
(k) there are reasonable grounds to To the The organization who becomes aware of

believe that compelling circumstances
exist that affect the health or safety of
any individual and if notice of disclosure
is mailed to the last known address of the
individual to whom the personal
information relates,

(I) the disclosure is for the purpose of
contacting next of kin or a friend of an
injured, ill or deceased individual,

(o) the disclosure is required or
authorized by law,

organizations and
persons who can
respond to and

address the risks.

To the next of kin
or friend of the
individual.

To the organization
identified in the
law.

the circumstances has authority to disclose
information as deemed appropriate. Other
organizations may also request information
if they require it, and should be prepared to
provide rationale/evidence of the
compelling circumstances and their role in
addressing them. There may be a need to
provide additional information to the
organization deciding on disclosure to assist
in their decision making.

Authorizes disclosure to family members or
good friends of the individual where the
circumstances support their being
contacted.

Law is a broad term that can include
binding, legal orders or requirements made
by a governing authority. 4

43 “A binding custom or practice of a community : a rule of conduct or action prescribed or formally recognized as binding or enforced by a controlling authority.” LAW
Definition & Meaning - Merriam-Webster
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Child, Family and Community Service Act

Back

This Act parallels, and in certain circumstances may override, the Freedom of Information and Protection of Privacy Act in regards to the collection,
use, and disclosure of personal and health information as it relates to a child receiving services herein. As such, staff and others working to
administer this Act are required to follow those provisions rather than the FOIPPA, unless stated otherwise. The applicable provisions are

identified in the tables below.

Collection under the CFCSA:

Who (Organization)

Can Collect What Information

Comments

The Director as designated
in the Act, including the staff
and others working on behalf
of the ministry.

s. 74(1) For the purpose of its application to this

Act, the Freedom of Information and Protection of

Privacy Act is deemed to be modified as follows:

e (c) the authority for a public body to collect
personal information indirectly under section
27 (1) (b) includes the authority to collect
personal information indirectly when the
information may be disclosed to the public
body under section 79 of this Act;

s. 27(1)(b) reads: “A public body must collect personal
information directly from the individual the
information is about unless: the information may be
disclosed to the public body under section 33,

Use under the CYFSA:

Who (Organization)

Can Use What Information

Comments

The Director as

designated in the Act,
including the staff and
others working on .
behalf of the ministry.

s. 74(1) For the purpose of its application to this Act,
the Freedom of Information and Protection of Privacy
Act is deemed to be modified as follows:

(d) the authority for a public body to use personal
information under section 32 (c) includes the
authority to use personal information for a purpose
for which that information may be disclosed to the
public body under section 79 of this Act;

s.79 reads: A director may, without the consent of
any person, disclose information obtained under this
Act if the disclosure is

s. 32 (c) reads: “A public body may use personal
information in its custody or under its control only (c)
for a purpose for which the information may be
disclosed to the public body under section 33.

The various sections outlined in this area are relevant
to staff working in the administration of the Act, on
behalf of the Director. The sections listed are only
partial, but serve to demonstrate where there are
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Comments
provisions similar to those in FOIPPA that apply to
other public bodies.

Can Use What Information
(a) necessary to ensure the safety or well-being of a
child,
(a.1) necessary to ensure the safety of a person,
other than a child,
(a.2) intended to facilitate or support, with respect
to an Indigenous child,

Who (Organization)
The Director as
designated in the Act

Disclosure under the CYFSA:

Comments
s. 33 reads: “(1)A public body may disclose personal
information in its custody or under its control only

Can Disclose What Information
s. 74(1) For the purpose of its application to this Act, .
the Freedom of Information and Protection of Privacy Act is
deemed to be modified as follows:

Who (Organization)
The Director as
designated in the Act,

including the staff and
others working on
behalf of the ministry.

(e) the only provisions of section 33 that apply to a
director are the following:
(i) section 33(2)(a) [in accordance with Part 2];

(ii) section 33(2)(c) [individual consent];

(iii) section 33(2)(j) [evaluating program or activity];

(iv) section 33(2)(k) [common or integrated program or
activityl;

(v) section 33(2)(p) [payment to government or a
public body];

as permitted by subsections (2) to (9) or by section
33.3.

s. 33(2) states “A public body may disclose personal
information in any of the following circumstances:
33(2)(a) deals with access rights,

33(2)(c) deals with disclosure where the individual
provides consent;

33(2)(j) deals with disclosure to a public body
employee for program/activity evaluation;

33(2)(k) deals with disclosure to a public bod or
agency employee for purposes of a common or
integrated program or service;

33(2)(p) deals with disclosure for reasons related to
payments to or by a public body;
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Who (Organization)

Can Disclose What Information

Comments

The Director as
designated in the Act,

(v.1) section 33(2)(x) [Indigenous governing entity];

(vi) section 33(3)(b) [domestic violence];

(vii) section 33(3)(g) [to archives for archival purposes];

(viii) section 33(3)(h) [research purposes];

(ix) section 33(4) [by archives for archival or historical
purposes];

(x)section 33(8) [identity management services],
except that the reference to "any other provision of
this section" is to be read as a reference to any
provision referred to in subparagraph (i) to (vi) and
(viii) to (x) of this paragraph; (e.1) the authority for a
public body to disclose personal information under
section 33(2)(r) or (w) or 33.3 does not include the
authority to disclose information that could
reasonably be expected to reveal that

(i)a child is a child in care, or

(i)an individual is an individual who has made a report
under section 14 of this Act;

33(2)(x) deals with disclosure to an indigenous
governing body for a program/activity supporting
the exercise of rights;

33(3)(b) deals with disclosure to reduce risk related
to domestic violence;

33(3)(g) not relevant to Framework purposes;

33(3)(h) deals with and sets out requirements for the
disclosure for research purposes;

33(4) not relevant to Framework purposes;

33(8) deals with disclosure for identity management
purposes;




E-Health (Personal Health Information Access and Protection of Privacy Act) Back
The E-Health Act was enacted to support the development of British Columbia’s electronic health system, a province-wide integrated network
for health information. Its primary goals are to make patient information more accessible to health care providers, managers, and researchers
while ensuring privacy protections are in place. The Act provides for the establishment, governance, and management of Health Information
Banks (HIB) by the Minister of Health. Entities having access to HIBs are governed by the applicable privacy legislation - FOIPPA or PIPA.

Organizations that are registered as participants in a Health Information Bank (HIB) are enabled to work collaboratively, including sharing
information between them for the identified purposes.

The database being established or to be designated as an HIB must be in the custody or under the control of a health care body; and the
collection and use of the personal information in the database must be for a purpose identified in section 4.

Designation orders must:

e identify the type or nature of personal health information to be contained in the health information bank, and the source of the personal
health information; [s.3(2)(a)]

e identify the purposes, as set out in section 4, for which personal health information may be collected and used through the health
information bank; [s.3(2)(c)]

¢ identify the purposes, if any, as set out in section 5 [disclosure of personal health information], for which personal health information may be
disclosed from the health information bank; [s.3(2)(d)]

e authorize one or more persons to collect, use or disclose personal health information through the health information bank; [s.3(2)(e)]

e identify from whom personal health information may be collected into the health information bank, including identifying whether personal
health information may be collected other than directly from the individual whom the personal health information is about; [s.3(2)(f)]

e except in the case of disclosure for a health research purpose, identify to whom personal health information contained in the health
information bank may be disclosed; [s.3(2)(g)]

e identify the limits or conditions, if any, on the collection, storage, use or disclosure of personal health information contained in or disclosed
from a health information bank. [s.3(2)(h)]

Collection, Use, and Disclosure under E-Health:

Can Collect, Use, and Disclose What Information | Comments
This Act is not technically privacy legislation, but does enable the flow of information that is contained within a designated HIB. Entities,
including health service providers, that are authorized by order to collect, use, and disclose personal and health information, are required to
follow the privacy legislation they are subject to, including FOIPPA, PIPA, and the federal Privacy Act or PIPEDA.
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Can Collect, Use, and Disclose What Information | Comments
Given the nature of the information contained within an HIB, and the potential for various organizations to work together in the delivery of
services requiring access to the HIB, it is critical that an appropriate level of privacy and security enhancements are in place.

s.4 A designation order may authorize the collection and use of e Health care bodies who deem it important to develop or enhance
personal health information only for one or more of the following collaborative or integrated service delivery approaches can be
purposes: request a database to be used for that approach to be designated
e (a) to identify an individual who needs or is receiving health under the E-Health Act. They would need to identify the purpose(s)
services; for which the database will be used. of individuals they would
e (b) to provide health services to, or facilitate the care of, an provide services to; the types of services to be delivered (b); and the
individual; entities that would deliver the services (c). the Framework can assist
e (c) to identify a person who is providing health services; those participating organizations to work through those
e (d) to prevent or manage chronic conditions, at the individual or requirements.
population level; e If approved, the Minister would issue a designation order.

e (f) to assess and address public health needs;
e (g) to engage in health system planning, management, evaluation
or improvement, including
o (i) health service development, management, delivery,
monitoring and evaluation,
o (iv) the assessment of the safety and effectiveness of health
services;
e (i) to assess and address threats to public health.
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APPLICABLE FEDERAL LEGISLATION

Collection under the federal Privacy Act:

Federal institutions including | No personal information shall be collected by a e This provision provides authority for the institution to

GoC departments, ministries, | government institution unless it relates directly to collect information for any purpose identified as a

bodies or offices listed in the | an operating program or activity of the institution. program or activity of that organization. Institutions

schedule, and Crown 4] include any department or ministry of the federal

corporations. government, body or office listed in the schedule, and
any parent Crown corporation, including any wholly
owned subsidiary.

Use under the federal Privacy Act:

Federal institutions including | Personal information under the control of a e This provision outlines that the consent of the
GoC departments, ministries, | government individual to whom the information pertains is
bodies or offices listed in the | institution shall not, without the consent of the required for any use of their information with the
schedule, and Crown individual to whom it relates, be used by the following exceptions:
corporations. institution except
e for the purpose for which the information was | ¢ This allows the institution to use the information they
obtained or compiled by the institution or for a have collected for the purpose(s) for which it was
use consistent with that purpose; [7(a)] or collected,

e for a purpose for which the information may be | ¢ This allows the institution to use the information they
disclosed to the institution under subsection have collected for the purpose(s) for which it was
8(2) [7(b)]. disclosed to them.
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Disclosure under the federal Privacy Act:

Federal institutions
including GoC
departments, o
ministries, bodies or
offices listed in the
schedule, and
Crown corporations. | e

Personal information of the
individual:

with the consent of the
individual [8(1)]

for the purpose for which the
information was obtained or
compiled by the institution or
for a use consistent with that
purpose [8(2)(a)]

for any purpose in accordance
with any Act of Parliament or
any regulation made thereunder
that authorizes its disclosure;

[8(2)(b)]

for the purpose of complying
with a subpoena or warrant
issued or order made by a court,
person or body with jurisdiction
to compel the production of
information or for the purpose
of complying with rules of court
relating to the production of
information [8(2)(c)]

to an investigative body
specified in the regulations, on
the written request of the body,

to any person or staff of an
organization identified in
the consent responsible for
the purposes for which
consent was given.

to any person responsible
for fulfilling the stated
purpose.

to any person responsible
for fulfilling the purpose
identified within the
enactment

to the person(s) identified
with the responsibility of
obtaining the information
(generally identified within
the document issued).

to the investigative bodies
specified in the regulations
(includes the RCMP)

Supports the individual having some control
over who can access their information.
Generally, a consent form used by an
organization should name an organization
rather than an employee within it.

Recognizes the legitimate use of
information, and ties the use to the stated
purpose(s). Consistent use must be
demonstrable. (e.g. evaluating effectiveness
of a service is consistent with the delivery
of that service.)

Authorizes the disclosure of information as
authorized under another act or regulation
of Canada.

Supports a formal request made by (e.g.)
law enforcement, and requires a response.
Any challenge (e.g., through the courts)
should be based on legal advice.

Supports a request made by law
enforcement bodies such as the RCMP

O 105




(3% CONVERGE

Federal institutions

for the purpose of enforcing any
law of Canada or a province or
carrying out a lawful
investigation, if the request
specifies the purpose and
describes the information to be
disclosed [8(2)(e)]

for any purpose where in the
opinion of the head of the
institution, the public interest in
disclosure clearly outweighs any
invasion of privacy that could
result from the disclosure

[8(2)(m)(i)]

for any purpose where in the
opinion of the head of the
institution, would clearly benefit
the individual to whom the
information relates [8(2)(m)(ii)]

anyone who requires it to
address the matter that is
in the public interest

anyone who requires it to
address the matter that
would benefit the
individual

Authorizes the disclosure of personal
information where the disclosure is in the
public interest. Public interest is not
defined, allowing the institution to make a
determination based on the circumstances,
and may include health and safety reasons.
There may be a need to provide the
organization with information to assist in
their decision making.

Authorizes the disclosure of personal
information where the disclosure is to the
person’s benefit. The ‘person’s benefit’ is
not defined, allowing the institution to
make a determination based on the
individual and their circumstances. There
may be a need to provide the organization
with information to assist in their decision
making.




Personal Information Protection and Electronic Documents Act (PIPEDA)

Back

The knowledge and consent of the individual are required for the collection, use, or
disclosure of personal information, except where inappropriate. [4.3 Principle 3 -

Consent]

A set of principles form part of the Act, and are
contained in Schedule 1. Organizations subject to the
Act should ensure they are familiar with the applicable
sections. Principle 3 deals with consent.

Collection under the Personal Information and Protection of Privacy Act:

Who (Organization)

Can Collect What Information

Comments

Federally Regulated
Organizations and Private
Sector Organizations that
collect, use, or disclose
personal information in the
course of a commercial
activity.

Federally Regulated
Organizations and Private
Sector Organizations

Personal Information of the individual can be
collected

with the consent of the individual, [Principle 3,
clause 4.3 of Schedule 1]

Personal information may be collected by an
organization without the knowledge or consent of
the individual only if

the collection is clearly in the interests of the
individual and consent cannot be obtained in a
timely way; [(7(1)(a)]

it is reasonable to expect that the collection with
the knowledge or consent of the individual would
compromise the availability or the accuracy of the
information and the collection is reasonable for
purposes related to investigating a breach of an
agreement or a contravention of the laws of
Canada or a province; [(7(1)(b)]

Note that section 6.1 states: “For the purposes of
clause 4.3 of Schedule 1, the consent of an individual is
only valid if it is reasonable to expect that an individual
to whom the organization’s activities are directed
would understand the nature, purpose and
consequences of the collection, use or disclosure of
the personal information to which they are
consenting.”

The provisions listed here allow for the organization to
collect personal information without the consent of
the individual to whom it pertains.

e Allows the organization to collect personal
information if it determines that doing so is in the
best interests of the individual. Doing so should be
carefully considered.

e Allows the organization to collect information for
the purpose(s) of investigating any contravention
of laws. This would likely be deemed to be limited
to the collection by that organization if it fits within
their mandate or role.
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Who (Organization)

Can Collect What Information

Comments

e the collection is made for the purpose of making a
disclosure
(i) that is required by law. [(7(1)(e)]

¢ Allows the organization to collect information for
the purpose(s) of disclosing it where it is required
to do so by law. This should likely be supported by
evidence that doing so fits within their mandate or
role.

Use under the Personal Information and Protection of Privacy Act:

Who (Organization)

Can Use What Information

Comments

Federally Regulated
Organizations and Private
Sector Organizations that
collect, use, or disclose
personal information in the
course of a commercial
activity.

Federally Regulated
Organizations and Private
Sector Organizations

Personal Information of the individual may be used
e with the consent of the individual, [Principle 3,
clause 4.3 of Schedule 1]

Personal Information of the individual may be used

by an organization without the knowledge or consent

of the individual, use personal information only if

e in the course of its activities, the organization
becomes aware of information that it has
reasonable grounds to believe could be useful in
the investigation of a contravention of the laws of
Canada, a province or a foreign jurisdiction that
has been, is being or is about to be committed,
and the information is used for the purpose of
investigating that contravention; [7(2)(a)]

e jtisused for the purpose of acting in respect of
an emergency that threatens the life, health or
security of an individual; [7(2)(b)]

Note that section 6.1 states: “For the purposes of
clause 4.3 of Schedule 1, the consent of an individual is
only valid if it is reasonable to expect that an individual
to whom the organization’s activities are directed
would understand the nature, purpose and
consequences of the collection, use or disclosure of
the personal information to which they are
consenting.”

The provisions listed here allow for the organization to
use personal information without the consent of the
individual to whom it pertains.

e Allows the organization to use information for the
purpose(s) of investigating any contravention of
laws. This would likely be deemed to be limited to
the use by that organization if it fits within their
mandate or role.

e Allows the organization to use information to
address any situations where there is a potential or
active risk to the health or safety.
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Who (Organization) Can Use What Information Comments
e it was collected under paragraph (1)(a), (b) or (e).
[7(2)(d)] ¢ Allows the organization to use the information

where:

o itisin the best interests of the individual,

o itis necessary for purposes of investigating a
breach of an agreement, or a contravention of
the laws of Canada or a province, or

o itisrequired by law.

Disclosure under the Personal Information Protection and Electronic Documents Act:

Who (Organization) Can Disclose What Information To Whom Comments

Federally Regulated | Personal Information of the individual Note that section 6.1 states: “For the purposes
Organizations and may be disclosed of clause 4.3 of Schedule 1, the consent of an
Private Sector e with the consent of the individual, | ¢ to any person or staff of | individual is only valid if it is reasonable to
Organizations that [Principle 3, clause 4.3 of Schedule an organization identified | expect that an individual to whom the

collect, use, or 1] in the consent organization’s activities are directed would
disclose personal responsible for the understand the nature, purpose and
information in the purposes for which consequences of the collection, use or

course of a consent was given. disclosure of the personal information to
commercial activity. which they are consenting.”

Personal Information of the individual
may be disclosed without the consent
of the individual when:

e required to comply with a e to the person(s) identified | ¢ Supports a formal request made by (e.g.)
subpoena or warrant issued or an with the responsibility of law enforcement, and requires a response.
order made by a court, person or obtaining the information Any challenge (e.g., through the courts)
body with jurisdiction to compel (generally identified should be based on legal advice.
the production of information, or within the document
to comply with rules of court issued).

relating to the production of
records; [7(3)(c)]




Who (Organization)

Can Disclose What Information

To Whom

Comments

Federally Regulated
Organizations and
Private Sector
Organizations

made to a government institution
or part of a government institution
that has made a request for the
information, identified its lawful
authority to obtain the information
and indicated that the disclosure is
requested for the purpose of
enforcing any law of Canada, a
province or a foreign jurisdiction,
carrying out an investigation
relating to the enforcement of any
such law or gathering intelligence
for the purpose of enforcing any
such law, [7(3)(c.1)ii)]

made to a government institution
or part of a government institution
that has made a request for the
information, identified its lawful
authority to obtain the information
and indicated that the disclosure is
requested for the purpose of
administering any law of Canada or
a province, [7(3)(c.1)(iii)]

made to a government institution
or part of a government institution
that has made a request for the
information, identified its lawful
authority to obtain the information
and indicated that the disclosure is
requested for the purpose of
communicating with the next of kin
or authorized representative of an

to any government
institution or part thereof
and related to law
enforcement, or carrying
out an investigation
related to law
enforcement, of Canada
or a province.

to any government
institution or part thereof
and related to
administering a legislation
of Canada or a province.

to any government
institution or part thereof
and related to
administering a legislation
of Canada or a province.

“Government Institution” is not defined in
PIPEDA, but given that this section applies
to provincial legislation as well, an
argument can be made that provincial
government departments could make the
request.

“Government Institution” is not defined in
PIPEDA, but given that this section applies
to provincial legislation as well, an
argument can be made that provincial
government departments could make the
request. This would not be tied in with law
enforcement per se, but rather where
legislation authorizes the collection of
information for various purposes.

“Government Institution” is not defined in
PIPEDA, but given that this section applies
to provincial legislation as well, an
argument can be made that provincial
government departments could make the
request. The legislation cited should
include the authority to disclose
information to a next of kin or authorized
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Who (Organization)

Can Disclose What Information

To Whom

Comments

Federally Regulated
Organizations and
Private Sector
Organizations

injured, ill or deceased individual;
[7(3)(c.1)(iv)]

made on the initiative of the
organization to a government
institution or a part of a
government institution and the
organization has reasonable
grounds to believe that the
information relates to a
contravention of the laws of
Canada, a province or a foreign
jurisdiction that has been, is being
or is about to be committed

[7(3)(d)(i)]

made to another organization and
is reasonable for the purposes of
investigating a breach of an
agreement or a contravention of
the laws of Canada or a province
that has been, is being or is about
to be committed and it is
reasonable to expect that
disclosure with the knowledge or
consent of the individual would
compromise the investigation;
[7(3)(d.1)]

made to another organization and
is reasonable for the purposes of
detecting or suppressing fraud or
of preventing fraud that is likely to
be committed and it is reasonable

to any government
institution or part thereof
and related to a potential
or current contravention
of a law (legislation).

to any organization that
has the capacity and
mandate to investigate a
breach of an agreement
or contravention of the
laws of Canada or a
province.

to any organization that
has the capacity and
mandate to investigate or
prevent fraud.

representative for the outlined purposes.
(E.g., FOIPPA s. 33(3)(c)).

The institution would presumably need the
authority to collect such information,
including having the legislative
responsibility to deal with the
contravention.

Opens disclosure to a broader group of
organizations beyond government
institutions. They should still be required
to demonstrate their authority to collect
and use such information.

Opens disclosure to a broader group of
organizations beyond government
institutions. They should still be required
to demonstrate their authority to collect
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Who (Organization)

Can Disclose What Information

To Whom

Comments

Federally Regulated
Organizations and
Private Sector
Organizations

to expect that the disclosure with
the knowledge or consent of the
individual would compromise the
ability to prevent, detect or
suppress the fraud; [7(3)(d.2)]

made on the initiative of the
organization to a government
institution, a part of a government
institution or the individual's next
of kin or authorized representative
and the organization has
reasonable grounds to believe that
the individual has been, is or may
be the victim of financial abuse, the
disclosure is made solely for
purposes related to preventing or
investigating the abuse, and it is
reasonable to expect that
disclosure with the knowledge or
consent of the individual would
compromise the ability to prevent
or investigate the abuse; [7(3)(d.3)]

necessary to identify the individual
who is injured, ill or deceased,
made to a government institution,
a part of a government institution
or the individual’s next of kin or
authorized representative and, if
the individual is alive, the
organization informs that individual
in writing without delay of the
disclosure; [7(3)(d.4)]

to any government
institution or to the
individual's next of kin, or
the individual’s
authorized
representative, where
they have the capacity
and mandate to
investigate or deal with
financial abuse.

to any government
institution or to the
individual's next of kin, or
the individual’s
authorized
representative, where
they have the capacity to
identify the individual.

and use such information for the specific
purposes outlined.

Opens disclosure to a broader group of
organizations beyond government
institutions. They should still be required
to demonstrate their authority to collect
and use such information for the specific
purposes outlined.

Organizations or persons should be
prepared to provide evidence of their
authority. The individual whose
information is being disclosed should be
notified about the disclosure, if they are
alive.




(3% CONVERGE

Who (Organization) Can Disclose What Information To Whom Comments
Federally Regulated
Organizations and e made to a person who needs the e to any person who may ¢ Organizations or persons requesting or
Private Sector information because of an be involved in responding undertaking disclosure should be prepared
Organizations emergency that threatens the life, to the emergency to provide rationale/evidence of the
health or security of an individual potential emergency. There may be a need
and, if the individual whom the to provide the organization deciding on
information is about is alive, the disclosure additional information to assist
organization informs that individual in their decision making. The individual
in writing without delay of the whose information is being disclosed
disclosure; [7(3)(e)] should be notified in writing about the
disclosure, though dependent on the
circumstances that could occur
simultaneously or as soon after the
disclosure occurs as is practicable.

Beyond the above, information may need to be collected from other sources, including parents, friends, classmates, etc. While they may not be
subject to any legislation that prescribes their authority to disclose information, there should be authority for it to be collected, and they should
be advised as to that authority.

Prepared by: George Alvarez
on behalf of Converge Mental Health Coalition




Appendix C: British Columbia Disclosure Tool Back

The following tool is meant to broadly identify what type of organization (based on applicable
privacy legislation) can disclose what type of information to whom, under what types of
circumstances. It is meant to be broad, to provide a sense of how organizations working in a
collaborative manner across sectors can share (collect, use, and disclose) the information
necessary in that work.

Use of the Tool:

1. If disclosure is authorized through informed consent of the individual, ensure that the
information being disclosed is as stated for the purpose(s) as stated in the consent, and
disclosure is to an organization identified in the consent.

If the disclosure is not authorized through consent, apply the tool as follows.

In the “Authority to Disclose” table, find the legislation that applies to your organization.

4. Determine if any of the legislative provisions (sections) listed apply to the situation you are
working in. The provisions are abbreviated so if not familiar with the actual provision, you
should review the actual wording to ensure it fits with the situation outlined.

5. Inthe “To Whom Can | Disclose” table, under the column on the left-hand side titled “Why
Am | Disclosing, identify the circumstances that apply to your situation.

6. Move across from that circumstance and determine if one of the provisions listed under the
heading “Authority to Disclose” apply, and identify whether the type of organization to whom
you are disclosing is listed under that provision. Note that the provisions are listed across the
top and bottom halves of the table.

7. In the “What Information Can | Disclose for What Purpose” table, identify the type of service
is being provided by the organization or area you are determining disclosing to, and the type
of collaboration occurring (as per the roles and responsibilities of the member organizations
involved in the collaborative approach).

8. Move across from the type of service/collaboration and identify the type of information that
can be disclosed. Note that the information types are generally relevant to the type of
service, but the actual details of the service and the needs of the provider in order to deliver
that service should guide the details of the disclosure. Disclosure is to be limited to what is
required to provide that service.

w N

Questions on the applicability of any of the above should be reviewed with your privacy or
legal supports.
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Authority to Discl

- British Columbi

Identify what legislation applies to you
(A) | am subject to privacy legislation: F - FOIPPA / P - PIPA / C - CFCSA / E-Health / PA - Privacy Act / PE - PIPEDA
Identify if one of the listed authorities to disclose applies.
(B) Authority to Disclose Under
FOIPPA PIPA CFCSA E-Health Privacy Act PIPEDA
33(2)(c) With consent 6(2)(a)  With consent 74(1)(e) With consent 8(1)  With consent Sched.1; 4.3 With consent
(i)
33(2)(d) For Stated or 17(a,c)  Fulfill the purposes 8(2)(a) For Stated or consistent |7(3)(c.1)(iii) To administer any law
consistent purpose that the organization purpose of Canada or a
discloses province
33(2)(e) In accordance with 18(1)(o) if required or 8(2)(b) In accordance with Act |7(3)(c.1)(ii) To enforce any law of
enactment authorized by law. of Parliament Canada or a province
8(2)(e) To regulated
investigative body, on
their written request,
to enforce any law or
carry out a lawful
investigation
33(2)(I) Comply with subpoena18(1)(i)) Comply with subpoena 8(2)(c) Comply with subpoena |7(3)(c) Comply with subpoena
33(2)(h) To public body staff
who require it
33(2)(k) Common/ integrated 74(1)(e) Common/ integrated
program/service (iv) program/service
33(2)(j) if necessary for 74(1)(e) if necessary for 4(g) to engage in health
planning or (iii) planning or system planning,
evaluating evaluating management,
program/activity of a program/activity of a evaluation or
public body public body improvement,
FOIPPA PIPA CFCSA E-Health Privacy Act PIPEDA
33(3)(d) To Law Enforcement |18(1)(j) to a public body or 8(2)(e) To investigative body to|7(3)(d)(i) = Where the
for investigation law enforcement enforce a law or information relates to
agency, concerning an investigate the possible
offence, assist/decide commission or intent
on an investigation. to commit an offence
18(1)(c) If consent would 7(3)(d.1,2) Where reasonable to
compromise investigate an offence
investigation/ and consent might
proceeding & related compromise
to investigation/
proceeding
33(3)(a) Compelling 18(1)(k) Compelling 8(2)(m)(For any purpose where |7(3)(e) Where needed due to
(i) circumstances that circumstances that the public interest in threat to health &
affect anyone's health affect anyone's health disclosure clearly safety of individual,
or safety exist or safety exist outweighs any invasion who will be informed
of privacy in writing w/out delay
33(3)(b) reducing the risk that 74(1)(e) reducing the risk that
an individual will be a (vi) an individual will be a
victim of domestic victim of domestic
violence violence
25(1) Avert risk of 8(2)(m)(For any purpose where
significant harm ... or the public interest in
to health/ safety of disclosure clearly
the public or a group outweighs any invasion
of people of privacy
18(1)(a) In the interests of the 8(2)(m)iFor any purpose where
individual & timely it would clearly benefit
consent cannot be the individual
obtained
18(1)(b) Necessary for medical 4(b) to provide health
treatment and person services to, or
lacks legal capacity to facilitate the care of,
consent an individual
33(3)(c) to enable next of 18(1)(l) to enable next of
kin/friend of an kin/friend of an
injured, ill or injured, ill or
deceased individual to deceased individual to
be contacted be contacted
FOIPPA PIPA CFCSA E-Health Privacy Act PIPEDA

NOTE: The above provisions are excerpts and in some cases paraphrased. Organizations using them should refer to the specified legislation.




To Whom Can | Disclose

| am subject to privacy legislation: F-FOIPPA / P-PIPA / C-CFCSA / PA-Privacy Act
Authority to Disclose

All F,P,C,PA F,P,C,PA F,P,C,PA P,C F,P,C,PA F,P,C,PA
With Consent | For Stated/ Where For delivery | To provide In public  (For health and
of the Consistent | authorized/ | of common | health care & interest safety
Individual Purpose permitted program/ capacity to reasons
under an act activity* consent is
Why am | disclosing? | may disclose to: P-Public Body / C-Child Protection / F-Federal Institution
Support to person in P, , F P, , F P, , F P, , F P, , F P, , F P, , F
need in community
Supports for youth P, ,C, F P, , F P, ,C,F P, ,C, F P, , F P, , F
homelessness
Supports for adult P, , F P, , F P, , F P, , F P, , F P, , F
homelessness
Service to a youth in P, ,C, F P, NE P, ,C,F P, ,C, F P, , F P, , F P, , F
crisis
Service to an adult in P, , F P, , F P, , F P, , F P, , F P, , F P, , F
crisis
Assist domestic abuse P, , F P, , F P, , F P, ,C F P, , F P, , F P, , F
victim
Suicide Prevention P, , F P, , F P, ,C F P, , F P, , F P, , F P, , F
Risk of harm to self P, , F P, , F P, , F P, ,C, F P, , F P, , F P, , F
Risk of harm to minor P, ,C F P, , F P, ,C,F P, ,C, F P, , F P, , F P, , F
Risk of harm to adult P, , F P, , F P, F P, , F P, , F P, , F P, , F
All F,P,C,PA F,P,C,PA F,P,C,PA P,C F,P,C,PA F,P,C,PA
With Consent | For Stated/ Where For delivery | To provide In public  (For health and
of the Consistent | authorized/ | of common | health care & interest safety
Individual Purpose permitted program/ capacity to reasons
under an act activity* consent is
Why am | disclosing? | may disclose to: P-Public Body / C-Child Protection / F-Federal Institution
Support to person in P, , F P, , F P, , F P, , F P, , F P, , F P, ME
need in community
Supports for youth P, ,C F P, , F P, ,CF P, ,C, F P, , F P, , F
homelessness
Supports for adult P, , F P, , F P, , F P, , F P, , F P, , F
homelessness
Service to a youth in P, ,C, F P, NE P, ,C,F P, ,C, F P, , F P, , F P, , F
crisis
Service to an adult in P, , F P, , F P, , F P, , F P, , F P, , F P, , F
crisis
Assist domestic abuse P, , F P, , F P, , F P, ,C F P, , F P, , F P, , F
victim
Suicide Prevention P, , F P, , F P, ,C F P, , F P, , F P, , F P, , F
Risk of harm to self P, , F P, , F P, , F P, ,C, F P, , F P, , F P, , F
Risk of harm to minor P, ,C F P, , F P, ,C,F P, ,C, F P, , F P, , F P, , F
Risk of harm to adult P, , F P, , F P, ME P, , F P, , F P, , F P, , F

T Where necessary to disclose to those who have a role to address health and safety




What Information Can | Disclose for What Purpose?

What am | disclosing: Name Contact  Identify Needs InDepth  Health  Financial SafetyInfo  Case
For What Purpose Am | Disclosing Info Needs Assmnt  Assmnt Info Info Mgmt
Type of Service Type of Collaboration Type of Information
All Services Referral ?
Support to person in  [Warm handoff X X X
need in community  |Coordinated support X X X X X
Collaborative support X X X X X X 2
Integrated support X X X X X X X X 3
Supports for youth Warm handoff X X X
homelessness Coordinated support X X X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Supports for adult Warm handoff X X X
homelessness Coordinated support X X X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Service to a youth in  [Warm handoff X X X
crisis Coordinated support X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Service to an adult in [Warm handoff X X X
crisis Coordinated support X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Service to assist Warm handoff X X X
domestic abuse victim|Coordinated support X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Suicide Prevention Warm handoff X X X
Coordinated support X X X X X X 1
Collaborative support X X X X X X X 2
Integrated support X X X X X X X X 3
Risk of harm to self ~ |Warm handoff X X X X X
Coordinated support X X X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Risk of harm to minor |Warm handoff X X X X X
Coordinated support X X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Risk of harm to adult |Warm handoff X X X X X
Coordinated support X X X X X X 1
Collaborative support X X X X X X X X 2
Integrated support X X X X X X X X 3
Name Contact  Identify Needs In Depth Health  Financial SafetyInfo  Case
Case Management Plan Levels Info Needs Assmnt  Assmnt Info Info Mgmt

1 Basic: no true interdependencies but relationship of needs may exist
2 Collaborative: some interdependencies may exist, requires some increased level of information sharing
3 Comprehensive/integrated: relationships and interdependencies exist, requiring organizations to regularly update
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Appendix D: Sample Collaborative Approach Training Resource —British
Columbia Back

Using this Resource: Staff should be orientated to and understand the material contained in this resource. The
member organizations should ensure that the material fits the manner in which they will be working, and
where necessary made the necessary adjustments or enhancements. The following sections require additional
information to be provided by the member organizations. (Sections 1.1, 1.2, 1.4, 1.5, 1.6, 2.2, 3.1, 4.1, 5.1,
5.3, 6.3, 8.3, 8.4, 8.5, 8.8, 8.10) As well, where there is a need for staff to contact or rely on someone within
the organization or collaborative, it may be useful to identify that contact within the applicable section. (e.g.
1.4,5.3,9.2,9.4)

Purpose

Staff must understand the Purpose, Outcomes, and Objectives of the collaborative or integrated service
delivery approach, and be able to explain it to the individuals they work with in a manner they would
understand. There may be a benefit to having documents that outline the purpose and the partner
organizations involved, to provide to staff and the individuals they support.

Policy

The policies and practices outlined here and in accompanying documents have been developed and
accepted to support a consistent approach to managing the information of the individuals being served
under the <lIdentify the name of the Collaborative Approach>. All staff users of the collaborative approach
should ensure they have familiarized themselves with all policies and practices. For additional
information, see the Information Sharing Framework.

Legislation
Do staff know what, if any, legislation they are subject to?

Members of the collaborative approach need to share (collect, use, and disclose) the personal and health
information of their clients to work effectively in support of individuals and families experiencing mental
health or related issues or concerns. They therefore need to understand what privacy or other
legislation they may be subject to, and what authority exists for them to collect, use, and disclose, the
personal and health information of the individuals they support and provide services to. While privacy
legislation is often not harmonized, there are sufficient provisions that when considered collectively, do
enable the partnering organizations to work together and share the information they need.

Privacy legislation is intended to ensure the access to, and use of, personal and health information is
appropriate and authorized. Such information is by definition sensitive, regardless of whether the
individual to whom it pertains thinks of it in that way, and the legislation sets out minimum expectations
on how it must be managed. The legislation is also intended to, as much as is possible, put the control of
the information in the hands of the individual to whom it pertains. Privacy legislation addresses a
number of areas relative to the management of this information, including:

¢ What information it pertains to (e.g., personal information, health information)
e Who is subject to the legislation (e.g., government organizations, service providers, non-government
organizations)
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e What authority exists to collect, use, and disclose the information (e.g., legislated, with consent, for
specific purposes)

¢ How the information should be managed (i.e., in a secure manner, which may include conducting
Privacy Impact Assessments, responding to breach incidents)

e What oversight exists (e.g., Privacy Commissioner/Ombudsman)

Staff involved in the collaborative approach should also be somewhat familiar with the legislation that
applies to their partner organizations, and recognize that there may be different provisions,
expectations, and restrictions, on the collection, use, and disclosure, of personal and health information.

For more information see “Appendix B: Privacy Legislation Collection, Use, and Disclosure Matrix”, and the
specified legislation.

Contracted and Other Service Relationships

Privacy legislation may define someone who acts on behalf of a public body/institution/ organization
that is subject to legislation using different terminology (e.g. ‘volunteer’, ‘service provider’, ‘associate’)
but what's important is to recognize that when an individual or agency works on behalf of another
organization, they are deemed to be an extension of that organization. In those situations, the rules
around the collection, use, and disclosure, that apply to the organization would also apply to them,
insofar as they relate to managing information required for their role. Note that contracts or agreements
they enter into often narrow the uses of information to that which is required for the agency to conduct
the work they are contracted to perform, and other uses may be restricted or require permission.

This is important from a couple of perspectives:

First, the authority provided by the legislation, along with the inherent responsibilities, is extended to
the agency, thereby providing a (potentially different) legislative umbrella to protect the information.

Second, if the contracted entity becomes part of a collaborative, they may find that they require the
permission of the contract holder to use the information they are managing under the contract or
agreement for the purpose of the collaborative.

The relationships are outlined in Section 5.1.
Privacy Training

There should be different training courses or modules developed for or accessed by organizations,
including training on the sharing of information. Organizations should take steps to ensure staff avail
themselves to training appropriate to their roles and responsibilities, including updates as deemed
necessary.

Health and Safety

Working with individuals may include those who present with potential health and safety issues. Staff
should be oriented to a number of areas, if applicable, including:

o Messaging: Ensuring that part of the messaging to individuals being supported is that the
collaborative approach member organizations are working together in part to ensure that the
services are being provided within a healthy, safe environment. Should risks to health and safety
emerge, they will be addressed, which may require the sharing of personal and health information as
deemed necessary (notwithstanding consent);




¢ Risk Identification: Individuals being supported may themselves identify safety issues, or staff
working with them may be able to determine at-risk situations or risky behaviours. Member
organizations should ensure their staff are trained on what to look for, or where to find resources

and supports.

¢ Response: Staff should be trained on how to respond to at-risk situations, whether they are
expected to deal with such situations, and to know what resources might exist both internal and
external to the collaborative;

Roles

Staff working as part of the collaborative approach may find that their roles have shifted somewhat from
the role they normally fulfill within their own organization. Defined roles should be clearly laid out, and
staff should be trained on their individual areas of responsibility.

In addition, as organizations start to work more effectively together through the implementation of
collaborative and integrated service delivery approaches, their staff become part of a larger ‘team’, and
may find that they have to rely on or be relied upon in somewhat different ways. In a sense, they may
find that they act as the ‘eyes and ears’ for one of their partners or colleagues, or vice versa.

Policy/Practice

Policy development and implementation are only useful if staff are trained and have them available for
reference. Partners being onboarded should commit to completion of training, and to ensure they
familiarize themselves with related implications.

The following table sets out areas that staff should be knowledgeable of and which they put into

practice.

What Staff Need to Know

Area

| Item

| Notes

1. Collaborative/Integrated Service Delivery

1.1 Purpose

The purpose for or
reason the member
organizations to be
working together.

No single organization can typically meet all the needs a
homeless individual has to deal with. Member
Organizations are working in a collaborative or integrated
manner to <state the specific purpose here>.

Staff need to both understand the reasons why the
member organizations are working together, and be able
to explain it to the individuals they work with in a manner
they understand.

1.2 Obijectives/
Goals/
Outcomes

(List the anticipated

or desired objectives

etc.)

Objectives:

Goals:

Outcomes:

E.g.,
Individuals are able to receive the necessary services without
having to repeat themselves.

Agencies are more effective in their resource utilization,
Agencies refer individuals more accurately and efficiently.

Waiting times are reduced for individuals accessing the
service,




Area Item Notes

Individuals access services and move forward more
efficiently,

Escalation of risk situations has been reduced.

1.3 Members Core Members Core members are those who are part of the main team,
and have access to the shared information if they are
involved with the individual, including assessment,
determining eligibility, and providing the service.

Extended Members | Extended members are ones we may refer the individual
to that are somewhat outside of the collaborative
approach. They would only have access to information
with consent.

Ad Hoc/Other Ad hoc or other members may be brought in for example,
Organizations if they have a particular area of expertise, and would have
access to the information they need to provide that
service. An example may include specialized counselling.

1.4 Roles Staff Specific role the staff plays. E.g., Initial contact,
scheduling/referring/ streaming, initial identification of

needs, in-depth assessment, counselling, assistance with
??

Other members The roles that other staff the individual may come into
contact with (E.g., could be the other roles listed above).

Other Areas Staff need to know who to go to with issues regarding
individuals, information, authority levels on decisions they
cannot make, security, risk situations, ...

1.5 Governance Oversight Identify the organizations or structures responsible for
decisions regarding the overall collaborative service delivery
and members.

Leadership Team Identify any leadership committees or groups and what their
roles are in oversight and decision making.

Liaisons Identify any liaisons or areas of responsibility the staff should
be aware of. This would include who to bring issues to or
questions regarding individuals requesting services or being
supported, policies and practices, or breaches or potential
breaches to privacy and security.

1.6 Safe The staff and One of the goals may be to ensure the supports and
Environment individuals may have | services are provided in a manner that creates a safe place
(optional) an expectation, or for individuals and staff. That means if any risks to

the collaborative someone’s health or safety emerge, steps will be taken to
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Area Item Notes
approach may have | minimize that risk, working with others if necessary. That
identified that the might require the sharing of some information about the
services will be individuals involved or impacted by the risk, to deal with
delivered within a the situation. Such a disclosure or sharing will take place
safe and healthy notwithstanding consent, as the need for a healthy, safe
environment. environment for all individuals should be top of mind.
Staff who interact directly with individuals need to explain
this to the individuals being served in a manner they can
understand.
2. Legislation
2.1 Privacy Freedom of FOIPPA applies to public bodies (Includes provincial (e.g.

Legislation in
British
Columbia

Information and
Protection of Privacy
Act (FOIPPA)

Personal Information
Protection Act (PIPA)

Privacy Act

Personal Information
Protection and
Electronic Documents
Act (PIPEDA)

ministries) and local government (e.g. municipalities,
regional districts), health care, social services, and
educational bodies. The act sets out the rights related to
access and privacy, and the expectations on how public
bodies are to manage their obligations regarding the
information that is in their custody or under their control.

PIPA applies to private sector organizations in British
Columbia. The Act sets out the requirements and
obligations covered organizations must follow in
managing personal information, including providing
access.

The federal Privacy Act applies to federal government
institutions. The Act sets out the requirements and
obligations institutions must follow in managing personal
information.

PIPEDA applies to private sector organizations who are
responsible for federal work, undertaking, or business
(e.g., banks and financial institutions) and other
organizations who do business in a province that does not
have substantially similar legislation. British Columbia’s
PIPA has been deemed substantially similar, placing
organizations doing business in British Columbia under
PIPA, but they may be subject to PIPEDA if they transport
personal information across provincial boundaries, or
perform federal work.

2.2 Common or
Integrated
Program or
Activity (CIPA)

Disclosure Provision

FOIPPA authorizes the disclosure of personal information
without consent “to an officer or employee of a public
body or an agency, or to a minister, if the information is
necessary for the delivery of a common or integrated
program or activity and for the performance of the duties,
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respecting the common or integrated program or activity,
of the officer, employee or minister to whom the
information is disclosed.”

Application "Agency" means, for the purposes of section 33 (2) (k) and
the definitions of "common or integrated program or
activity"(CIPA) and "data-linking program": a government
institution subject to the Privacy Act (Canada); an
organization subject to the Personal Information
Protection Act, or operating in British Columbia that is
subject to the Personal Information Protection and
Electronic Documents Act (Canada); a public body, a
government institution or an institution as defined in
applicable provincial legislation having the same effect as
this Act; or a prescribed entity.

Relevance to This provision supports the sharing of personal and health
Collaborative information to enable effective collaborative and
Service Delivery integrated service delivery between organizations

working across sectors. It requires the participation of a
public body, and if not designated by the Minister
responsible for FOIPPA through an order, also requires
the public body to notify the Office of the Information
and Privacy Commissioner at an early stage in its
development.

2.3 Privacy Applicable to the Staff need to know which legislation applies to their own

Legislation in organization organization.

General
Applicable to the Staff should know which legislation applies to their
other members partner organizations.

2.4 Some Areas of | Purpose All privacy legislation includes a Purpose for the
Similarity legislation, that sets out the intentions for the legislation,
across which are primarily to govern how the organizations
Legislation subject to the Act manage the information in their control

or custody in a privacy protected manner, and to
authorize the use, collection, and disclosure where
appropriate and necessary. This is seen as the legislated
authority for an organization to do something with the
information.

Access Access to information is addressed by the legislation
dealing primarily with the right of access by individuals to
their own information. (Note: the federal Access to
Information Act addresses this for information held by
federal institutions.)
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Enables disclosure to | Legislation identifies the circumstances under which it is
others working on extended to entities that are working on behalf of the
their behalf organization, for example, as a volunteer or as a service
provider. FOIPPA and PIPA define them as an employee.
Identifying them in this manner sets out the authority for
the organization to provide that entity with the
information they require to conduct the services that they
are expected to provide.

Collection Use and Legislation provides the authority for the collection, use
Disclosure and disclosure, outlining in what circumstances the
organization is allowed to conduct those activities. (Note
that in terms of the collaborative approach, ‘sharing’
refers to the collection, use, and disclosure.)

Consent Consent refers to the use of informed consent or
permission for the collection and disclosure of an
individual's own information. Consent is not authority
under FOIPPA for the collection of information, but is a
means by which an authorized collection can occur.

Notice Notice or notification refers to the requirement for an
organization, that when collecting information directly
from the individual it pertains to, to advise them of the
reason for and authority by which their information is
being collected, how it will be used, to whom it may be
disclosed, and the name/title/position, business number
and address of someone in the organization who can
answer their questions about the collection.

Safety Clause Legislation includes a provision that authorizes the
disclosure of personal and health information in
circumstances where there is a risk to the health and
safety (and well-being) of an individual, including the
person or others. The provisions may differ, but the intent
behind them is ostensibly to allow an organization to take
the steps necessary to avert or minimize the risk situation
from occurring.

Security Legislation places a requirement on organizations to
ensure they protect the information they manage by
implementing safeguards and processes that manage and
respond to risk situations. The language varies across the
legislation, but the intent is clear, that organizations must
do what they can to protect the information in their
custody and under their control against risks of
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unauthorized collection, use, disclosure, modification, and
integrity do so. Staff should be trained on and aware of
their roles in managing information in a secure and
confidential manner.

Retention Legislation requires that information be retained for a
period of time. While the amount of time varies, either
under the legislation or in accordance with other
requirements, knowing what the retention period is allows
the individual the opportunity to request access to their
information, as well as to who may have had access to it.
Staff should be aware of what the retention period is for
the information managed collectively under the
collaborative approach.

Oversight Provincial privacy legislation establishes the oversight role
of the Information and Privacy Commissioner. The
Commissioner has specific authorities that allow it to
conduct or review complaints, policies, and practices, of
the organizations subject to the legislation to ensure they
comply with the provisions of the legislation. The Office
of the Information and Privacy Commissioner (OIPC)
generally conducts reviews and investigations of
complaints, in a manner that is meant to guide the
organizations towards compliance, rather than being
punitive, as a manner of practice. The Commissioner can
also order compliance.

2.5 Some Least amount of Legislation inherently requires that when dealing with
Differences information collection, use, and disclosure, organizations limit
between themselves to the least amount or that which is deemed
Legislation to be reasonable, in the circumstances. It is critical that

organizations understand and clearly articulate their
purpose(s) and objectives, so to better understand what
information is require to achieve them.

Privacy Impact PlAs are a requirement under FOIPPA, but not under
Assessment (PIA) PIPA. However, PlAs are strongly encouraged regardless
of what legislation applies. They are a due diligence
exercise that assesses the risks when new or enhanced
changes to the manner in which personal information is
managed, including collection.

Breach Notification | Breaches of privacy occur when there is unauthorized
access, or a situation occurs where there is a potential risk
of unauthorized access. Managing the breaches may
include reporting the breach to the Office of the
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Information and Privacy Commissioner. The requirement
to do so only exists under FOIPPA, but reporting
significant breaches is strongly encouraged regardless of
what legislation applies.**

2.6 E-Health Health Information Organizations working together in a collaborative or

Bank (HIB) integrated manner may be supported if using a database
designated as an HIB (Health Information Bank) under the
E-Health Act. The lead organization(s) are required to be a
health care body(-ies). Other organizations can be
participants, and would need to be identified within the
HIB designation order.

That does not necessarily preclude relationships with
other organizations, and other provisions may need to be
relied on to provide the authority.

2.7 Examples of Child, Family and The Child, Family and Community Service Act provides
other Community Service authority for the Ministry of Children and Family
legislation that | Act Development to assess and determine if there is a need to
may come into provide services to a child that appears to be in need of
play protection. The Act places a requirement on any person

who has reasonable grounds to believe that a child is in
need of intervention, to report that to a director (under
the Act) or to a person designated by a director. The Act
also contains a number of provisions providing authority
for the collection and disclosure of personal information
that parallel and take precedence over FOIPPA.

Health Professions The Health Professions and Occupations Act sets out the
and Occupations Act | authorities for the establishment of professional Colleges
under the Act, and to manage information relative to the
regulated members. Colleges are authorized to set
Standards of Practice and Codes of Conduct for its
members. These standards may impose additional
requirements on its members regarding the management
of personal information.

Social Workers Act The Social Workers Act establishes the College, and
authorizes the College to set out the requirements for a
member to practice. The Code of Ethics and Standards of
Practice impose additional requirements on its members
regarding the management of personal information.

4 See Privacy Breaches: Tools and Resources for the Private Sector https://www.oipc.bc.ca/documents/guidance-

documents/1361
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Operating in Balance | The Standards and Codes do not negate authority
regarding the collection, use, and disclosure granted under
the applicable privacy legislation, but rather work in
alignment, and should not be deemed an impediment
where authority exists.

2.8 Contracts and Extension of the Privacy legislation defines employees (FOIPPA, PIPA) to

Agreements Legislation include others, including volunteers and service providers
working on behalf of the organization, which then extends
to those working under a contract or agreement. The
legislation authorizes the disclosure to and use of
information by these entities where it is required for the
purposes of providing the services that is expected of
them. Contracts or agreements should ensure the entity
manages the information in such a manner that the host
organization remains accountable for the information in
compliance with the legislation. This may have
implications on the entity in how they can use or disclose
the information, which should be a consideration when
they are involved in collaborative or integrated service
delivery approaches.

3. Working with Individuals

3.1 Authentication | Need to When determining the eligibility of individuals for
/ Verification authenticate or services, there may be a need to know who the individual
verify identity is. The member organizations will have determined if such

a need exists, and the methods for doing so.

Verification Verification is the process of establishing the individual’s
identity through the review of documents such as an
identification card, driver’s license, birth certificate or
other. When reviewing such documents, it may be
sufficient to record that they were reviewed without any
copies being made.

Authentication Authentication is the process of establishing that
someone is who they claim to be, often in the context of a
virtual connection, such as when online or phone.
Examples of authentication include the use of two-factor
authentication relying on the use of credentials to access
an electronic information management system. When
working with individuals it may be sufficient to
authenticate them by asking for a piece of information
that they are likely the only ones who would know.

3.2 Transparency Trust Individuals who are seeking support may not always feel
comfortable doing so, nor have a high degree of trust in
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formal organizations, whether government or other.
Building that trust with individuals and families is
important when assessing their needs and providing
services, and assisting them in working through the issues
they are dealing with. One way to support this is to be
open with them about the need for their information, and
how it will be used.

Notice Notice or notification is a requirement under privacy
legislation whenever personal information is being
collected directly from the individual. It is also the default
(but not the only) manner of collection. Providing notice
means advising the individual what information is required
to be collected, under what authority, and used for what
purpose. It should also indicate to whom the information
may be disclosed, and the name or title of someone who
can answer their questions about the collection must be
provided, along with their business phone number and
address. Beyond the formal requirements, it is important
for staff working with the individual to explain what
‘Notice’ means in a way the individual can understand.
(See also Deemed Consent, 7.1 below)

Revisiting Notice Recognizing that individuals in crisis may not always
absorb everything they are being told, it may be important
to revisit that notice at a later point in time, once the crisis
has passed or been tempered.

4. Collection
4.1 Purpose for Purpose Authority to collect information is driven by the purpose.
Collection Legislation authorizes the collection of personal and
health information for specific purposes, which generally

have as their foundation the reason why services are
being assessed for and delivered. Staff need to be clear
about the purpose for working together, and how the
collection of information relates to that purpose.

Required When the member organizations worked through their
Information intentions for working collaboratively, and what they
hope to achieve, they should have also put their minds to
identifying how the services would be delivered, by whom
and in what manner, and from that generally identify the
type of information that would be required for the various
roles, programs and services. In compliance with
legislation, organizations should only collect the
information necessary to provide whatever services or
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programs are being assessed for or delivered, or for
consistent purposes.

4.2 Authority to Where authority The authority to collect personal information is specified
Collect comes from in privacy legislation, which may in turn refer to other
legislation.

FOIPPA FOIPPA identifies an allowable purpose for the collection

of personal information to be limited to

e  Where expressly authorized under an act;

e Where collected for law enforcement purposes;

e Where directly related to and necessary for an
operating program or activity of the public body;

e With respect to personal information collected for a
prescribed purpose, the individual the information is
about has consented in the prescribed manner to that
collection, and a reasonable person would consider
that collection appropriate in the circumstances;

e  Where the information is necessary for the purposes
of planning or evaluating a program or activity of a
public body;

e  Where the information is necessary for the purpose of
reducing the risk that an individual will be a victim of
domestic violence, if domestic violence is reasonably
likely to occur;

e Where the information is collected by observation at a
presentation, ceremony, performance, sports meet or
similar event at which the individual voluntarily
appears, and that is open to the public; or

e  Where the information is personal identity
information that is collected by a provincial identity
information services provider and the collection of the
information is necessary to enable the provincial
identity information services provider to provide
services under section 69.2, or a public body from a
provincial identity information services provider and
the collection of the information is necessary to
enable (A) the public body to identify an individual for
the purpose of providing a service to the individual, or
(B) the provincial identity information services
provider to provide services under section 69.2.

(See FOIPPA s.26)

Many programs and services delivered by government are
based on legislation or some form of legislative
instrument. However, there are also many programs and
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services that have been implemented under the
authority/approval of the ‘Head’ of the public body.

PIPA PIPA limits the collection of personal information to
purposes that a reasonable person would consider
appropriate for in the circumstances, and thatfulfill the
purposes the organization has disclosed, or as otherwise
permitted under the Act.

Consent Consent in and of itself should not be seen as the
authority to collect information, but rather the means by
which permission is granted by the individual for the
collection of their information for the stated purpose. In
other words, once an organization has determined they
have authority to collect information, that it will be
collected from the individual, and have provided notice to
that individual, consent ‘opens the door’. If consent is not
provided, the organization has to rely on some other
provision to collect the information, if available. (See also
Deemed Consent, 7.1 below).

4.3 Limiting Limiting collection It's important to have a good understanding of what
Collection when working on information is likely to be required, including when the
behalf of an information is collected on behalf of the member agencies
integrated service participating in a collaborative or integrated service

delivery approach. This may have been identified by
listing questions that need to be answered, or completion
of forms as part of screening and assessment tools, or by
some other means. At the same time, it is not possible to
always know what is needed by whom, and there may be
information that is pertinent to more than one
organization or that has implications for more than one
service. For example, an individual with some mental
health or addictions issues may be seeking housing. While
they may not always seem related, if the issues relate to
not being able to manage on their own, they may identify
a need for supported housing rather than independent
living.

There may be occasions where an individual wants to tell
their life story. While it may take some practice, it's
important to be able to determine and capture or collect
only the information pertinent to their situation that is
required in order to assess, determine and provide
services.
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4.4 Insufficient Not being able to If the information provided isn’t sufficient to move
information provide services or forward with the assessment or eligibility determination,

there may be a need to return to the source (the
individual) to collect that which is missing. Collecting only

of Information

Obtaining additional
information

information what is required vs. collecting information in case it's
required is not always an easy balance to make. Clarity on
Purpose, goals and objective, and role determination will
assist, as will time and experience.
4.5 Other Sources Other options If the individual is not able to provide what is missing, and

has indicated involvement with other organizations, it may
be feasible to see if they have the required information.
The authority to approach them and request that
information must be in place.

The first point of reference is always the individual, as
they should be an integral part of the planning and
delivery wherever possible. The preferred approach is to
go back to them and explain what is required, and why. If
they cannot provide or obtain it, or do not have the
capacity to do so, the situation may need to be discussed
with management if not delegated to the staff. Lother
options may include broadening the scope of the consent
in order to explore with other agencies they may have
been involved with.

4.6 Direct or
Indirect
collection

Direct collection on
behalf of the
member
organizations

Legislation generally requires that information be
collected directly from the individual it pertains to as a
default, unless authorized exceptions are met. The initial
collection of information on behalf of the collaborative/
integrated service delivery deemed to be a direct
collection. However, when the information is
subsequently accessed by the members, that access may
be a further indirect collection, or a use, depending on
how the service delivery approach has been set out.
Information collected as part of an integrated service that
may appear to be a seamless entity, is deemed to be
collected for the purposes of the integrated service, which
should be clearly stated in a Notice statement. Any
member organizations would subsequently use the
information where necessary for their roles.

On the other hand, in a coordinated or collaborative
relationship, the information that members require would
be subject to consent of the individual being provided.
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Authorized Instances may arise where an authorized representative is
representative acting on behalf of the individual, and provided they meet

the defined legislative parameters and are authorized to
exercise the individual’s rights and powers (FOIPPA
Regulations ss. 3 and 4; PIPA Regulation ss. 2, 3), then the
representative is acting as the individual, and the
collection is deemed to be a direct collection.

Indirect Collection Exceptions to collecting the information directly do exist,
and the collaborative partnership may have identified
what is permissible, or the circumstances should clearly
meet the legislated provisions, being vetted as required.
(FOIPPA s. 27, PIPA s. 12). An example of an exception is
collection with the consent of the individual.

4.7 Contacting Collecting Privacy legislation authorizes the disclosure of personal
Others information about information to next of kin or family friends in case of
other persons illness, injury or death. It would be reasonable then that

collecting information about those others is an acceptable

part of the process, as long as the following criteria are

met:

¢ There must be a reason for collecting information
about other individuals. This may include being able to
reach the individual to set up appointments if they are
not easily reached (e.g. no phone, couch-surfing, ...), in
addition to reaching out for emergency situations.

e The information is limited to the minimum required,
and will only be used for the purposes of connecting
with the individual for the stated reasons. In other
words, it is collected for one purpose, and cannot be
used for any other purpose. It may be sufficient in
some circumstances to only collect a phone number.

It is up to the client to advise those individuals that their
information has been provided, and they should be
advised to do so.

4.8 Consent Requiring consent The consent of the contact(s) is not required to collect
their information. However, if contacted and additional
information is requested of them, consent likely would be
required, unless other provisions authorize the collection.

5. Use
5.1 Use Authorized use The information about the individual is collected to: (E.g.)
e Screening / conducting an initial needs assessment,

e Providing/facilitating accurate, appropriate referrals,
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e Delivering services meant to address their identified
needs.
5.2 Other Uses Other authorized There will likely be some consistent or related uses of the
uses information, such as for evaluative purposes. That may

include a service evaluation on an individual basis, to
ensure the individual is receiving services appropriate to
their needs; and on a broader organizational basis to
assess the success of the initiative or of the impacts on
individual member organizations.

Other uses may be appropriate, but may need to be
determined on a case-by-case basis. Examples could
include dealing with urgent or risk situations, or where
required by law, such as the need to report a child in need
of intervention. Additional or other uses such as these
should likely be discussed with your management team if
clear direction has not been provided.

5.3 Risks Risk of harm (to Privacy legislation contains a ‘safety valve’ that authorizes
health and safety) the disclosure of personal and health information where
compelling circumstances exist that affect the health and
safety of an individual.** (FOIPPA s.33(3)(a)(i), PIPA
s.18(1)(k)) The underlying intent of the provisions is to
allow for actions to be taken to minimize the risk. Where
there is an immediate risk to life, requiring an urgent
response, police services should be contacted. Where
there is an emerging risk, the degree of risk and the
response required may shift, and there may be a need to
discuss the situation with management.

Healthy safe Where the members have identified as part of the
environment purpose for the collaboration that the services are to be
delivered in a safe and healthy environment, and a risk to
the health or safety of an individual being supported, or
any others including staff, emerges, there is a potential
that some of the individual's information may be used to
address the risk, irrespective of consent.

If the individual identifies a risk to their health and safety,
or to that of someone else, or if a potential risk situation is
identified, the details of the risk situation should be
discussed with the appropriate levels (manager?). If there
is an immediate safety risk it may be necessary to call 911

4545 Disclosure of personal information of individuals in crisis: https://www.oipc.bc.ca/documents/guidance-
documents/2205
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or take some action to minimize the risk, without putting
anyone else in harm’s way.

Your organization may have in place risk assessment tools
and guidance that can also be used.

6. Disclosure
6.1 Authority to Is there authority to | The authority to disclose personal and health information
Disclose disclose information | is stipulated in the applicable privacy legislation. These

generally are ‘may disclose” provisions, which means the
entity holding the information will make a decision
whether or not to disclose, but is not required to do so,
unless otherwise stated. However, where the disclosure is
for the purposes and objectives of the initiative, and
meets the outlined criteria, the members have agreed that
they will disclose the information, in compliance with the
applicable provisions.

FOIPPA FOIPPA identifies a number of circumstances that

authorize disclosure. These may include:

e if the individual has provided informed consent,

e for the purpose for which it was obtained, or
compiled, or for a consistent purpose,

e in accordance with an enactment of British Columbia
or Canada,

e to an officer or employee of the public body if the
information is necessary for the performance of their
duties,

e to an officer or employee of the public body if the
information is necessary to protect their health and
safety,

e to an officer or employee of the public body if the
information is necessary for evaluating a program or
activity of the public body,

e to an employee of a public body if the information is
necessary for a common or integrated program or
activity,

e to comply with a subpoena, warrant or order issued by
someone with authority to compel the production,

e if the head of the public body feels that compelling
circumstances that affect anyone's health or safety
exist,

e for the purpose of reducing the risk that an individual
will be a victim of domestic violence, if domestic
violence is reasonably likely to occur;

e to enable the next of kin or a friend of an injured, ill or
deceased individual to be contacted;
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e to a public body or law enforcement agency to assist
with an investigation,

See FOIPPA s. 33 for more information, and the exact

wording.

PIPA PIPA limits the disclosure of personal information,
identifying a number of circumstances under which it may
occur. These include:

e with consent of the individual,

e itisclearly in the interests of the individual and
consent cannot be obtained in a timely way;

e if necessary for the medical treatment of the
individual and the individual does not have the legal
capacity to give consent;

e if reasonable to expect that the disclosure with the
consent of the individual would compromise an
investigation or proceeding and the disclosure is
reasonable for purposes related to an investigation or
a proceeding;

e for the purpose of complying with a subpoena,
warrant or order issued or made by a court, person or
body with jurisdiction to compel the production of
personal information;

e to a public body or law enforcement agency to assist
with an investigation,

e if there are reasonable grounds to believe that
compelling circumstances exist that affect the health
or safety of any individual and if notice of disclosure is
mailed to the last known address of the individual to
whom the personal information relates,

e to enable the next of kin or a friend of an injured, ill or
deceased individual to be contacted;

e where authorized or required by law.

See PIPA ss.17, 18 for more information, and the exact

wording.

Consent Consent for the disclosure of information should be
informed, meaning the individual has been fully advised as
to the purpose for the disclosure of what information, and
to which parties.

See section 7, below.

6.2 To Whom Information can be The various provisions outlined in legislation will identify
disclosed to whom to whom the information can be disclosed. Certain
provisions indicate that it is to specific organizations or
bodies, while others indicate it may be to a person or any
person. The provisions should be reviewed to determine
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what the limitation is, to ensure the information is being
disclosed in compliance with the legislation. When relying
on consent for the disclosure, the entity should be named
or referenced in the consent form wherever possible. If
consent is to provide information to an agency, that
applies to whomever working in the agency requires the
information to provide or fulfill the outlined services or
purposes.

6.3 How Disclosure The member organizations will have determined if the

Occurs manner of sharing information is to be through access to a
platform/system/database, or by some other electronic or
other means.

Access through Access to the electronic platform/system is restricted to
electronic systems those organizations and their staff who have been
designated as authorized users. The staff are further
restricted to only accessing the information they require
to provide supports and services to the individuals they
are working with.

Email Information may be provided through some other means,
if sanctioned by the member organizations, such as by
email. However, given that email is inherently not secure,
any personal information sent that way should be within
an encrypted (preferred) or password-protected
attachment. Personal information, including the name or
other identifiers of individuals, should not be included in
the email body or subject line. Passwords should be
provided separately, and securely.

6.4 Copies Disclosing copies of | Where information/records are stored within an
records/ recorded electronic information system, they can be accessed by
information authorized users. If no system is in use, copies of records

or other documents, such as consent or other forms, can
be sent electronically if required under the circumstances,
with the appropriate safeguards in place (See Email, in 6.3,
above). Care must be taken to ensure only information
required and authorized to be disclosed is contained
within the copies of records when providing access.

7. Consent
7.1 Deemed Implicit vs. explicit By virtue of applying for various programs and services,
consent consent individuals may be providing an implied consent to the

collection of their information that is required in that
application. Providing Notice (See Notice 3.2, above) to
the individual about what information is required for the
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identified purpose is required when the information is
collected directly, at which point the individual may
choose not to pursue the application.
7.2 Informing Explaining why An explanation must be provided to individuals in a
consent consent is required manner they will understand that includes:

to collect and
disclose (share)
information

e What they are consenting to (collection or disclosure
of what information),

¢ To whom the information will be disclosed.

e Why the information is needed, and how it will be
used (should be related to the purpose and
objectives),

e Who they can talk to if they have any questions about
how the information will be used, or any other related
questions.

Explaining things properly and fully supports

transparency, and helps to establish trust, and to prevent

any of the scenarios in 7.8 through 7.11 (below) from
taking place. The explanations may have to be given more
than once, especially if the individual is anxious or in crisis.

7.3 Understanding

Assist the individual
to understand the
implications of
providing or not
providing their
consent

Information should be explained in a manner such that the
individual understands the implications are regarding
consent:

e Consenting means their information will be collected,
used, and shared with the agreed upon partners to
assess and provide them with services needed,

e Not consenting to collection means they may still
receive the services they need, but not in an efficient
or as effective a manner;

¢ Not consenting to sharing means approaching other
agencies individually and repeating their story.

7.4 Capacity

The individual
providing consent
must have the
capacity to
understand what is
required

The individual should be able to understand what they're
told. Wording may need to change or be reframed or
paraphrased to help them better understand; or there may
be a need for interpreter if language is an issue.

If the individual is under the influence of drugs or alcohol,
consent may not be valid and may have to be
revisited/confirmed at a point in the future.

If the individual is too young to understand the
implications of what consent means, or if they suffer
some form of condition that impacts their capacity to
understand, there may be a need to determine if someone
can legally act on their behalf, or if there is some other
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provision that authorizes the collection or disclosure of
their information.

7.5 Signature

Individuals must sign
the consent form

As with any records of decisions, there needs to be some
form of documentation that an individual has provided
their consent. The most obvious way is for the consent
form to be signed, a requirement under FOIPPA. “Consent
must be obtained in writing. Writing includes hard copy or
digital signatures as well as electronic actions that
acknowledge an individual is providing consent (e.g., an
action such as ticking an electronic check box).”4¢

PIPA allows for written or verbal consent. Written
consent includes electronic consent, but there is a need to
authenticate that the person signing the consent is who
they say they are. Verbal consent must be properly
documented.

7.6 Representative

Representatives
providing consent on
behalf of the
individual must have
the appropriate
authority

Privacy legislation requires a person representing another
to demonstrate their authority to act on behalf of another.
The authorities are identified in:

e FOIPPA Regulations ss. 3 and 4;

e PIPA Regulation ss. 2, 3),

7.7 Consent of a
Minor

Determining when
(age or other) a
minor can provide
their own consent,
or if there is a need
to obtain parental/
guardian consent?

When determining whether an individual has the capacity
to understand the implications of providing consent, staff
may get a sense of their capacity to understand what they
are telling them. Staff may also get a feel for what their
situation is, and what led to their being in the
circumstances they are.

Privacy legislation assumes that each individual has rights
and powers under the legislation, unless they do not have
the capacity to understand and apply those rights, or if
someone else has the authority to exercise those rights. A
child/youth who has the capacity to understand can make
their own decisions vis-a-vis their information, and a
parent does not necessarily take those rights over.

There is not a default requirement that the
parent/guardian of a minor child would always need to
provide consent for the disclosure of information about
the minor. There may even be situations where it is not in
the best interests of the minor to involve the parent, or

46 Guidance on Consent for Collection, Use and Disclosure of Personal Information:
https://www?2.gov.bc.ca/gov/content/governments/services-for-government/information-management-

technology/privacy/agreements-contracts/guidance-on-consent
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worse yet, the parent’s actions may have led, at least in
part, to the situation evolving as it has.

That said, it is often in the best interests of all to ensure
the parent is engaged in the discussions, as they may well
need to provide ongoing support or deal with the
consequences of whatever the situation is. In summary,
the child’s capacity to provide informed consent is not the
only factor to consider.

7.8 Denied
collection
consent

If the individual does
not provide consent
for the collection of
all or some of their
information

If the individual does not provide consent, it's important
to ensure they understand they may not be able to
participate in the processes being used by the
collaborative initiative, and while they may still be able to
receive services, they would need to go to each
organization individually and explain their situation.

If the individual provides partial consent, it's important to
ensure they understand there will be some limitations in
what services, if any, can be provided through the
collaborative initiative. For example, if they only consent
to their information being shared with one of the member
agencies, they will not be able to use the collaborative
initiative process for the other agencies.

7.9 Denied
consent for
disclosure

If the individual does
not provide consent

If the individual does not consent to any disclosure, then
their information cannot be disclosed, unless one of the
exceptions apply. (However, it is best to determine in
advance if consent is required or not. Asking an individual
for their consent, and then telling them the disclosure will
take place regardless if they advise they will not provide
their consent, is not appropriate, nor will it build trust.)
The individual should be advised again of the implications
of not consenting (e.g., limited services). They should also
be aware that there may be times when their information
needs to be disclosed, such as for dealing with risks to
health and safety, or where required or authorized by law,
but that should be explained in advance, prior to or in
conjunction with the request for consent. The potential
need to deal with risk situations should be explained. (See
also 1.6, 5.3)

7.10 Limited
consent

How to deal with
the individual
requesting that
information not be
disclosed to certain

Explore with the individual why they are making that
request. They may have had a bad experience with the
agency or someone from the agency previously, or heard
from someone who did. If there is likely to be benefit in
being able to refer the individual to that agency, it may be
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organizations, or worthwhile to discuss options to resolving the issue. If
only certain their concern is based on second-hand information, it may
information be fall into the urban-myth category, and it may be possible
disclosed to dispel the myth based on knowledge of that agency or

their staff, or advise that they may be better off to form
their own opinion, as the agency has some strong capacity
to provide some supports.

7.11 Withdrawn

consent

What to do if the
individual withdraws
their consent

If the individual wants to withdraw their consent, explore
with them the reasons for doing so, and explain to them
any implications. If the rationale has to do with a bad
experience, it may need to be followed up on, as it is
possible that an adverse incident is colouring their
perception of all the agencies.

The individual should also be advised that the withdrawal
of their consent will prevent any further sharing of their
information, but that actions already taken, and
information already shared, will not be undone.

If the individual is adamant in withdrawing their consent,
their choice is to be respected, and actioned
appropriately. That means pulling their consent, and likely
requires advising any member agencies that have relied
on the consent to access and disclose the individual’s
information. Information that has been stored on an
electronic information system for access by the members
may need to be removed, segregated, or in some manner
be made inaccessible going forward.

8. Information Management

8.1 Common
records and
storing
information

Common records

A ‘common’ record is one that multiple organizations or
member agencies rely on to inform their provision of
services or supports to an individual they are collectively
working with. The common record may take the form of
an actual form, a tool that is used to collect information,
or the entirety of the information stored within an
electronic information system the members can access.

8.2 Consent forms

Filing a consent form
and recording
relevant notes

The consent form is an important document that verifies
the authority for staff in the initiative to collect the
individual’s information. As a common record, it also needs
to be accessible to anyone who may require it to disclose
information. Along with the consent form, any relevant
notes or comments also need to be recorded and made
accessible to authorized users (e.g. any limitations posed
by the individual, or the recording of verbal consent).
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Once the consent form is completed, it may be uploaded
into the electronic information system, and managed in
accordance with the relevant policies and practices.

8.3 Content What information The member organizations may have determined what
should be recorded information is to be collected, and what is to be included
in the electronic information management system if one is
in use.

Individuals generally have a right of access to their
information, including the notes and observations that
others have documented about them, and the information
used to make decisions that impact them. It is important
to document properly. Using behavioural observations vs.
assumptions is a best practice. For example, it is better to
indicate that the individual was observed to be staggering
and slurring their speech, or having difficulty focusing,
rather than stating that they appeared to be intoxicated.

Information may also need to be collected during an
agency’s own intake process, and once an individual has
been accepted by a member agency for services, that
agency may collect additional information as per their
normal processes. Those collections are not covered by
this policy, although the information collected under the
initiative as listed above will likely supplement the
agency’s own collection.

8.4 Location Recording A determination should be made by the member agencies on
information in the where the personal and health information collected through
proper location the collaborative initiative should be documented. There may

be occasions where staff need to take some initial notes, that
then may be transcribed into the official record/file.
Afterwards the initial notes could be deemed transitory and

disposed of.
8.5 Copies Keeping copies of A determination should be made by the member agencies on
information how the information is to be accessed and managed. If it is

meant to be stored and used only through an electronic
information management system, or if it is meant to be
available and potentially copied into other systems should be
clear.

The information collected through the collaborative
initiative is collected for the purposes of facilitating a
more comprehensive and collective response and support
to the individuals it pertains to. All information collected
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under the Initiative must be maintained in a secure
manner, including copies of that information.

Agencies that access and pull information out of the

system (i.e. make copies) should be readily identifiable, as
the individual has a right to know who has accessed their
information, and where they can access their information

themselves.
8.6 Additional Managing Information that is not required and deemed superfluous
Information unnecessary is not authorized to be collected, and should not be
information documented or otherwise recorded. If provided by an

individual, it should be returned or disposed of, with an
explanation provided, as appropriate.

8.7 Transitory Defined Transitory information refers to information that has no

Information value to the individual or the services being provided.
Examples can include the initial notes taken by a staff
person that are subsequently uploaded to an electronic
information system; or the notes someone takes at a case
conference or meeting, which are only meant to be used
until such time the official record is available. Once they
are uploaded or created, the notes should be disposed of
in keeping with any retention and disposition
requirements, generally immediately.

8.8 Retention Information to be Privacy legislation generally requires information to be
retained retained for a minimal period of time if it has been used to
make a decision that impacts the individual it pertains to.
(Note that even a decision not to provide services impacts
the individual.)

The retention period should be from the point that the
record is no longer active (the entire record, not just the
volumes if in hard copy). Once that period comes to an
end there should be a disposal process in place. (See
Disposal, below)

A determination should be made by the member agencies on
what the period of time the information is to be retained for.
This may be set out through legislation or policy of a lead
organization.

8.9 Disposal How information is Information must be managed appropriately throughout
to be disposed of its lifecycle. That includes information that has been
when not required deemed not relevant or no longer required. Whether

information has been recorded on an electronic
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information system, or in hard copy, or both, it must be
disposed of in a secure manner at the end of its required
retention period.

8.10 Documents

Documents provided
by the individual

A determination should be made by the member agencies on
what if any records may be required from or about an
individual, and how they are to be managed.

If documents are required from an individual, hard copy
(e.g. paper) records can be copied and stored, whether in
hard copy or electronically, then returned. If they are
electronic (soft copy), they can be uploaded

Note: Care should always be taken to ensure that the
source of any electronic documents, especially in the form
of attachments are safe, before opening them.

8.11 Corrections

Dealing with
correction requests

Privacy legislation requires organizations to keep
information as accurate and complete as is reasonable,
given the purposes for which it is collected and used. If an
individual indicates that the information that has been
collected is not accurate, there is an obligation to correct
it. Note that this applies to factual information only, not to
opinions about an individual.

If the individual requests a correction while their
information is being collected and recorded, and they
have presented the accurate information, the necessary
adjustments can readily be made. However, if the
information has been previously recorded, the information
should be corrected, and accompanied by a notation that
it has been. The member agencies may have identified a
person or area responsible for corrections, as well as
processes to be followed such as when the information
was documented by another organization. Where other
organizations have accessed or used the information, they
should be advised of the correction.

In a situation where the individual is requesting a change
to non-factual information, such as an opinion, an
annotation should be made, indicating what the individual
is requesting, but the opinion should not be changed.

9. Access

9.1 Information
(User) Access

Accessing required
information

User representatives for member organizations should be
provided credentials that allow their access to the
appropriate electronic information management system.
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Authorized users are permitted to access the system and
the information they require of the individuals they are
providing services to. That means accessing only the
information of the individuals that have been assigned to
the user within the user’s organization. Once authorized
(such as through the initial Consent form signed by the
individual) additional authority should not be required.

9.2 Unauthorized Reporting The member organizations and their staff are working
Access unauthorized/ together as part of a larger collaborative to ensure the
inadvertent access individuals receive supports in as comprehensive and

effective a manner as possible. All members have a role in
ensuring the personal information of those individuals is
managed in a secure and privacy conscious manner. This
means taking the steps necessary to prevent unauthorized
access and use. It's important to note that unauthorized
access can also create risk situations that can impact the
safety of individuals.

Users are to report situations if they become aware that
someone has accessed or tried to access information
without permission/authority. This includes situations
such as phishing or other electronic malware attacks. As
well, situations where there may have been an
inadvertent disclosure by a user, such as through
misdirected mail or email must be reported. Reports
should be made to their manager and to the security lead
for the collaborative initiative.

It is the policy of the collaborative Initiative to investigate
breaches. The responsible area (to be identified by the
member organizations) will conduct the review, and report
to the Office of the Information and Privacy
Commissioner where appropriate/necessary. As well, a
determination will be made if the breach should be
reported to the individual(s) whose information may have
been inappropriately accessed.

If the user or someone they know has inadvertently
accessed information without authority, that should also
be reported. Errors made while acting in good faith will
not be dealt with in any punitive manner, and by bringing
them to the attention of the designated Lead, it allows a
review of what may have gone wrong (e.g. system errors).
As well, decisions must be made if there is a need to
advise the individual to whom the information pertains of
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the potential breach. Situations such as these should be
reviewed on a case-by-case basis.

9.3 Shared Access Sharing access Access is not allowed to be shared with a user’s co-
worker or any other person. The use of credentials is
limited to the user as the assigned person. When the user
signs on to an electronic system with their credentials,
they are confirming that they are the authorized user. Any
actions taken or any information access is attributed to
those credentials, so in turn, they are deemed to be the
person responsible for those actions and information
access. Users are required to appropriately safeguard
their credentials in order to preclude the potential for
unauthorized use or access. Should other staff in the
organization require their own credentials, that should be
discussed with their manager/agency liaison who would
make the necessary arrangements, if appropriate.

There may be situations where more than one staff from
an agency is involved with supporting an individual. Their
roles should be clearly laid out, and their access should be
consistent with those roles.

9.4 Client access Client access to their | One of the underlying tenets of privacy legislation, is the
own information right of an individual to manage their own information.
This is generally by providing consent, or by agreeing to
the use of their information by pursuing an application
following being provided proper Notice. This supports
them to provide input on who can access the information.

This right of ownership also includes their ability to access
their own information held by others, subject to limited
and specific exceptions. Most, if not all, of the information
collected from an individual can likely be provided back to
them, and dealing with access requests informally is often
the most appropriate and simplest. For example, if the
individual provides information that is used to complete
any collection forms or the Consent Form, copies of the
forms can be provided. Similarly, when a document is
required, it is generally appropriate to make a copy and
return the original.

Formal requests for | If an individual makes a formal (written) request for their
access information/ records under legislation, direct them how to
or make the request, or submit the request on their behalf
to the designated lead.
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10. Security

10.1  Obligations | Shared responsibility | Everyone involved in the provision of services through the

collaborative initiative who has a role in managing the

personal information of others has an obligation to help
protect the information, including:

e Protecting the credentials provided as a user to access
the electronic information system, not sharing them or
storing them where they may be accessible to others;

e Ensuring that access to the system is not left
unattended;

e Ensuring information is not copied, stored, or
transmitted in an unsecure manner, including the use
of email or messaging, without the appropriate
safeguards;

e Reporting any instances of unauthorized access, or
potential breaches of privacy or security;

e Not discussing situations involving clients or their
information in open or public settings;

e Adhering to all security requirements (See Appendix I:
Security Measures)

10.2  Working Additional Staff working remotely, whether in the field or from
from Home/ requirements home, have an obligation to take the steps necessary to
Remotely protect and manage the personal information of others in

a secure and confidential manner, ensuring other persons
cannot access that information, even if inadvertently.
Those steps include paying attention to:

¢ Orienting screens so to not allow others to view them;

e Clearing the device’s cache after a session, so that the
information cannot be accessed by another user;

e Turning off microphones and cameras when not
intentionally in use;

e Transporting laptops or other devices securely when
travelling. For example, leaving a device locked in a car
where it may be seen is not sufficient, even if left in a
bag on the floor of the car. It should be locked in the
trunk at a minimum, or taken with you.

10.3 Use of Additional When staff are permitted to use their own devices, they
personal devices | requirements have a heightened responsibility to ensure the
(BYOD) appropriate level of protection, including:

e Appropriate safeguards such as firewalls, anti-virus
protection, use of a VPN (virtual private network)
where appropriate;

e Updating software as it becomes available, as updates
often deal with additional security safeguards;
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Ensuring other users who might share the device do
not have access to any information or systems, putting
in place the use of separate user profiles where
necessary or appropriate;

Not storing any personal information of others on the
device, using wipe software for the deletion of any
information that has been stored.
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Preamble

Whereas each party is involved in the <Identify the community or area where services are being
delivered> delivering or assisting in <identify the services to be delivered to individuals and families>;

And Whereas the parties recognize the services they provide can be better coordinated and delivered
through collaboration and integration, to achieve <Identify the outcomes or objectives> for individuals,
families and the community;

And Whereas in order to deliver coordinated services information about individuals will need to be
collected, used and disclosed amongst the parties;

And Whereas the parties wish to put into place this Agreement governing the processes for such
information sharing, including the collection, use, disclosure and protection of such information;

Therefore the parties agree as follows:
1.0 Definitions

In this Agreement:
1.1 “Agreement” means this Agreement, including any Schedules;

1.2 “Collaborative or integrated services” means the delivery of services across the parties that are
delivered in a collaborative manner, where the parties are working together towards common goals
with the supported individuals and families;

1.3 “Common or integrated program or activity” means a program or activity that
(a) provides one or more services through
(i) a public body and one or more other public bodies or agencies working collaboratively, or
(ii) one public body working on behalf of one or more other public bodies or agencies, and
(b) is confirmed by regulation as being a common or integrated program or activity

1.3 “Information” means:
(@) any personal information about an identifiable individual collected by a party under this
Agreement;
(b) any personal health information about an identifiable individual collected by a party under this
Agreement; and
(c) any non-identifying information collected by a party under this Agreement;
contained in a party’s possession or control;

1.4 “personal health information” means recorded information about an identifiable individual that is
related to the individual’s health or the provision of health services to the individual as defined by
the E-Health Act:

1.5 “personal information” means personal information about an identifiable individual as defined by
the Freedom of Information and Protection of Privacy Act, the Personal Information Protection Act,
or the Privacy Act (Canada).




1.6 “responsible party” means a party who has been identified as having a role to play in the
assessment and delivery of services to an individual or family through the collaborative/integrated
service.

2.0 Purpose

2.1 The parties agree to co-operate in the delivery of collaborative or integrated services to individuals
and families in the <identify geographic or other location> designed to benefit the <health, safety,
welfare and well-being of individuals and families>. These services will include:

(a) identifying situations and providing supports and services where there would be a benefit to
addressing the particular needs of <identify target population or sector...> through a
collaborative approach to the delivery of appropriate <identify services and resources> provided
by the parties; and

(b) specific and limited research and analysis of non-identifying data to identify

issues within the community, and recommend changes to address those issues through
longer term initiatives, strategies or systemic changes. <optional, adjust as required>

This Agreement sets conditions on the collection, use or disclosure of Information by the parties for the
purpose of assessing, planning and delivering collaborative or integrated services.

3.0 Collection, Use and Disclosure of Information

3.1 Each party is responsible for the personal and personal health information that it collects in the
course of performing the services, duties or functions of that party.

3.2 All Parties agree that the following will apply to all personal and personal health information
collected under this Agreement:

(a) no party will collect or record personal or personal health information unless it is required to
provide services or determine if a service should be provided;

(b) personal and personal health information which is collected will be used solely for the purposes
for which it was collected under this Agreement and for no other purpose unless:

(i) the party is subject to, and such use is specifically authorized under, the Freedom of
Information and Protection of Privacy Act;

(i) the party is subject to, and such use is specifically authorized under, the Personal
Information Protection Act;

(iii) the party is subject to, and such use is specifically authorized under, the E-Health Act; or

(iv) the party is subject to, and such use is specifically authorized under the federal Privacy Act;

(v) the party is subject to, and such use is specifically authorized under, the Personal
Information Protection and Electronic Documents Act; or

(vi) the individual to whom the information pertains has consented to the use;

(c) personal and personal health information disclosed to and collected by a party will become part
of the records of that party;

(d) a party agrees to keep personal and personal health information disclosed to it confidential and
will not further disclose it except as required to fulfill the purpose of this Agreement and for no
other purpose unless:

(i) the party is subject to, and such use is specifically authorized under, the Freedom of
Information and Protection of Privacy Act;
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(ii) the party is subject to, and such use is specifically authorized under, the Personal
Information Protection Act;
(iii) the party is subject to, and such use is specifically authorized under the federal Privacy Act;
(iv) the party is subject to, and such use is specifically authorized under, the Personal
Information Protection and Electronic Documents Act; or
(v) the individual to whom the information pertains has consented to the disclosure;
3.3 Each party agrees to disclose specific and limited personal and personal health information with
another party to assist that party to carry out the purpose of this Agreement and to assist in the
provision of services to a subject individual or that individual’s family, in accordance with the following:
(a) if the party is subject to the Freedom of Information and Protection of Privacy Act (FOIPPA),
i.  sections 33(2)(c), (d), (e), (h), (i), (j), (k), (I); 33(3)(a)(i), (b), (c), or (d) and
ii. sections 11 of the FOIPPA Regulation, or
(b) if the party is subject to the Personal Information Protection Act
i.  section 17(a), (c), 18(1)(a), (b), (c), (i), (i), (k), (1), (0); or
(c) the Child, Family and Community Service Act,
i.  section 33(2)(c), (j), (k), (p), (x) of the Freedom of Information and Protection of Privacy
Act;
ii.  section 33(3)(b), (g), (h) of the Freedom of Information and Protection of Privacy Act; or
iii. section 7; or
(d) if the party is subject to the (federal) Privacy Act,
i. section 8; or
(e) if the party is subject to the Personal Information Protection and Electronic Documents Act
i section 6.1, Schedule 4.3,
ii. section 7(3).

3.4 All Parties agree that personal and personal health information disclosed will be limited to that
which is necessary for the Receiving Party to know for the assessment and provision of services.

4.0 Case Management Committee (CMC) Meetings and Plans <Delete if not Required>

4.1 The Parties will assign specific staff to attend Case Management Meetings. All personnel being
assigned by a Party will be employees or service providers:
(a) involved in delivery of program services provided by that Party applicable to the collaborative or
integrated services to be provided under this Agreement; and
(b) have completed access and privacy training or if not, will do so prior to having access to any
personally identifying information; and
(c) have been oriented to the requirements pertaining to the management of personal and
personal health information outlined in this agreement.

4.2 The purpose of the Case Management Meetings is to provide a forum where participating parties
can jointly assess and provide direction regarding the needs of an individual, and develop a coordinated
case management plan. A meeting will occur:
(a) when an individual has been assessed by one of the parties as being in need of supportsin a
number of areas; and
(b) where the individual consents to, or where it may be in their best interests to participate in the
collaborative or integrated service delivery approach to address their needs; and
(c) when a Coordinated Case Management Plan may be required.
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4.3 Case Management Meetings:
(a) may be scheduled:
(i) onaregular basis, involving personnel from all participating parties, to which situations
would be brought forward as required; or
(ii) may be scheduled as needed, once a situation is identified as requiring coordinated case
management;
(b) may be held in person, or virtually, or a combination of both, as required;
(c) will, where deemed appropriate for the situation, result in the development of a coordinated
case management plan, such plan:
(i) to be developed jointly and signed by the parties that have agreed to take on an area of
responsibility in supporting its execution,
(i) to be maintained in such location as to be available for the responsible parties,
(iii) to be accessed only by the identified responsible parties,
(iv) to be updated as actions are taken or as otherwise required, and
(v) to be closed once the identified goals have been met, or where circumstances have changed
such that the plan is no longer appropriate, and cannot be modified to address the changes.

4.4 Participation in the Case Management Meetings may include personnel from all parties, and
specifically personnel from parties who are deemed to be able to assess and deliver services
required by the individual or family.

4.5 The Coordinated Case Management Plan referred to in 4.2(c) shall contain the following information:

(a) name, contact information of the subject individual;

(b) date of birth;

(c) gender;

(d) information regarding the subject individual that has led to the determination they are in need
of supports, including issues, supports, and factors that may place the individual at risk;

(e) the party that referred the situation to the Case Management Meeting;

(f) the services that are to be provided;

(g) the party that will be responsible for leading service delivery and the parties involved in service
delivery; and

(h) whether consent of the subject individual has been obtained for collection, use and disclosure of
personal information.

4.6 The Coordinated Case Management Plan will be created by participating parties and will be stored
and maintained by <identify where a plan will be located/maintained>. |dentified/signatory parties are
authorized to maintain a copy of the coordinated case management plan to track their progress,
providing updates as required to all responsible parties.

4.7 Personally identifying information of individuals for whom coordinated case management plans
have been developed may be linked and used for the following purposes, in support of the services
as outlined in this agreement:

(a) evaluation of the specific services being provided to the individual in order to track and manage
progress in achieving the goals outlined in the plans; or
(b) evaluation of the overall effectiveness of the collaborative approach, on a population trend
basis, subject to the following:
(i) once the data is linked, identifiers must be removed in such manner that the data is not
identifiable, rendering it anonymous;




(ii) to beusedin an aggregate form;

(iii) only participating members of the <Identify the name of a data management committee or
area identified as responsible for this area> may use the de-identified or aggregate
information for the purposes of data management, data linkage and analysis, including but
not limited to supporting, reviewing, evaluating and improving the quality of the
collaborative or integrated services approach.

(iv) no party will attempt to re-identify de-identified or aggregate information;

(v) the de-identified or aggregate information shall not be provided to a third party unless such
is provided for in this Agreement or authorized by law.

5.0 <Advisory/Coordination/Management (ACM) Committee Meetings>

<Comment: This section may not be required or may need to shift depending on the structure required to support
the collaborative partnership.

If it is used, need to identify the committee’s name as well as its purpose or role, and level of personnel required.
E.g. if advisory or direction setting, likely need supervisory or management level participation.

If it is not used, there needs to be some mechanism that outlines the governance/decision-making
authority.>

5.1 The Parties will assign specific staff to attend <Name of Committee> Meetings. All personnel being
assigned by a Party will be employees or service providers:

(a)
(b)
()
(d)

involved in managing or supervising programs/services provided by that Party applicable to the
collaborative or integrated services to be provided under this Agreement; and

have completed access and privacy training or if not, will do so within three months of the date
they are assigned, and prior to having access to any personally identifying information;

have been oriented to the requirements pertaining to the management of personal and
personal health information outlined in this agreement; and

are authorized to make recommendations (or decisions) on behalf of their organization relative
to this Agreement.

5.2 The purpose of the <Name of Committee> Meetings is to provide a forum where member parties

will:

(a)

(b)
(c)
(d)

jointly assess and provide direction regarding the delivery of the collaborative services by the
parties;

provide guidance on issues brought forward by the Case Management Committee;

review and evaluate progress of the initiative; and

recommend (or decide on) changes to the collaborative approach as required, based on the
reviews and evaluations vis-a-vis stated objectives.

5.3 <Name of Committee> Meetings will be managed as follows:

(a)
(b)
()
(d)

Meetings will be scheduled on a regular basis, involving personnel from all member parties;
Meetings are chaired by .

Meetings may be held in person, or virtually, or a combination of both, as required;
Meetings will not involve discussions of or access to the identifying information of individuals
receiving services through Coordinated Case Management, except where:

(i) problem resolution requires escalation to the level of this committee; and
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(ii) only the responsible parties involved are present for the discussion or have access to the
identifying information;

(iii) Where there may be benefit for having input from non-involved/responsible parties present
for the discussion, they are not to have access to identifying information, including through
the discussions.

(e) Minutes will be recorded, and are not to include information that may identify individuals being
provided services.

6.0 Responsibilities, Dispute Resolution and Costs

6.1 Responsibilities

Each party shall be responsible for the actions of its employees and service providers with respect to the
collection, use and disclosure of the personal information and personal health information that is
governed by this Agreement and related de-identified or aggregate information.

6.2 Dispute Resolution
(a) Inthe event of a dispute between the parties with respect to the meaning and intent or any
conflict, uncertainty or ambiguity in this Agreement, the senior management for each of the
parties shall consult as to an appropriate resolution of the dispute.
(b) During the resolution of the dispute mentioned in subsection (a), the parties shall make
reasonable efforts to minimize and mitigate any costs or delays associated with the resolution of
the dispute.

6.3 Costs
Costs incurred by a party pursuant to this Agreement shall be the responsibility of that party.

7.0 Administrative, Technical and Physical Safeguards

7.1 Each party shall protect the Information which is in its possession or control pursuant to this
Agreement according to its policies, procedures or guidelines regarding how it will maintain
administrative, technical and physical safeguards for such information.

7.2 If a party does not have policies, procedures or guidelines mentioned in subsection (.1) that party
shall create or adopt policies, procedures or guidelines <within 3 months of entering into / and prior to
having access to any personally identifying information through> this Agreement.

7.3 The administrative, technical and physical safeguards mentioned in subsection (1) must:
(a) Protect the integrity, accuracy and confidentiality of the Information;
(b) Protect against any reasonably anticipated:
(i) Threat or hazard to the security or integrity of the Information;
(ii) Loss of the Information; and
(iii) Unauthorized access to or use, disclosure, modification or deletion of the Information.

7.4 Where personally identifying information is maintained in a central repository or system for access
and use by participating parties, the repository will be managed by <Identify responsible party> in such
manner that:

(a) the repository meets all of the technical safeguards required as noted in 7.3 above;

(b) only those parties authorized to access it are able to.




8.0 Incident Management

8.1 Each party shall respond to an event of inappropriate collection, accidental or unauthorized access,
use, disclosure, modification or deletion of personal information or personal health information
according to its policies, procedures or guidelines for incident management. Such policies will include
the notification of the individual of such incident unless the party involved is of the view that such could
result in harm to any person.

8.2 If a party does not have policies, procedures or guidelines mentioned in subsection (.1), that party
shall adopt or create policies, procedures or guidelines <within 3 months of / or prior to> entering into
this Agreement.

8.3 In the event of accidental or unauthorized access, use, disclosure, modification or deletion of
information, including de-identified or aggregate information, the party responsible shall promptly:
(a) notify all of the other parties of the event;
(b) take all reasonable steps to contain the disclosure; and
(c) take all reasonable steps to prevent a recurrence of the event.

8.4 Where personally identifying information is maintained in a central repository for access and use by
participating parties, incident management will also apply in like manner to the information stored
therein, with the following requirements:
(a) steps will be taken as required to prevent any further unauthorized access, as required;
(b) the incident will be reported to all members of the (ACM) Committee;
(c) adetermination will be jointly made by the (ACM) Committee on the steps to be taken
regarding reporting of the incident.

9.0 Retention and Disposition

9.1 Retention

(a) Each party shall retain the Information according to its policies, procedures or guidelines
regarding retention periods.

(b) If a party does not have policies, procedures or guidelines mentioned in subsection (a), that
party shall exercise due diligence in adopting or creating policies, procedures or guidelines, in
keeping with the standards outlined in the adopted framework.

(c) The policies, procedures or guidelines mentioned in subsection (a) must ensure the Information
stored in any format is retrievable, readable and useable for the full retention period.

(d) Where personally identifying information is maintained in a central repository for access and
use by participating parties, retention of records will be managed in accordance with (c), with
the following provisions:

(i) Personally identifying information will be kept for a period of <Identify the agreed
upon/legislated time frame> years;

(ii) Non-identifying information will be maintained for an additional </dentify the agreed
upon/legislated time frame> years to enable ongoing trend analysis. <If required>

9.2 Disposition
(a) Each party shall dispose of the Information in a secure manner and according to its policies,
procedures or guidelines.




(b) If a party does not have policies, procedures or guidelines mentioned in subsection (a) will be
disposed, that party shall exercise due diligence in adopting or creating policies, procedures or
guidelines.

(c) The policies, procedures or guidelines mentioned in subsection (a) must state how the
Information will be disposed of in a manner that protects the privacy of the subject individual.

(d) Where personally identifying information is maintained in a central repository for access and
use by participating parties, disposition of records will be completed in such manner that it
protects the privacy of the subject individual, managed in accordance with (c).

10.0 Access Requests

10.1 Each party shall follow its own process to be used in responding to an access request made by a
subject individual for her or his information.

10.2 If a party does not have a process mentioned in section 10.1, that party shall create a process
within 3 months of entering into this Agreement which is consistent with access to information
legislation applicable to that party.

10.3 Where personally identifying personal information is maintained in a central repository for access
and use by participating parties, access requests will be managed by <Identify the responsible
party/area> as per the following:

(a) Consultation will take place with the parties responsible for the provision (disclosure) of the
individual’s information. If the providing party is of the view the information should not be
disclosed, they should identify the (legal) rationale, and be prepared to assist in defending that
decision, should there be a challenge.

(b) Alternatively, the individual may be directed to contact the providing organization for access to
specific information/records.

11.0 Accuracy

11.1 Each party shall use reasonable efforts to ensure the completeness and accuracy of personal and
personal health information collected, used or disclosed pursuant to this Agreement.

11.2 It is understood and agreed that the parties cannot guarantee the accuracy and shall therefore not
be held responsible for any damage to the other party resulting from the collection, use or disclosure of
any personal and personal health information that is inaccurate, incomplete or out-of-date.

11.3 Each party shall correct any inaccuracies of personal and personal health information collected,
used or disclosed pursuant to this Agreement.

11.4 Should a subject individual indicate to a Party that personal and personal health information
collected by that party is incorrect, that Party shall, and in keeping with the party’s applicable legislation:
(a) correct the information and advise any other Parties of the need to correct their information

should they have the same information, if the Party agrees that the information is incorrect; or
(b) make a notation on the record that the subject individual requested a correction, where the
Party is not satisfied that the information is incorrect;
(c) opinions and other non-factual information cannot be corrected, so a notation on the record
should be made indicating the request of the subject individual for a correction.
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12.0 Indemnification <Delete if not required>

12.1 Subject to section 12.2, each party agrees to indemnify and save harmless all of the other parties
and all of its employees, agents, volunteers and contractors from and against any damages, costs, losses
or expenses or any claim, action, suit or other proceeding which they or any of them may at any time
incur or suffer as a result of or arising out of any injury or loss which may be or be alleged to be caused
by or suffered as a result of the acts or omissions of the other parties and its employees, agents,
volunteers and contractors relating to, attributable to or in connection with the performance of this
Agreement.

12.2 Each party agrees to give notice to the other parties of any claim, action, suit or proceeding relating
to or in connection with the management of the information that is the subject of this Agreement. Each
party must, at its own expense and to the extent reasonably requested by the other parties, participate
in or conduct the defense of any such claim, action, suit or proceeding and any negotiations for the
settlement of the same, but one party will not be liable to indemnify the other party or any other
indemnified persons for payment of settlement of claim, action, suit or proceeding unless the other
party has given prior written consent to the settlement.

13.0 Review of Agreement

13.1 The parties shall, on a periodic basis, review the Agreement, and the policies, procedures and
guidelines mentioned in it, to ensure it is up-to-date and being followed.

13.2 Such reviews are to minimally occur and be reported on, on an annual basis.
14.0 Amendments

14.1 At any time during the term of this Agreement a party may, by written notice to all of the other
parties, request changes to the Agreement.

14.2 Amendments requested pursuant to section 14.1 which are acceptable to all of the parties must be
set out in a document executed by all parties and attached as an additional Schedule to this Agreement,
whereupon this Agreement must be deemed to be amended in accordance with the provisions of such
Schedule.

15.0 Application / Assignability

15.1 This agreement applies to all signatory parties, including their employees and contracted service
providers involved in the delivery or management of services under this Agreement.

15.2 By signing this Agreement, a party commits to the terms herein, and the responsibility of ensuring
its employees and contracted service providers involved in the delivery or management of services
under this Agreement.

15.3 This Agreement or any part hereunder, or any actual or any beneficial interest herein, shall not be
assignable by the record holder without the written consent of all of the parties.




(3% CONVERGE

16.0 Withdrawal

16.1 Subject to section 16.3, a party may withdraw from this Agreement by providing ___ (days)
(months) written notice to all other parties of its intent to do so.

16.2 The obligations created by Articles 3.0, 4.0, 5.0, 7.0, 8.0, 9.0 and 10.0 in relation to the Information
will continue to apply to any party that withdraws from this Agreement under section 16.1.

16.3 Where the <Identify the party should this clause be required E.g. if party‘s continued involvement is
critical to the collaboration> is the withdrawing party, this agreement will terminate and the provisions
of Article 17.0 will apply.

17.0 Termination
17.1 The parties may agree to terminate this Agreement.

17.2 In the event that this Agreement is terminated, the obligations created by Articles 3.0, 4.0, 5.0, 7.0,
8.0,9.0 and 10.0 in relation to the Information will continue to apply to the parties.

18.0 Coming into force

18.1 This Agreement comes into force on the date that the last of the Parties have executed this
Agreement and remains in force until it is terminated in accordance with Article 17.

19.0 General

19.1 Any notice, amendment, request or communication pursuant to this Agreement must be in writing
and must be delivered or mailed to all of the other parties:

in the case of the [name party]:

Name, Position

Branch/Area

Division [if applicable]

Organization

Address

19.2 This Agreement and its Schedules shall constitute the entire Agreement of the parties and
supersedes all previous agreements between the parties, which relate to the collection, use and
disclosure of information and de-identified information covered by this Agreement.

19.3 The headings used in this Agreement are for convenience only and are not to be used in the
interpretation of the Agreement.

19.4 This Agreement shall be governed by and interpreted in accordance with the laws in force in the
Province of British Columbia.
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20.0 Signatures, Signing Dates and Appendices

Agreed to behalf of the [name party] this day of

(Witness Signature)

(print name)

Agreed to behalf of the [name party] this day of

(Witness Signature)

Agreed to behalf of the [name party] this day of

(print name)

,20

(Signature)

(print title)

,20__

(Signature)

,20

(print title)




Appendix E2: Agreement Under an HIB — British Columbia Back

(may be used in support of Health Information Bank participation/disclosure)

The E-Health Act authorizes the establishment or designation of a database that holds personal health
information as a Health Information Bank (HIB). The HIB must be in the control of a health care body (as
defined), which may include bodies other than the ministry, and both the Designation Order and the HIB
must adhere to the requirements as set out in the Act.

The Designation Order must identify (among other things):

e the type and nature of personal health information contained in the bank, which is defined to mean
recorded information related to the individual’s health or the provision of health services to the
individual. That may include information related to wellness and the social determinants of health if
deemed relevant, and as such must be articulated in the Designation Order;

e the purpose(s) for which personal health information may be collected and used;

e the purpose(s) for which personal health information may be disclosed;

e Who is authorized to collect, use, and disclose the personal health information held in the bank.

The personal and health information may be used for the following purposes:
e to identify individual(s) who require or are receiving health services;

to provide health services, or facilitate the care of an individual(s);

to identify who is providing the health services;

to assess or address public health needs;

to engage in system health planning, management, evaluation ...;

e among others.

Access to and disclosure of the personal health information contained in an HIB must be enabled

through the use of an information sharing agreement. An agreement may include the following

organizations:

e an agency or ministry of the government of British Columbia, of another province or of Canada,
including a Crown corporation;

e a health care body;

e an Indigenous governing entity, an educational body or a social services body, as defined in FOIPPA,

e apublic body in another jurisdiction of Canada that is equivalent to one described (above 2 bullets);

e a health service provider;

e (See section 19 of the Act for a complete list)

Given the above, there may be situations where the designation and implementation of an HIB would
support effective service delivery provided by various organizations who have come together in a
collaborative or integrated service delivery approach that necessitates the use of and access to an
electronic database. The agreement must adhere to the requirements as outlined in the Act. The
template in Appendix E1 can be modified to meet the requirements once a Designation Order has been
developed and approved.
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Appendix F- Sample Consent Forms — British Columbia Back

As noted, the consent requirements are set out in legislation. The FOIPPA Regulations set out specific
requirements that must be met when obtaining consent for the disclosure of personal information. For
this reason, and given that many collaborative service delivery circumstances may involve organizations
that are subject to FOIPPA, the enclosed sample consent form templates meet those requirements.

Requirements under FOIPPA:
33 (2)A public body may disclose personal information in any of the following circumstances:
(c) if the individual the information is about has identified the information and has consented, in the
prescribed manner, to the disclosure;
FOIPPA Regulations:
11 (1) For the purposes of sections 26 (d), 32 (b) and 33 (2) (c) of the Act, consent must
(a) be in writing, and
(b) be done in a manner that specifies
(i) the personal information for which the individual is providing consent, and
(ii) the date on which the consent is effective and, if applicable, the date on which the consent
expires.
(2) In addition to the requirements of subsection (1) of this section, for the purposes of
(d) section 33 (2) (c) of the Act, consent must be done in a manner that specifies
(i) to whom the personal information may be disclosed,
(ii) if practicable, the jurisdiction to which the personal information may be disclosed, and
(iii) the purpose of the disclosure of the personal information.

A best practice is to ensure the organization sets out how it will manage consent, use a form that meets
the requirements of FOIPPA, with the appropriate processes in place to authenticate and manage the
information.

Sample Forms:

The sample templates included here have incorporated the above requirements, and in addition, outline
the provisions under other legislation that they are authorized under. If there are no certain types of
organizations not involved in the collaborative approach, and those provisions are therefore not being
depended on, they may be removed from the consent form. Organizations that adopt these forms
should ensure they are adjusted to their particular circumstances(s). In addition, they may choose to
place their logos on the forms so to be more transparent.

Sample 1: Simple consent
Useful for many common consent situations, especially where consent may be on a one-to-one basis.

Sample 2:

Consent for the disclosure of information to/between multiple organizations working collaboratively,
where the client can specify which organizations they are consenting to. The consent would only be
valid for organizations that have been consented to by the client, and only if they are providing a
service.
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Sample 3:

Consent for the disclosure of information to/between multiple organizations working collaboratively,
where the specific services are listed by organization. This form of consent may be useful to assist
organizations and the client identify which organizations to refer the client to.

Sample 4:

Consent for the disclosure of information to organizations working together to provide seamless,
integrated services. Disclosure is deemed to be to all of the organizations, provided that the
organizations have enabled an integrated service delivery process.
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Sample 1: Consent to Disclosure for the Purposes of the Collaborative

CONSENT TO DISCLOSE INDIVIDUALLY IDENTIFYING PERSONAL AND/OR HEALTH INFORMATION

Authorized by and in accordance with:

e The Freedom of Information and Protection of Privacy Act (FOIPPA) s.33(2)(c) and s.11 of the FOIPPA Regulation
e The Personal Information Protection Act (PIPA) 5.6, 7

e The Personal Information Protection and Electronic Documents Act (PIPEDA) s.6.1, Schedule 1(4.3)

e The Privacy Act 5.8

Full Legal Name:

Client Information:
Also Known As:

| authorize the following personal and/or health information: (description of the information)

to be disclosed by: (name of organization(s))

to: (name of recipient/role/organization)

for the following purpose(s) (how the information will be used):

I understand why | have been asked to disclose my individually identifying information, and am aware of the risks and
benefits of consenting, or refusing to consent, to the disclosure of my individually identifying information. |
understand that | may revoke this consent in writing or electronically at any time.

Effective Date: Expiry date (valid for 2 years if no date provided)

Signature of client/authorized representative. * X

*|f you are signing as an Authorized Representative on behalf of the client, please provide:

Name:
Source of Representative’s Authority:

Relationship to client if confirming to be the nearest relative:

The information collected on this form is collected for the purposes outlined herein, under the authority of: FOIPPA
s5.26; PIPA s.6; PIPEDA Sched.1, 4.3; Privacy Act s.4. If you have questions about the collection and use of the
information on this form, contact <insert title, business address and phone number >.
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Instructions for the completion of the Sample 1 Consent Form:
This Consent Form can be adapted by the following steps.

1. Identify in the Title the Name of the Organization or Collaborative Partnership if there is one.

2. Remove any references to legislation where it is not applicable. For example, if personally identifying
information is not going to be collected by or disclosed with a federal government institution, the references to
the Privacy Act can be removed.

3. Inthe “description of the information”, list or insert the type of information the consent is meant to authorize
disclosure of.

4. Inthe “name of organization(s)”, list or insert the organization or organizations from whom the information is
being sought.

5. Inthe “name of recipient / role / organization”, list or insert the organization or organizations that are seeking
the information, or to whom the information is to be disclosed.

6. Inthe “how the information will be used”, identify for what purpose the information is to be used.

7. Inthe Collection statement at the end of the form, insert the title, business address and phone number of a staff
member who is able to respond to any questions regarding the collection of the information.

Complete the following steps when the client or their representative is present.

1. Insert the date from which the consent is to be effective, and the expiry date.

2. Once the client has been given Notice, and understands the purpose for which the information identified in the
consent form is to be used, ask them to sign.

3. If alegally authorized representative is signing on behalf of the client, ask them to provide evidence of the
authority they indicate they are acting under, and indicate what that authority is.
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Sample 2: Consent to Disclosure for the Purposes of the Collaborative

CONSENT TO DISCLOSE INDIVIDUALLY IDENTIFYING PERSONAL AND/OR HEALTH INFORMATION

Authorized by and in accordance with:

e The Freedom of Information and Protection of Privacy Act (FOIPPA) s.33(2)(c) and s.11 of the FOIPPA Regulation
e The Personal Information Protection Act (PIPA) 5.6, 7

e The Personal Information Protection and Electronic Documents Act (PIPEDA) s.6.1, Schedule 1(4.3)

e The Privacy Act 5.8

Full Legal Name:

Client Information:
Also Known As:

| authorize the following personal and/or health information: (description of the information)

to be disclosed by: (name of organization(s))

To the organizations listed, as attested to by my initials, on the reverse/following page.

I understand why | have been asked to disclose my individually identifying information, and am aware of the risks and
benefits of consenting, or refusing to consent, to the disclosure of my individually identifying information. |
understand that | may revoke this consent in writing or electronically at any time.

Effective Date: Expiry date (valid for 2 years if no date provided)

Signature of client/authorized representative. * X

*If you are signing as an Authorized Representative on behalf of the client, please provide:

Name:
Source of Representative’s Authority:

Relationship to client if confirming to be the nearest relative:

The information collected on this form is collected for the purposes outlined herein, under the authority of: FOIPPA
s.26; PIPA s.6; PIPEDA Sched.1, 4.3; Privacy Act s.4. If you have questions about the collection and use of the
information on this form, contact < insert title, business address and phone number >.

Page 1/2
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The following organizations are working together to provide (list the services) in a collaborative approach. This
approach is intended to (state the purpose or objectives). By signing the consent on the reverse, you are agreeing that
the information required can be shared between these organizations if they become involved in assessing and/or
providing you with any of these services.

Organization Initials*

*Mly initials after each organization listed above indicates that | am consenting to their having access to my
information as stated on the consent form above. If | do not want them to have access, | understand that | will have to
directly provide any information they require if | request services from them, and have not placed my initials after
their name.

The following section is for the inclusion of additional organizations. Any new members of the collaborative who will
require access indicated on this consent form are authorized by the placement of my initials.

Page 2/2
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Instructions for the completion of the Sample 2 Consent Form:
This Consent Form can be adapted by the following steps.

1. Identify in the Title the Name of the Organization or Collaborative Partnership if there is one.

2. Remove any references to legislation where it is not applicable. For example, if personally identifying
information is not going to be collected by or disclosed with a federal government institution, the references to
the Privacy Act can be removed.

3. Inthe “description of the information”, list or insert the type of information the consent is meant to authorize
disclosure of.

4. Inthe “name of organization(s)”, list or insert the organization or organizations from whom the information is
being sought. If the only disclosures or sharing of information will be between the partnering organizations,
indicate that.

5. Inthe table on page 2, list or insert the organizations to whom the information is to be disclosed.

6. Inthe “services to be provided”, on page 2, identify the types of services to be provided through the
collaborative approach.

7. Inthe “state the purpose or objectives”, on page 2, identify the purpose behind the collaborative approach
and/or what the desired objective(s) is to be achieved through the collaborative approach.

8. Inthe Collection statement at the end of the form, insert the title, business address and phone number of a staff
member who is able to respond to any questions regarding the collection of the information.

Complete the following steps when the client or their representative is present.

1. Insert the date from which the consent is to be effective, and the expiry date.

2. Once the client or their representative has been given Notice, and understands the purpose for which the
information identified in the consent form is to be used, ask them to sign.

3. Go through the information on the second page, being clear that the organizations listed will only access the
client’s information if they assess or provide services to the client.

4. Askthe client or their representative to initial by the names of all organizations they are providing consent to for
the disclosure of their information. If they do not consent to disclosure to a particular organization, while you
may explore with them why not, you should advise them of the implications, that is, they will need to disclose
their information directly to the organizations should they engage with them in the future.

5. If alegally authorized representative is signing on behalf of the client, ask them to provide evidence of the
authority they indicate they are acting under, and indicate what that authority is.

6. If any new organizations are added as partners in the collaborative approach, their names should be added and
the client or representative should be asked to initial their consent to disclosure.
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Sample 3:

CONSENT TO DISCLOSE INDIVIDUALLY IDENTIFYING PERSONAL AND/OR HEALTH INFORMATION

Authorized by and in accordance with:

e The Freedom of Information and Protection of Privacy Act (FOIPPA) s.33(2)(c) and s.11 of the FOIPPA Regulation
e The Personal Information Protection Act (PIPA) 5.6, 7

e The Personal Information Protection and Electronic Documents Act (PIPEDA) s.6.1, Schedule 1(4.3)

e The Privacy Act 5.8

Full Legal Name:

Client Information:
Also Known As:

| authorize the following personal and/or health information: (description of the information)

to be disclosed by: (name of organization(s))

To the organizations listed, and for the purpose(s) outlined on the reverse/following page.

I understand why | have been asked to disclose my individually identifying information, and am aware of the risks and
benefits of consenting, or refusing to consent, to the disclosure of my individually identifying information. |
understand that | may revoke this consent in writing or electronically at any time.

Effective Date: Expiry date (valid for 2 years if no date provided)

Signature of client/authorized representative. * X

*If you are signing as an Authorized Representative on behalf of the client, please provide:

Name:
Source of Representative’s Authority:

Relationship to client if confirming to be the nearest relative:

The information collected on this form is collected for the purposes outlined herein, under the authority of: FOIPPA
s.26; PIPA s.6; PIPEDA Sched.1, 4.3; Privacy Act s.4. If you have questions about the collection and use of the
information on this form, contact < insert title, business address and phone number>.

Page 1/2
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The following organizations are working together to provide the services listed below in a collaborative approach.
This approach is intended to (state the purpose or objectives). By signing the consent on the reverse, you are
agreeing that the information required can be shared between these organizations if they become involved in
assessing and/or providing you with any of these services.

Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service
Type of Service

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

Name of Organization

The following section is for the inclusion of additional organizations. Any new members of the collaborative who will
require access indicated on this consent form are authorized by the placement of my initials.

Name of Organization

Name of Organization

Page 2/2
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Instructions for the completion of the Sample 3 Consent Form:
This Consent Form can be adapted by the following steps.

1. Identify in the Title the Name of the Organization or Collaborative Partnership if there is one.

2. Remove any references to legislation where it is not applicable. For example, if personally identifying
information is not going to be collected by or disclosed with a federal government institution, the references to
the Privacy Act can be removed.

3. Inthe “description of the information”, list or insert the type of information the consent is meant to authorize
disclosure of.

4. Inthe “name of organization(s)”, list or insert the organization or organizations from whom the information is
being sought. If the only disclosures or sharing of information will be between the partnering organizations,
indicate that.

5. Inthe “state the purpose or objectives”, on page 2, identify the purpose behind the collaborative approach
and/or what the desired objective(s) is to be achieved through the collaborative approach.

6. Inthe table on page 2, list or insert the organizations to whom the information is to be disclosed.

7. Atthe top of the table, list the types of services provided by the members of the collaborative approach, and
place an “X” in the boxes corresponding to the organization(s) that provide them.

8. Inthe Collection statement at the end of the form, insert the title, business address and phone number of a staff
member who is able to respond to any questions regarding the collection of the information.

Complete the following steps when the client or their representative is present.

1. Insert the date from which the consent is to be effective, and the expiry date.

2. Once the client or their representative has been given Notice, and understands the purpose for which the
information identified in the consent form is to be used, ask them to sign.

3. Go through the information on the second page, being clear that the organizations listed will only access the
client’s information if they assess or provide services to the client.

4. If alegally authorized representative is signing on behalf of the client, ask them to provide evidence of the
authority they indicate they are acting under, and indicate what that authority is.

5. If any new organizations are added as partners in the collaborative approach, their names should be added and
the client or representative should be asked to initial their consent to disclosure.
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Sample 4:

CONSENT TO DISCLOSE INDIVIDUALLY IDENTIFYING PERSONAL AND/OR HEALTH INFORMATION

Authorized by and in accordance with:

e The Freedom of Information and Protection of Privacy Act (FOIPPA) s.33(2)(c) and s.11 of the FOIPPA Regulation
e The Personal Information Protection Act (PIPA) 5.6, 7

e The Personal Information Protection and Electronic Documents Act (PIPEDA) s.6.1, Schedule 1(4.3)

e The Privacy Act 5.8

Full Legal Name:

Client Information:
Also Known As:

| authorize the following personal and/or health information: (description of the information)

to be disclosed by: (name of organization(s))

To the organizations listed, and for the purpose(s) outlined on the reverse/following page

I understand why | have been asked to disclose my individually identifying information, and am aware of the risks and
benefits of consenting, or refusing to consent, to the disclosure of my individually identifying information. |
understand that | may revoke this consent in writing or electronically at any time.

Effective Date: Expiry date (valid for 1 year if no date provided)

Signature of client/authorized representative. * X

*If you are signing as an Authorized Representative on behalf of the client, please provide:

Name:
Source of Representative’s Authority:

Relationship to client if confirming to be the nearest relative:

The information collected on this form is collected for the purposes outlined herein, under the authority of: FOIPPA
s.26; PIPA s.6; PIPEDA Sched.1, 4.3; Privacy Act s.4. If you have questions about the collection and use of the
information on this form, contact < insert title, business address and phone number>.

Page 1/2
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The following organizations are working together in an integrated manner to provide (list the services). This approach
is intended to (state the purpose or objectives). By signing the consent on the reverse, you are agreeing that the

information required can be shared between these organizations if they become involved in assessing and/or
providing you with any of these services.

Organization

Page 2/2
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Instructions for the completion of the Sample 4 Consent Form:
This Consent Form can be adapted by the following steps.

1. lIdentify in the Title Section the name of the Integrated Service Delivery.

2. Remove any references to legislation where it is not applicable. For example, if personally identifying
information is not going to be collected by or disclosed with a federal government institution, the references to
the Privacy Act can be removed.

3. Inthe “description of the information”, list or insert the type of information the consent is meant to authorize
disclosure of.

4. Inthe “name of organization(s)”, list or insert the organization or organizations from whom the information is
being sought. If the only disclosures or sharing of information will be between the partnering organizations,
indicate that.

5. Inthe table on page 2, list or insert the organizations to whom the information is to be disclosed.

6. Inthe “services to be provided”, on page 2, identify the types of services to be provided through the
collaborative approach.

7. Inthe “state the purpose or objectives”, on page 2, identify the purpose behind the collaborative approach
and/or what the desired objective(s) is to be achieved through the collaborative approach.

8. Inthe Collection statement at the end of the form, insert the title, business address and phone number of a staff
member who is able to respond to any questions regarding the collection of the information.

Complete the following steps when the client or their representative is present.

1. Insert the date from which the consent is to be effective, and the expiry date.

2. Once the client or their representative has been given Notice, and understands the purpose for which the
information identified in the consent form is to be used, ask them to sign. The Notice should indicate that the
information is being potentially disclosed to all of the organizations involved in the integrated service delivery,
given that they operate as one entity*’. You may choose to indicate that should any new organizations be added
as partners, that will only occur once they have gone through a rigorous onboarding process such that they are
able to also operate as a seamless member of the integrated approach.

3. If alegally authorized representative is signing on behalf of the client, ask them to provide evidence of the
authority they indicate they are acting under, and indicate what that authority is.

4. If any new organizations are added as partners in the collaborative approach, their names should be added and
the client or representative should be asked to initial their consent to disclosure.

47 This should only be available if the integrated service delivery partners have gone through a rigorous formalization such as by
adopting the Information Sharing Framework, and ensuring they are fully committed to the agreed upon purpose, processes and
governance structure.
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Generally Applicable Appendices: ac

Appendix G:  Capacity Assessment Tool and Companion Guide

Appendix H:  Guide to Using the Information Sharing Framework

Appendix I: Security Measures

Appendix J: Sample Integrated Cluster - Information Stored in IEIM or Central Repository

The first set of appendices are contained in the (Jurisdictionally) Specific Appendices set, which
reference or rely on specific jurisdictional legislation.

Note — Appendix J is in landscape, not portrait format.
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Appendix G: Capacity Assessment Tool and Companion Guide Back

The intended purpose for the Privacy Maturity Capacity Assessment Tool (the Tool) is to assist
organizations to determine their level of maturity in the way they manage personal and health
information in their control or custody. By using the Tool, the organization should be able to determine
what areas, if any, they may need to enhance or address, so as to ensure they are managing such
information appropriately.

The following are screen prints of the tool, provided for informational purposes. To access and use the
tool, go to: Resources - Converge. The tables on pages following the Slides provide additional notes for
each of the elements under each section, meant to assist the user understand what is expected. The
‘Description” mirrors the description in the Tool, and the ‘Notes’ in combination with the information on
the levels is meant to assist the organization determine what they require.
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Privacy Maturity Capacity Assessment
Tool for Organizations Managing
Personal and Health Information

Lets Get Started
Click Here to Begin
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User Guide

DESCRIPTION

Please see “Background Information” Tab for additional information regarding what the Privacy Maturity/Capacity Assessment Tool is, and additional information

M E N U o consider while filling out the tool. Note that for the purposes of expediency, personal information is deemed to include health information.

User Guide

Privacy Management

: Purpose for Collecting

A Quick Start Guide to using this tool:

» Determine who will complete the assessment. This should be an individual (or multiple individuals) with k ledge of the organization and privacy in
general. They may need to consult with other employees in the area.
# Identify project completion timelines and who the results will be shared with.

Gather all necessary materials for reference (privacy policies, information sharing agreements, consent forms, etc.)

YoV

Decide how often this tool will be revisited. This could be based on time (such as every two or three years) or on need (such as if a new project starts) or as
often as the organization wishes.
» Review results on the tool with management/executive and make plans to address deficiencies.

Information How to use the tool:

3: Collection
Use and Disclosure of
Information

5: Notice / Consent

6: Information
Management

7: Safeguards / Security
of Information

8: Providing Access

: Managing Compliance

10: Evaluation and
Research

» Usingthe slider at the bottom right of the Excel screen, adjust your zoom level so that the entire tool and the pop-up boxes in Maturity Level 5 are viewable.
80% zoom is the recommended starting point.
> You can move between sections by scrolling down or by clicking the green menu on the left.
> Hover your mouse over the criteria for a description. Hover over the empty dots for descriptions of each maturity level.
» Select the dot for the “current” maturity level which best describes your organization. Then choose the “target” maturity level for what your organization
aspires to achieve. (See Companion Guide)
o If you click the wrong dot you can just choose the correct one. If you need to deselect a dot, right click it, select Format Control, select the Control tab
and change the Value from Checked to Unchecked. There is a button to reset all entries at cell GQ108.
To print only a specific area (for instance, the Dashboard Summary section), click the “Page Layout” tab from the top menu, highlight the section you want to
print, select the “Print Area” icon and then the “set print area” option.

v

» The “All Tables” tab at the bottom displays the results from each of the ten sections on one page for ease of reference and printing.
Things to Consider while filling out the tool:

Approximate timeframe: This will vary depending on the organization and their familiarity with privacy practices.

The tool is comprised of ten different sections with an average of four different questions to consider per section.

Choosing Targets:

Discussing your targets with senior management may clarify the long- and short-term goals of your organization and ensure that the privacy officer and
management are on the same page.

>
>
Fe
Fe

v

A Level 5 maturity rating is an optimized state, but thisis not always r ble or achievable d. ding on individual factors.

» Use the comment box found below each section to state more detail about your chosen target level. Flag any targets that you are not sure of for further
discussion.

Flagging, Highlighting and Commenting:

Click on the section or title that you want to flag for later.

In the Excel “Home” menu, choose the “fill colour” {paint can) option and choose a highlighting colour.

Use the comment box provided below each Principle to identify any comments or concerns that are specific to that section.

» Use the “additional comments” box at the end of the assessment to put any final thoughts/comments that may not be specific to any certain section.

Please see “Background Information” Tab for additional information regarding what a Privacy Maturity Assessment (PMA) is, and additional information to consider
hile filling out the PMA.

Summary

1: Privacy Management

I information are responsible for how it is managed, and should ensure they are structured in a manner that reflects that responsibility

gt
th { the luding identifying how it is ble for | with the licable privacy | I . If the is not subject to privacy
I I a best pi is tod | b its policies and the | Infc Act (PIPA).
Maturity Level

1 2 3 4 5
o “current (oI o [ [Sh O
Privacy Framework Target & o o o o
User Guide Teurent O o o o o
Complete Understandable Policies Target & o P o o
5 Privacy Governance “current o] o} e} o] O
1: Privacy Management i ::.r.:t" o O @ o o}
. Pri Offi Duti “c < Q o} < <
2: Purpose for Collecting vy @i ities I:r:::t IS) o IS} S} [}
Information Privacy Culture “current o o ! o} o
Target [¢] < O [e] O
3: Collection Privacy Training Neurrent o Io) e} o o
Target [&] (o] < < [e]

4: Use and Disclosure of -
Contractor Privacy Awareness current b4 @ g 2 g
Information e © © © © ©
q Ycurrent [s] < (o] O <
Privacy Breaches Target | O o o o o

5: Notice / Consent

6: Information
Management

Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to
increase maturity in this area.
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2: Purpose for Collecting Information

Personal information is only to be collected for a purpose that relates to an existing or proposed program or activity of the organization. When considering what
information is to be collected or required, organizations should identify the purposes for which it is collected along with the roles and impacts of such collection.

Maturity Level

MENU 1 p ! 1 s

. 'current e} e} < O ]

Purpose for Collection Target o o o e} o]

User Guide Roles and Responsibilities 'current o < o c o

Target o °© © © ©

. . 'Current o] < e] < O

1: anacy Management Relevancy of Information T::;:: S o o o o
.

2: Purpose for Co”ecting Privacy Impact Assessments (PIA) ?::;:t g g g 8 8

Information

3: Collection

Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to
increase maturity in this area.

3: Collection
The collection of personal information shall be limited to that which is necessary for the purposes identified by the organization, and in accordance with the applicable
legislation. Information should be collected directly from the individual to whom it pertains, unless otherwise authorized.

Maturity Level
1 2 3 4 5
- ) "current 0] o) o o) Q
Limiting Collection Target o 1) o o Ie)

User Guide 'current

P o) O o} < o}
Manner of Collection: Direct Target o o o o o
. Dt —— 'current O e} O o} e}
1: Privacy Management Manner of Collection: Indirect Target o 1) Ps) o o
- ) "current o) o] o) o] O
2: Purpose for c°||ect|ng Accuracy of Personal Information T::;: o o o o o

Information

3: Collection Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to
increase maturity in this area.

4: Use and Disclosure of Information
The use of personal information shall be limited to the purposes identified by the organization, and in accordance with the applicable legislation. The disclosure of
information must be with the consent of the individual to whom it pertains, or in accordance with applicable legislation. Where the organization is not subject to any
privacy legislation, a best practice is to follow PIPA.
Maturity Level

MENU

‘current
Target

User Guide .
Use: Other Uses Current
Target

Use

*current

1: Privacy Management Disclosure: with Consent Target

*current

2: Purpose for Collecti g Disclosure: without Consent Target
Information

Co 00 00 OO0k
SO 00 00 00w
CO 00 00 00w
SO 00 00 OO0,
CO 00 00 O0m

. Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to
3: Collectlon increase maturity in this area.

5: Notice / Consent

Organizations must be transparent in the collection, use, and disclosure of personal information. This includes the provision of notice where required and obtaining
informed consent of the individual to whom the information pertains, unless otherwise authorized. Informed consent means the individual understands what they are

consenting to, and has been advised of the of their decision regarding consent.
Maturity Level
MENU 1 2 5 a s
Nt ‘current [¢) O O [} O
otce Target e} o o ¢} o
User Guide Consent ‘et O o o} 0 0
onsent Torget o o 1) o o
q ‘current O O o] O O
1: Privacy Management Informed Consent O P a s P
o *current O o} @) e} e}
2: Purpose for Collecting Consequences of Refusal O P po 5 P
Information
3: Collecti - — — - - -
Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to

increase maturity in this area.
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6: Information Management

Personal information that is used to make decisions, along with any such decisions and actions taken, must be appropriately documented, maintained, and disposed of in a
secure manner, in accordance with any applicable legislation and legal requirements. Organizations should ensure they maintain records of any holdings of personal
information such that they can be readily accessed where required, such as in response to requests by authorized persons.

Maturity Level

MENU

1 2 3 4 B
|

. Current ° ° o ° o

Documentation Target o o o o o

User Guide Retaining P | Informati ‘Curent o ° ° ° 3

etaining Personal Information Target o o ° o o

. . . 'current o o ° o °

1: anacv Ma nagement Disposal of Personal Information Target o o o o o
. . . 'current o o ° ° °

2 Purpose for Co"ect"‘g Personal Information Banks/Holdings Target o o o o °

Information

3: Collection

Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to
increase maturity in this area.

7: Safeguards / Security of Information

Personal information shall be protected by security safeguards that include physi istrative and technical saf ds. The saf ds in place should coincide with
the level of sensitivity of the specific personal information.

Maturity Level
MENU 1 2 3 a 5
. . 'current o o o o o
Information Security Program Target o o o ° o
User Guide Tvoes of Safesuard. ‘Curent o o o ° °
ypes of Safeguards Target ° ° o ° o
. 'current o o ° ° °
1: Privacy Management Access Controls T:,r;: ° o o o °
. . . 'current ° ° ° ° °
2: Purpose for CO“ect"\g Safeguarding Portable Devices T:;:: o o o o o
Information '
Safeguards Effectiveness Test ‘T:::‘;::‘ : : : z 2
3: Collection
4: Use and Disclosure of Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to

increase maturity in this area.

Information

8: Providing Access

An organization shall be open with individuals about the existence, use, and disclosure of the individual's personal information, and provide access as appropriate when
requested. Access requests must be processed in accordance with applicable legislation, or where the organization is not subject to legislation, it must have and follow a
policy in k ing with the principles of An indivi can chall the accuracy and completeness of the information and ask that it be amended as appropriate.

M E N U Maturity Level

'current

Access to Personal Information
Target

User Guide

' current

Procedures for Requests
Target

1: Privacy Management Establishing Identity $:[r;:t

' current

2: Purpose for Collecting Challenging Accuracy/Corrections Target
Information

3: Collection

Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to
. Use and Disclosure Of increase maturity in this area.
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9: Managing Compliance
hall the li: of an or ization with i privacy legislation or its own privacy policies. The or
will be i i d; and ch will be made to practice or policy when warranted.

will advise indivi where to send their

concerns;

Maturity Level

MENU 1 2 3 : 5
. 'current ) ° o ) 0
Complaints Procedures Target ° o o o °
User Guide o ) ‘cument © o ° ° °
Investigating Complaints Target o ° o ° o
o L . 'current ° ° o ° °
1: Privacy Management Modifying Actions .t o . . 0 o
2: Purpose for Collecting
Information - — — - - -
Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to

in this area.

increase maturi

10: Evaluation and Research

The appropriate use of personal information must be in accordance with applicable legislation. Where information is required for evaluation and research purposes,
ible, and ensure that any such research or evaluation is undertaken in such a way that is ethical, and that the

organizations must use it in as y a manner as
confidentiality and privacy of individuals are maintained.
Maturity Level

MENU 3

'
. - Current
Using Data to Evaluate Objectives Target °

°

User Guide Managing Dat. Current
anaging Data Target °

' current

1: Privacy Management Using Data for Research Target

' Current

2: PUI‘pDSE for c°||ecting Obtaining Data for Research Target
Information

3: Collection
Add links to policies or procedures that are currently used in relation to in the above section. Identify any actions that should occur to

increase maturity in this area.
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Dashboard Summary

PMA Report Card

Things You Do Well Areas Needing Improvement:

User Guide Current Score: 0 ; More Improvement is Needed 1. Privacy Management

2. Privacy Management

3. 3. Privacy Management

1: Privacy Management

Completed by
2: Purpose for Collecting _(adlditional detais as o next steps can be added below)

—
Information

Business unit:

3: Collection Target Score: 0

4: Use and Disclosure of future review date:

Information Overall Summary
W Current ¢ Target

5: Notice / Consent

6: Information
Management

7: Safeguards / Security
of Information

Collection  Use and Disclosure Notice / Consent  Information  Safeguards/  Providing Access  Managing,
of Information Management ~ Security of Compliance
Information

Notice / Consent

mCurrent o Target

Information

9: Managing Compliance

10: Evaluation and
Research

Consent Informed Consent  Consequences of
Refusal
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Background Information

\What is the Privacy Maturity/Capacity Assessment Tool?

# The Privacy Maturity/Capacity Assessment Tool is a tool which will allow organizations to determine what specific portions of their privacy plan are working well, and help organizations identify and
address particular aspects of their privacy plan which need improvement.

» Developed for use by organizations that manage personal information based on existing national and international standards, the tool is an adaptation of a Privacy Maturity Assessment tool
developed by the Government of Saskatchewan, permission for use graciously provided by Aaron Orban, Executive Director, Chief Access and Privacy Officer, Integrated Justice Services,
Saskatchewan.

» A section was included in this tool (Section: 10 Evaluation and Research) that addresses the heightened interest and need for the use of data in both of those domains. While information can and
should be used for the purposes of evaluating progress, and while there are legitimate interests and purposes for using data for research, both areas require the application of a privacy lens as
decisions are made on how to evaluate, and what data can be used for what research.

» Thetoolis an interactive spreadsheet that allows users to select the option which best represents their organization's current level of privacy maturity on a five point scale. The maturity levels can
vary and be subjective, but generally can be described as:

1) informal. Incomplete. Usually inadequate

2) Fartial or occasional compliance. Policies may be incomplete.

3) Clearly communicated and documented policies ond procedures. Consistency in application.
4) Fully implemented policies, procedures and practices. Well educated staff. Well managed.
5) Reguilarly monitored and improved based on feedback ond dota. Proactive.

[The end results are displayed as graphs which easily identify which areas are strong and which areas may need improvement. There is also space at the end of the tool to outline your organization’s plan to
improve on certain areas {(adding notes for improvement into the comment boxes as you fill out the tool may be useful points of reference once you reach this stage), and set future goals based on your
targeted state of compliance.

INothing in this tool should be considered legal advice or a replacement for fully documented privacy policies and procedures or privacy impact assessments.
\Why Should an assessment be done?

To provide an overview of current privacy compliance,
To help measure targets and goals, chart progress, and identify areas of improvement,

r

re

» Toimprove the privacy practices of an organization,

» Todemonstrate the state of privacy compliance when collaborating/integrating with other organizations,
s

Upon completion of the toal, the user is provided with a score that assesses the organization’s current state, provides a target score, and graphs the movement towards overall growth and
maturity.

|All organizations that manage personal information have a duty to protect personal and health information (PHI} in keeping with both federal and provindial legislation, as well as to uphold the privacy
rights of individuals with respect to the collection, use, retention, disclosure, and disposal of personal information. Organizations working with ather organizations in collaborative or integrated service
delivery approaches should all be held to common standards. The tool will help these organizations assess their current levels of privacy compliance.

\Who Should complete the tool?

» Any organization who wants to measure their privacy practices and identify areas for improvement.
7 An individual (or multiple individuals) with knowledge of the organization and privacy in general.
» ThePrivacy Officer or employee responsible for privacy protection within the organization, with assistance from subject matter experts as required.

\When Should an assessment be done?

» At any point of time, as it is intended to evaluate the current and future state of privacy compliance within a organization.
# Scheduling a time to revisit the assessment in the future ensures that progress can measured and new goals can be outlined.
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Companion Guide Back
The following Guide provides a sense of what the levels mean, and how to assess where and what your
organization should be doing in each of the areas. Additional resources may also be useful, and a list of
more notable ones can be found in the Information Sharing Framework — Additional Resources.

The Maturity Levels (1-5) generally follow similar criteria. Organizations do not necessarily need to be at
the same level across all areas. Factors that may influence where they need to be include the:

e size of the organization,

e number of staff,

e type and sensitivity of the information they manage,

e reliance on technology to manage information,

e any requirements they may have through contracts or agreements.

As any of these factors increase, so does their impact, as does the degree of complexity, and as a result,
the higher the level that might be required. As well, organizations working in a collaborative or
integrated approach may rely on the Tool to determine if a potential member meets what they feel are
minimum expectations. They may set the levels as they deem appropriate for the information required
given the type of services they provide.

Level 1: There may be some rudimentary efforts of addressing or demonstrating the area, but they often
exist informally, and are not necessarily well known by all staff who should. An organization that is
working at this level should not be managing personally identifying information that has any level of
sensitivity. It may be acceptable if the organization only deals with publicly available information,
although the management of even that level of information would likely not be efficient.

Level 2: At this level, there may be the start in the development of policies and practices, but they have
not been necessarily well thought through, and may be incomplete. Staff may not be aware of their
existence nor have been trained on their use, or of their responsibilities under them. Organizations
working at this level should not be managing sensitive personally identifying information, or if they do,
should make a concerted effort to upgrade their policies. Note that depending on the area and its
specific implications on the management of personally identifying information, this level may be
sufficient for a smaller or less complex organization.

Level 3: At this level, an organization will typically have a basic understanding of the requirements for
the area, and has put in place policies and practices that are likely sufficient for most of the personally
identifying information they manage. The policies may not always be framed in the most
understandable language as they may reflect a re-iteration of legalese and legislation, but they exist.
Staff have been trained at a basic level, and there are resources they can go to if necessary. This is likely
the minimum operating level for an organization that manages personally identifying information.

Level 4: At this level, the policies are mostly comprehensive and complete, and framed in language that
is easily understood by staff such that they can readily explain them to the individuals they provide
services to. Management pays more attention to the level of detail required, and the organization is
achieving a relatively higher level of maturity in the way it demonstrates its responsibility in the area.
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Level 5: At this level, policies are complete, reviewed periodically to ensure they still meet the
requirements, and practices are in alignment with the expectations and responsibilities laid out in the
policies. The organization acts in a seamless manner, and compliance is monitored on a regular basis,
with adjustments and interventions taken as required. Staff receive training on a regular basis, updated
and refreshed as required.

Section | Description Notes

1. Privacy Management:

Organizations that manage personal information are responsible for how it is managed and should ensure
they are structured in a manner that reflects that responsibility throughout the organization, including
identifying how it is accountable for compliance with the applicable privacy legislation. If the organization is
not subject to privacy legislation, a best practice is to demonstrate alignment between its policies and the
private sector privacy legislation that applies to the jurisdiction the organization resides in. (E.g. Personal
Information Protection Act — PIPA; Personal Information Protection and Electronic Documents Act - PIPEDA).

1.1. Privacy A privacy framework isin | A privacy framework is a set of policies and procedures that
Framework place that addresses how | comprehensively provide guidance and expectations on the
the organization organization’s management of personal and health
manages its information. It should include policies and processes
accountability in regarding the areas, roles, and responsibilities regarding
compliance with its decisions made on the management of; the collection, use,
applicable legislation. If and disclosure of; and the security regarding; personally
the organization is not identifying information that the organization requires to
subject to any legislative | provide the services and programs it has a responsibility for.
oversight, the privacy
framework sets out its The overall framework should set out and support the
accountability to the development of a privacy management culture that
individuals whose permeates all areas where personally identifying
information it manages. information is in use.
1.2. Complete Privacy policies are Policies should exist for and include all areas, including but
Understand- | complete and easy to not necessarily limited to:
able Policies | understand. They cover e Clarity of purpose and objectives, including the

notice, consent,
collection, use,
disclosure, retention,
disposal, access, security,
quality/accuracy,
monitoring and
enforcement broadly,
and any other specific
privacy issues that are
relevant to the program.
They consider the
specific types of personal
and health information
that might be collected,
used, or disclosed.

organization’s services, as well as the purpose and
objectives for the collection and use of personally
identifying information,

e Governance or decision-making regarding all aspects on
the collection, use, and disclosure of personally
identifying information,

e Providing appropriate ‘Notice’ where applicable,

e The appropriate use of Consent, including when it is or
isn't required,

e Retention and disposition of personally identifying
information in all its formats,

e Managing appropriate and authorized access by staff,
external users, and the individuals to whom it pertains,

e Corrections and other areas related to quality control,

e Security of the information,
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Section Description Notes
e Compliance and training of staff.

1.3. Privacy Management supports Privacy management must start with and be visibly endorsed

Governance privacy management and | by the organization’s management, and cascade through all
requirements, and the levels. This should include clear decision-making processes
need for demonstrated on the development of policies and practices, as well as the
accountability in how allocation of resources to specific roles and responsibilities,
obligations and issues are | training, and other areas as required.
adequately addressed.

1.4. Privacy The organization has By identifying a person responsible for the privacy portfolio,
Officer / identified a Privacy the organization demonstrates its commitment to the
Duties Officer/Duties, appropriate management of personally identifying

responsible for ensuring | information in a privacy conscious manner. The position
privacy obligations under | should report at a high enough level in the organization that
the legislation are met. it has the visibility and support necessary to achieve its

The role/duties of the objectives. It should also work closely with the Security
Privacy Officer are well Officer Role/Duties.

defined and there is a

strong leadership

structure in the area of

privacy.

1.5. Privacy Privacy is a part of the Privacy should not be seen as a one-off area of focus, but

Culture organization’s culture rather should be woven throughout the structure, policies
and is detailed in written | and processes of the organization. In addition, the staff
policies and procedures. | dealing with or responsible for services that involve the use
Employees are trained in | of personally identifying information should be fully trained.
and demonstrate the
importance of privacy.

1.6. Privacy New employees receive Privacy training should be both broad and specific.

Training privacy training Employees should be conversant enough with applicable
appropriate to their job privacy legislation and the organization’s commitment to the
duties shortly after they appropriate management of personally identifying
start their employment. information to the point they are able to pass that on to
Existing employees their clients in a manner they can understand. At the same
receive refresher privacy | time, any policies and processes that are relevant to their
training. Privacy training | roles and responsibilities, especially in how they make
is reviewed on a regular decisions on the collection, use, and disclosure of
basis to ensure it is up- information should be well understood. Up to date
to-date and current. resources should be available to staff who have questions or

require input.
Employees are reminded
of the importance of
privacy throughout the
year through emails,
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posters, staff meetings
and training.

1.7. Contractor

Communication

Organizations that manage personally identifying

respond to privacy
breaches. The process
would include
identifying, managing,
and resolving privacy
breaches. The process
would include preventing
similar privacy breaches,
who should be notified of
the privacy breach, and
when. The organization
should assign duties for
managing privacy
breaches to a particular
individual.

Privacy regarding the obligation information are accountable for how that information is

Awareness to protect personal used, even where the organization contracts out any
information is provided services that involves the collection, use, or disclosure of
to all contractors that personally identifying information. It cannot contract away
handle personal and any such responsibility, so should ensure the contracts or
health information to agreements contain requirements to ensure the contractor
ensure they are aware of | manages such information in an appropriate manner, as an
their privacy obligations. | extension of the organization itself. The organization should
Contracts are in place ensure the contractor has processes in place, including
that outline their privacy | training their own staff, to support on their responsibilities
and information vis-a-vis the management of the information, given the
management obligations. | ongoing accountability of the organization.

1.8. Privacy The organization has a Organizations that collect and use personally identifying
Breaches process in place to information have a responsibility to not only ensure that

appropriate security mechanisms are in place to protect and
prevent any unauthorized access, use of the personal
information they manage; they must also have processes in
place to deal with privacy breaches. Such processes must
include the investigation of any breaches whether actual or
potential; the appropriate reporting of the breach, including
to the individual(s) whose information may have been
breached, along with the Office of the Information and
Privacy Commissioner/Ombudsman if required; and steps
taken to prevent the breach from occurring again. There
may also be some responsibility to assist individuals who are
impacted by the breach.

The organization should identify an individual or area that
has responsibility for oversight in managing privacy
breaches, in conjunction with the security team if
appropriate, and staff should be trained on the prevention
and reporting of breaches.

Additional Resources:

See IFS — Additional Resources for
e Privacy Management:
e Privacy Breach Response, Reporting and Notification:

2. Purpose: Intended / Consistent
Personal information is only to be collected for a purpose that relates to an existing or proposed program or
activity of the organization. When considering what information is to be collected or required, organizations
should identify the purposes for which it is collected along with the roles and impacts of such collection.
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2.1. Identify
Purpose of
Collection

The organization
identifies what
information it requires
for what purpose(s),
including consistent
purposes, how the
information will be used,
and if and to whom it
might be disclosed. The
organization has
documentation regarding
the purpose(s) for
collecting personal
information.

Understanding the purpose for which information is
collected is a critical step in establishing the authority to
collect and use it. Organizations should determine what is
the minimum information they will require in the delivery of
its programs and services. To assist in that determination,
the organization should be clear about its purpose for each
program/service area, what its intended objectives or
outcomes are, and what information they would then
require to fulfill those objectives. When considering the
purpose and objectives there are additional considerations
to assess:

e How will the program/service be evaluated? It should be
recognized that to be successful, programs and services
need to be evaluated, and the information required to
conduct those evaluations would be deemed a use
consistent to the original purpose. However, the use of
identifying information should be limited and not part of
the broader program level evaluation.

e What is the environment in which the services will be
delivered? For example, if the intent is to deliver
services in a healthy, safe environment, especially given
that the individuals being served may be dealing with
unsafe situations, it would be worth determining if that
should be stated as part of the purpose or mandate of
the organization. By doing so, the organization is
establishing that where necessary, it will address risks
that emerge to individuals working or being supported in
that healthy safe environment. This then supports the
authority to use information for that purpose,
notwithstanding consent being provided. If this is an
intended approach, the organization should be
transparent, and it would be appropriate to include that
in the notice provided to individuals at the outset.

Transparency in how information is needed and used to
achieve a purpose is important. As such, staff must not only
understand the purpose and objectives, but they must also
be able to explain it in a manner that the individuals they
support can understand. As well, the organization should be
transparent about what information is collected, and for
what purpose. That may mean providing an explanation on
its website, or in pamphlets, or in whichever approach is
best able to reach its clients, in addition to providing notice.

2.2. Roles and
Responsibili-
ties

The organization has
determined what areas
or roles are responsible
for what aspects of

The roles and responsibilities of staff also have a part in
determining what information needs to be accessed or used,
and by whom. For example, a staff who is doing initial
booking and assessment will not likely require access to the
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services, whether client
facing or internal, and
what information those
roles require to conduct
their functions.

more in-depth case file information of someone who is
receiving counselling services. Similarly, individuals who
manage data analysis likely do not require access to
identifying information, nor should staff supporting IT
infrastructure development (use dummy data if required for
testing), and so forth.

When using electronic systems to manage data, the
preferable approach is to limit access by role, such as RBAC -
role based access controls, or more advanced control
processes.

2.3. Relevancy of

Procedures are in place

Once the purpose and roles have been defined and

new use of personal
information which
includes notification and
consent. This should also
include other change
initiatives such as
personal information
being used for a different
purpose than when it
was originally collected,
and for reorganizations
where information is

Information to ensure personal understood, and the determination of what information is
information is sufficiently | necessary to be collected and used, care must also be taken
relevant to the purposes | to ensure that only the information that is relevant to
for which it will be used. | decision-making in support of the objectives and outcomes
There is minimal is used.
possibility that
inappropriate For example, a service that is provided to the public
information is used to generally should not be influenced by demographic factors
make business decisions | such as age, culture, language, unless such factors are a
about the individual. focus of the service.

Services to seniors would not include individuals under the
age of 55, or 65, or whatever the age of eligibility is set at;
while eligibility for services to someone who is dealing with
addiction should not generally be limited by the fact they are
homeless or from a specific cultural background. Those
factors may be important in other ways, but not in
determining initial eligibility.
2.4. Privacy The organization has a When a program or service is being developed, the
Impact process to consider the organization should conduct a Privacy Impact Assessment
Assessments | privacy impacts of any (P1A), a due diligence exercise by which the intended

collection, use, and disclosure of information is carefully
assessed from a privacy management perspective. Similarly,
as services and programs evolve, there is the potential for
additional information to be required. This may also be true
if it is determined that the initial collection of information is
insufficient to achieve the stated objectives and outcomes.
That additional collection, or a potential new use of
information, should also be carefully assessed from a privacy
management perspective, (and may be added to an existing
PIA as an amendment):

e |s there authority to collect and use that information?
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being used, disclosed, or
stored differently.

e Isthere a need to advise the individual of the (initial or
new) use or collection, or to obtain their consent in
advance of such use or collection?

e How will that additional information be collected?

e  Who will have access to it, and to whom might it be
disclosed, and with what authority?

e How will it be safeguarded?

e How long will it be retained, and will it be disposed of in
a secure manner?

While conducting a PIA may only be required under some

privacy legislation, it is a useful tool to ensure the

appropriate management of personally identifying
information by any organization, and should be part of the
organization’s toolbox in assessing and managing privacy
risks. Additional information on conducting a PIA is available
through government and Privacy Commissioner/

Ombudsman sites.

Additional Resources:
See IFS — Additional Resources for
Privacy Impact Assessments

3. Collection

The collection of personal information shall be limited to that which is necessary for the purposes identified
by the organization, and in accordance with the applicable legislation. Information should be collected directly
from the individual to whom it pertains, unless otherwise authorized.

3.1. Limiting
Collection

The organization limits
the amount and type of
personal information
collected to what is
necessary for the
identified purpose.

Privacy legislation generally limits the collection of
personally identifying information to the minimum required
by the organization (e.g., to determine eligibility or provide a
service). It is therefore important that organizations be clear
as to what those minimum requirements are.

3.2. Manner of
Collection:
Direct
Collection

Personal information is
collected directly from
the individual to whom it
pertains unless there are
specific and approved
reasons for not doing so.
The manner of collecting
personal information is
reviewed to confirm that
personal information is
obtained fairly and
lawfully.

When determining what information is required to provide a
service, consideration should also be given to the manner of
collection. The personal information of an individual should
be collected directly from the individual to whom it pertains.
This requirement is in keeping with an underlying tenet of
privacy legislation — recognition that the individual should be
in control of their own information, including decisions on
who can access it. Direct collection is the expectation in
legislation unless an exception is identified and met.

3.3. Manner of
Collection:

Indirect collection occurs
when personal
information is collected

Exceptions to the (above noted) direct collection do exist,
including with the informed consent of the individual, or
when dealing with health and safety situations. Those
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whom it relates. Any
indirect collection is
documented.

Section Description Notes
Indirect from someone other circumstances should be determined in advance wherever
Collection than the individual to possible, and staff should be trained and aware of when

they can collect information indirectly, and how to go about
doing so.

3.4. Accuracy of
Personal
Information

The organization takes
reasonable measures to
ensure that personal
information is accurate,
complete, relevant, and
up to date prior to using
the information to make
decisions.

The use of personal information can have significant
implications for purposes including assessing or providing
programs or services. It is important therefore, to ensure
that the information being collected and used is up to date,
accurate, and as complete as necessary for the identified
purpose(s). It is also important to ensure that electronic
systems properly maintain the integrity of the information,
and that processes are in place to allow for the correction of
information if not accurate, or if incomplete.

4. Use and Disclosure of Information
The use of personal information shall be limited to the purposes identified by the organization, and in
accordance with the applicable legislation. The disclosure of information must be with the consent of the
individual to whom it pertains, or in accordance with applicable legislation. Where the organization is not
subject to any privacy legislation, a best practice is to follow the private sector privacy legislation that applies
to the jurisdiction the organization resides in. (E.g. Personal Information Protection Act — PIPA; Personal
Information Protection and Electronic Documents Act - PIPEDA).

4.1. Use

The organization has
policies and/or
procedures in place to
ensure that information
is used for the specified
purpose(s). Procedures
are in place to ensure
personal information is
sufficiently relevant to
the purposes for which it
will be used. There is
minimal possibility that
inappropriate
information is used to
make business decisions
about the individual.
Where it is determined
that additional uses are
required, processes are
in place to determine the
authority, and to inform
individuals to whom the
information pertains of
that new use, if required.

As noted above in Section 2: Purpose, the organization must
identify what information is required for the programs and
services it provides. The information it collects must only be
used for those programs/services, or for a use consistent
with that purpose. Examples of what might be considered a
consistent use includes:

e Information that is collected to assess/identify the
services required by an individual is subsequently used
to provide those services,

e when information that has been collected is used to
determine if the provided service is benefiting the
individual, or

e where the information that reflects achievement of the
anticipated outcomes is used to assess the overall
program or service — l.e., is the service providing what it
is intended to.
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4.2. Use — Other A use different from the | When an organization determines that it may be beneficial
Uses initial (or consistent) to use the information it manages for a purpose different

purpose for which the
information was initially
collected. Where it is
determined that
additional uses are
required, processes are
in place to determine the
authority (including
obtaining consent if not
otherwise authorized),
and to inform individuals
to whom the information
pertains of that new use,
if required.

than what it was originally collected for, it is obligated to
undertake the process(es) necessary to obtain the requisite
authority to use it for that purpose. That may include
advising individuals of the new use and providing them the
opportunity to respond, obtaining their consent for the new
use, and completion of a privacy impact assessment.

For example, it may be determined that in order to more
holistically meet the needs of certain individuals, the
organization will enter into a collaborative or integrated
relationship with other organizations. However, the use of
the previously collected information within the context of an
integrated service approach could be considered a new use,
and the organization should obtain the consent of the
individual before including them in the integrated service.
Note that there may be authority to disclose the information
that should also be considered.

4.3. Disclosure
with Consent

The organization has
policies and procedures
in place to ensure that
information is disclosed
for authorized purposes.
Information is disclosed
with the informed
consent of the individual
to whom it pertains,
unless otherwise
authorized. All
disclosures are
documented.

An organization has limitations on the disclosure of the
personal information that it manages. The informed consent
of the individual to whom it pertains is generally required
before it can be disclosed, unless other authority exists.
Consent is further described in section 5: Notice and
Consent, below.

Legislation also requires that any disclosures are limited to
the minimum amount required for the purpose, and that it
be disclosed in as anonymous a way as possible.
Organizations should determine what that means for the
specific circumstances. For example, in situations where a
staff attends an interagency conference and is trying to
determine what services might be appropriate for a certain
condition or need, it may not be necessary to identify the
individual who is in need of that service. However, if the
staff is coordinating with staff from another organization to
provide holistic services, and there may be dependency by
one service on the outcomes of another service, it may well
be appropriate to discuss the individual in an identifying
manner, and consent of the individual for that disclosure
(and discussion) may be required.

4.4, Disclosure
without
Consent

Where the consent of the
individual is not required
for the disclosure of their
information, processes
exist to ensure that any
such disclosure is duly
authorized, and any

There is recognition in privacy legislation that there will be
circumstances in which there is a need for the disclosure of
an individual’s personal information without their consent.
The organization has an obligation to ensure that any
disclosures without consent are duly authorized by
legislation. As such, it is important to understand what
circumstances might arise, given the demographics of the
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follow-up actions are
taken, if necessary. All
disclosures are
documented.

clients served, the types of services provided, and the
potential for disclosures without consent that might emerge.
It would behoove an organization to carefully consider the
use of consent when not required, as there may be
unintended consequences in doing so. Examples could
include disclosures when an individual lacks the capacity to
provide consent, yet the disclosure is in their best interests;
situations where there may be a risk to health and safety;
and circumstances where legislation authorizes the
collection of information without the individual’s consent, or
where otherwise required by law. Such situations may
require clarity that “notwithstanding consent” information
may be disclosed in those circumstances.

As noted previously, it is a best practice for organizations to
be transparent about how they manage personal
information, including the potential noted disclosures
(“where authorized or required by law” is a commonly used
phrase, but further clarity may be appropriate).

5. Notice / Consent
Organizations must be transparent in the collection, use, and disclosure of personal information. This includes
the provision of notice where required and obtaining informed consent of the individual to whom the
information pertains, unless otherwise authorized. Informed consent means the individual understands what
they are consenting to and has been advised of the consequences of their decision regarding consent.

5.1. Notice

The organization
provides proper notice
including: the purpose
for the collection of
personal information,
how it will be used, to
whom it will be disclosed,
and the name and
contact information of
someone who can
answer questions
regarding the collection.
Notice is provided at or
before the time of direct
collection (from the
individual to whom it
pertains). The
organization should have
documentation regarding
the purpose(s) for
collecting personal
information.

When an organization collects information directly from the
individual to whom it pertains, there is an obligation to
provide ‘Notice’ to the individual. Legislation varies
somewhat on the elements required, but the following
elements will meet all requirements:

e What information is being collected,

e For what purpose, (how it will be used),

e The specific legal authority for the collection,

e To whom it might be disclosed,

e The title, business address and business phone number
of someone (affiliate, officer, person) who can answer
any questions the individual may have about the
collection.

Organizations should be familiar with the nature of the
circumstances that drive individuals to require their services.
Individuals who are in crisis may not always focus on or
retain what they are being told, or they may respond to
requests by providing what they feel they need to say to
obtain the services. It may therefore be important to
provide additional information, whether in hard copy such
as a brochure or print-out of some sort, or by checking with
them if they have any questions regarding the information
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consent for the collection
of information from an
individual at the time of,
or before, any collection,
or use, of personal
information — unless
otherwise authorized.
Individuals are advised of
the consequences of
providing or not
providing consent.
Consent for disclosure
may occur
simultaneously, or at a
later point, dependent on
the circumstances.

Section Description Notes
provided in the notice in a future interaction once the crisis
has been addressed.

5.2. Consent The organization obtains | While some privacy legislation does not require the consent

of the individual prior to the collection of their information,
(although Notice would generally apply) there are
circumstances where consent is required, such as when the
individual consents to the collection of their information
from someone else.

Organizations not subject to privacy legislation, and who do
not work on behalf of an organization that is, should
generally obtain the consent of the individual prior to the
collection of their personal information.

See above (4.2 and 4.3) for discussion on the disclosure of
information with and without consent.

5.3. Informed
Consent

Informed consent means
the individual
understands what they
are consenting to. They
are informed about the
requirement for consent
and the choices available
to them with respect to
the collection, use and
disclosure of their
personal information,
and are made aware of
the risks and benefits of
consenting or not. This
includes why their
personal information is
being collected, how it
will be used, and to
whom it will be disclosed.

Consent should not be seen as checking off a box, or
someone waiving their rights to confidentiality. Privacy
legislation is predicated on the notion that an individual
should have control over their information, including to
whom it might be disclosed. As such, it is important that
organizations seeking consent ensure it is informed. That
means they take the time to ensure the individual
understands what they are being asked to provide
permission for, to whom their information might be
provided, and the implications of providing or not providing
consent. Note that there may be additional expectations
regarding ‘informed consent’ placed on health care
professionals by their colleges identified through their
Standards of Practice or similar instruments under the
applicable health professions legislation.

Organizations should be familiar with the nature of the
circumstances that drive individuals to require their services.
As with when providing Notice, individuals who are in crisis
may not always focus on or retain what they are being told,
or they may respond to requests by providing what they feel
they need to say to obtain the services, including consent. It
may therefore be important to offer or provide additional
information, whether a copy of the consent, or by checking
with them if they have any questions regarding the consent
in a future interaction once the crisis has been addressed.
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refusing to provide
personal information or
of denying or
withdrawing consent to
use or disclose personal
information.

Section Description Notes
5.4. Consequence | Individuals are informed | Individuals should not generally be denied a service on the
s of Refusal of the consequences of basis of not providing consent. However, there may be

impacts on what and how the service can be provided. For
example, an individual who does not consent to the
disclosure of their information by the agency they are
working with to other agencies that might be of benefit, can
still be referred to them, but the individual may then have to
repeat their story, outlining their circumstances and so
forth.

Similarly, if an individual chooses to withdraw their consent,
they should be advised of the consequences of doing so.
That may include advising them of the need to repeat their
circumstances to any new organizations being referred to; as
well as letting them know that while any further disclosure
will not occur, decisions and actions taken up to that point
on the basis of the previously provided consent cannot be
undone.

As noted previously, there may still be circumstances where
disclosure can occur without the consent of the individual,
and they should be made aware of that wherever possible
and appropriate.

6. Information Management
Personal information that is used to make decisions, along with any such decisions and actions taken, must be
appropriately documented, maintained, and disposed of in a secure manner, in accordance with any
applicable legislation and legal requirements. Organizations should ensure they maintain records of any
holdings of personal information such that they can be readily accessed where required, such as in response
to requests by authorized persons.

6.1. Documenta-

The organization has

Individuals have a right of access to their information, that

necessary to allow for
the fulfillment of

tion documentation practices | which is used to make decisions that impact them, as well as
that includes recording who may have accessed it. It is important then, that such
information that is information is available for access, which in turn means that
collected and used to organizations must record such information, and do so in a
make decisions that manner that it can be accessed by authorized users.
impact the individual(s) Information can be recorded in hard copy (e.g., paper
to whom it pertains. The | records) or soft copy (e.g., electronically); must be stored in
collection, use, and a secure manner such that it is properly protected from
disclosure of information | unauthorized access; and must be disposed of when no
is duly recorded in the longer required in keeping with retention and disposition
appropriate manner. requirements.

6.2. Retaining The organization only There may be a number of implications related to the
Personal retains personal requirement to retain information. Information must be
Information information as long as kept in accordance with any legislative, contractual, and

reasonable use requirements. Some privacy legislation
requires identifying information about an individual used to
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identified purposes, or
where and as required by
law.

Retention schedules have
been developed and
implemented, ensuring
that electronic and paper
records are retained and
disposed of
appropriately.

make a decision that impacts on that individual, to be kept
for a minimum of one year, and retention periods often run
a minimum of 10 years or longer, depending on other
legislative requirements and policies.

If the organization is not bound by any legislative,
contractual or other retention requirements, it should make
a determination as to what is reasonable, be transparent,
and abide by that. Note that there may be a need to retain
aggregate or non-identifying information for periods longer
than what would be reasonable for identifying information,
such as to monitor trends at a population level.

Organizations working on behalf of another should ensure
that they understand what is required of them regarding the
retention and disposition of records once the contract or
agreement they operate under ends. Being aware of the
impacts of contractual provisions is critical, especially where
information used to fulfill a contract may also be used for
other programs or in the delivery of collaborative services.

6.3. Disposal of

The organization has

Information that is no longer required to be retained under a

Personal complete policies and retention period must be disposed of in a secure manner.
Information practices regarding the That includes information that is stored in hard copy or
disposal of records electronically. As such, any electronic systems that store
containing personal personally identifying information, including back-ups, must
information in a secure have the ability to purge or dispose of records. Equipment
manner - once they are used to manage information must also be handled in a way
no longer required, and that ensures the appropriate disposal of information. For
once the identified example, the disposal of hard drives on computers or
retention period has printers, USB drives and other storage media must occur in a
passed. Logs that are secure manner such that the information stored or backed
kept identifying when up on them cannot be accessed.
records were disposed of
must not include
personally identifying
information.

6.4. Personal The organization has Organizations must be transparent about what information
Information identified and classified they control or have custody of, and how they manage it.
Banks/ the types of personal One of the ways they can demonstrate transparency is to
Holdings information, and their identify what type of information they typically manage, and

uses, that are collected
and retained by the
organization. A clear
understanding of how
the personal information
is stored, used, and
disclosed exists, and all

for what purpose. (These information holdings are often
referred to as Personal Information Banks (PIB) under
privacy legislation.) While some of that can be publicly
identified, a more detailed inventory should be maintained
internally, including clear understanding and documentation
regarding what information is used for what purpose, by
whom, and where it is disclosed or shared, and to whom.
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data flows have been Creating such inventories and information flows will be
documented. critical to its management and the implementation of the

appropriate safeguards and practices.

7. Safeguards/ Security
Personal information shall be protected by security safeguards that include physical, administrative, and
technical safeguards. The safeguards in place should coincide with the level of sensitivity of the specific

personal information.

7.1. Information

The organization has

Organizations that use or access personal and health

program includes
reasonable physical,
administrative, and
technical safeguards.
Physical safeguards
monitor and control the
work environment.
Examples include having
records stored in a
locked filing cabinet and
having controlled access
systems.

Administrative
safeguards provide the
organizational
framework for

Security adopted and information have a responsibility to ensure that it is
Program documented an managed in a secure manner, and that steps are taken to
information security prevent unauthorized access or use. Implementing a security
program to protect program that considers and addresses any areas of risk is
personal information critical. Staff should be trained and aware of what is
against loss or theft, required of them should any issues or risks emerge, and with
unauthorized access, or to whom they should connect or bring the issue to be
disclosure, copying, use addressed.
or, modification, which
includes physical,
technical, and
administrative
safeguards.
Include a link to any
policies that are used to
safeguard personal
information in the
comment box below.
7.2. Types of The organization’s The security program should address all areas. For example,
Safeguards information security while technical safeguards such as role-based access

controls can be built into an electronic system that limit
access to certain types of information, it may not be feasible
to restrict access at a data element level, as it may not
always be clear who will require access to what specific
information. However, by ensuring that there are logs
maintained of who accesses (both read and write) what
information, in conjunction with both pre- and post-
complaint audits (of the logs) can minimize the risk of
unauthorized access. This combination of technical (logs)
and administrative (audits) tools, along with the training of
staff on their use would be an important element of a
security program where information is stored electronically.

Examples of physical safeguards include ensuring file
cabinets, server and records rooms are locked, with access
only available to authorized persons; and ensuring that
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safeguarding personal computer screens are positioned such that they are not
information and should viewable by unauthorized persons.

be formalized in written
policies and procedures.
Examples of this would
include having an
appropriate training
program available for
staff, and audit/review
processes for system
access.

Technical safeguards
monitor and control
access to information
and computer systems.
They should include
strong password
protection, access
(read/write) logs, secure
off-site data back-up
protocols, and data
encryption, as required
based in part on the
sensitivity and value of
the data. The application
of software updates is
also critical to minimizing
identified risks.

7.3. Access The organization has Organizations should ensure they not only understand and
Controls controls and procedures | outline what information is required by whom for what
in place which restrict purpose, but that their security framework supports address
access to information and manage access based on those aspects. Staff who do not
based on roles and provide any services to individuals should not have access to

responsibilities. Access to | personally identifying information, and staff who do should
information is granted on | be limited to only accessing and using the information they
a need-to-know basis, require to support the individuals they have responsibility
supported with for.

credential management. | Credential management is a critical part of controlling that
access, and staff must not only be duly authorized, they
must also be trained on the need to properly secure their
credentials to prevent use by other parties. Sharing
credentials or passwords cannot be condoned, and staff
must understand their accountability for their use.
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Section

Description

Notes

7.4. Safeguarding
Portable
Devices

The organization has
procedures in place to
protect personal
information when it is
transmitted, transported,
or temporarily stored by
any means and in various
technologies.

Organizations are increasingly reliant on staff who work
remotely, whether in the field delivering services, or working
from home. This has led to a significant increase in the use
of mobile devices, including laptops, tablets, smart phones,
and various storage devices such as USBs. This places
additional pressures and requirements for the proper
deployment and management of those devices.

Organizations should consider if and how they will support
the use of any devices, if they will allow staff to use their
own devices, and how they will ensure their use in a secure
manner. Policies and practices should be in place that apply
not only to the devices themselves, but to the use of
software, including social media, as well.

7.5. Safeguards
Effectiveness
Test

The organization
regularly tests the
effectiveness of all
safeguards.

Having a security program in place is only a starting point.
Ensuring that it is regularly reviewed and updated as
necessary is a critical component, and that applies to all
policies and processes contained within it. The ability to
manage that means there should be staff dedicated to
administering the program, with access to the necessary
resources, including senior management responsible for
their allocation. Training of all staff should include training to
their roles, with periodic updates, whether scheduled or ad
hoc in response to required changes.

Additional Resources:
See IFS — Additional Resources for
Securing personal information

8. Providing Access

An organization shall be open and transparent with individuals about the existence, use, and disclosure of the
individual’s personal information, and provide access as appropriate when requested. Access requests must
be processed in accordance with applicable legislation, or where the organization is not subject to legislation,
it must have and follow a policy in keeping with the principles of openness. An individual can challenge the
accuracy and completeness of the information and ask that it be amended as appropriate.

8.1. Access to
Personal
Information

The organization informs
individuals about how
they may obtain access
to their personal
information, to review,
update, and correct that
information, as required.

At some point early in the process of staff connecting with
individuals approaching the organization for services, they
should also advise them about their right of access to the
information the organization holds, and how they can obtain
access or request corrections. This can be built into the
discussions around notice and consent.

8.2. Procedures
for Requests

The organization has
policies and procedures
for responding to
requests for personal

An underlying tenet of privacy legislation is the right an
individual has to their own information. Wherever possible,
such access can be managed in a proactive or informal
manner, such as by providing them with copies of forms
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Section Description

Notes

information, both
informally and formally
under applicable
legislation. Employees
know the appropriate
Privacy Officer or staff
who deals with these
requests.

they complete. There should also be clarity provided about
the process for responding to formal requests that are made
under legislation. There may be some exceptions regarding
what information may be provided, and organizations
should be familiar with those and when they may be
applied. For example, information about others may be
included within a record about the individual seeking their
own information. The individual may not have a right of
access to that other information, and there should be a
process for dealing with such situations.

8.3. Establishing
Identity

The organization has
procedures in place to
verify the identity of
individuals, whether
accessing services or
requesting access to their
personal information.
Include a link to any
policies you use to
establish the identity of
an individual in the
comment box below.

Establishing identity is a critical component in addressing
privacy management. Organizations should have processes
in place to confirm they are dealing with who the person
presents to be, if that is a requirement. This may apply

e When approached by an individual seeking services,
whether in person or by phone or online,

e When contacting someone to obtain additional
information or verification, whether an individual or an
organization,

e When communicating with someone by electronic
means, such as by phone or email,

e When providing information or access to information to
someone, whether in person or electronically,

e Similar to the above, when dealing with someone who is
alleging to be acting on behalf of another.

The use of identification is an important component in these

processes, but consideration must also be given to how that

is managed. Is there a need to only view ID, or note the
identifiers, or to keep a copy of it, and how will that be
managed securely?

As noted, there may not always be a need to establish

identity, as some services may be delivered anonymously.

The organization has a
process through which
individuals can challenge
the accuracy of the
personal information
that has been collected
about them.

8.4. Challenging
Accuracy /
Corrections

It is important that information managed by an organization
is accurate. As noted, individuals have a right to access their
information, and request it to be corrected if it is not
accurate. This applies to factual information, such as
birthdate, age and so forth. Information that is provided as
an opinion, such as that provided by a health professional on
the basis of tests and assessments, may not be factual, but
the individual may have the right to request an addendum
be linked to that opinion.

Organizations should ensure they have a process by which
an individual can access and make a request for a correction.
The process may be relatively straight-forward, or may
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Description

Notes

require the submission of documentation to support the
request being made.

9. Managing Compliance
Individuals can challenge the compliance of an organization with applicable privacy legislation or its own
privacy policies. The organization will advise individuals where to send their concerns; complaints will be
investigated; and changes will be made to practice or policy when warranted.

9.1. Complaints
Procedures

The organization has
policies and procedures
in place to advise
individuals or
complainants of the
existence of all relevant
complaint processes,
including the right to
make a complaint to the
appropriate Information
and Privacy
Commissioner/
Ombudsman, if
applicable.

Privacy legislation includes provisions that deal with
oversight by a third party, that being an Information and
Privacy Commissioner or Ombudsman, whether provincial or
federal. This is in recognition that organizations have a
significant responsibility and accountability in how they
manage the information of others. Individuals whose
information is being managed must have someone they can
turn to if they have concerns about how that information is
managed, and the organization has a responsibility to be
open to dealing with concerns or complaints. When
complaints can be dealt with informally in an open and
transparent manner, it is quite possible that the relationship
between the parties will continue to be one of trust.

Where a complaint cannot be dealt with by the organization,
the process for bringing the complaint to an oversight body
should be outlined and provided, if the organization is
subject to such oversight.

Other areas that may provide some degree of oversight
includes the ability to bring complaints to a professional
body, such as exist under health professions legislation.

9.2. Investigating

The organization

Complaints must be dealt with openly and effectively. There

processes if a complaint
is substantiated and
takes steps to minimize
the likelihood that the

Complaints investigates complaints may situations where the individual misunderstood or was
from individuals who not provided information about a process, and doing so
challenge compliance clears up any issues. There may as well be situations where
with privacy policies. policy was not followed, or where it does not sufficiently
Policies and procedures deal with a situation, or where the complaint may not have
are in place to guide the | merit. In any case, there needs to be a process by which
investigations. complaints are investigated and reviewed, likely by someone

who is not the focus of the complaint. The organization
should consider how it would deal with complaints, identify
an area of responsibility, and ensure there is adequate
training for staff.

9.3. Modifying The organization Where complaints have been found to be legitimate, and the

Actions modifies its actions and result of some inaction or lack of appropriate policies or

practices, the organization must have a means of responding
and addressing any required changes. That may include
enhanced or focused training, monitoring adherence to
policy, or changes and updates to policies and practices.
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Section Description Notes
issue will occur again in
the future.
10. Evaluation and Research
The appropriate use of personal information must be in accordance with applicable legislation. Where
information is required for evaluation and research purposes, organizations must use it in as anonymous a
manner as possible, and ensure that any such research or evaluation is undertaken in such a way that is
ethical, and that the confidentiality and privacy of individuals are maintained.
10.1. Using The organization has Services cannot be seen as being provided successfully
Data to processes in placed to without some way of measuring their effectiveness. The use
Evaluate evaluate achievement of | of personal information for such evaluation is deemed to be
Objectives outcomes for individuals | consistent with the purpose for which the information was
being provided services collected.
(micro level evaluation),
as well as of the service When the services are provided directly to an individual, it is
or system in use (macro often important to determine if the goals or objectives
level evaluation). outlined in the case plan were achieved, and if not, are there
Processes include other factors or issues that were missed, or other
determining what data is | interventions or supports required. It is therefore important
required for either type to identify and understand how the goals will be measured,
of evaluation. and what information will be required to conduct that
measurement. Such information is likely to be at an
identifying level, as the goals are specific to the individual.
The overall service or program also needs to be evaluated to
determine if it is doing what was intended. For example, are
there gaps that were not considered, are there
enhancements that might lead to greater effectiveness, are
there efficiencies that can be obtained? While the ability to
measure the effectiveness in how the service or program is
delivered or operates is consistent with the actual delivery,
measuring it may not require the same information as is
required for the achievement of an individual’s goals. It is
likely that analysis is completed at a population trend level,
in contemplation of multiple outcomes and factors. It is
important therefore to clearly outline what needs to be
measured, what indicators are required to conduct the
measurement, and what information is required in that
process.
10.2. Managing | The organization has Organizations should consider how they can sort the
Data policies and processes in | information required for either form of evaluation, and how
place to manage the data | it will be managed, including who may have access to it. At
required for conducting the individual level, it is likely that the staff involved in the
analyses (evaluation) at delivery of supports to the individual need to understand if
both the micro and the supports are effective, as may their supervisors and
macro levels. managers, in order to make adjustments in the supports as
required. However, that identifying information would not
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be generally accessible to staff not involved in the direct
service delivery, including senior management who may only
need to know generally how things are progressing.

At the broader program level evaluation, there may be a
need for some of the dame data to be used across all
individuals, but not at an identifying level. Given that, there
should be some means of separating the identifying
information where possible, and at a minimum, only
reporting at a population trend level. Note that while the
information may be provided at in an aggregate or de-
identified manner, the potential for re-identification may
exist, and it needs to be protected accordingly.

10.3. Using
Data for

Research

The organization has
policies in place to
respond to requests to
conduct research,
whether internal or from
external sources.

Data has a significant role to play in the identification of new
processes such as in response to societal issues. The use of
data through research for purposes such as these, while
acceptable, needs to be managed in a manner that
addresses the necessary protection of privacy for any
information used. Organizations should determine if they
will entertain any requests for the use of the data they
manage for research purposes; and if so, outline the process
by which they manage such requests. This applies to
research that is driven internally as well as from external
entities.

The process should include what expectations will be placed
on any research(er) that must be met prior to the release of
any data, and how it must be managed going forward.

10.4. Obtaining
Data for

Research

The organization has
policies and processes to
support the use of
relevant data in an
appropriate manner for
research, whether driven
by internal or external
interests.

There organization should determine how data may be
disclosed in a privacy managed approach, which could

include restrictions on the disclosure of any identifying
information.

Where the research may require access to identifying
information/data, requirements under privacy legislation
may include that: researchers be required to go through a
research ethics board approval; obtain consent for access to
identifying information; de-identify information at the
earliest point if they do require and access such information;
and submit a PIA if there is any information being combined
or matched. Data-matching may need to be performed by
the custodian that holds the health information.

Other processes to protect the privacy of research subjects
might focus on means to minimize the potential for re-
identification of individuals.

Appendix G: Capacity Assessment Tool and Companion Guide

O 202



Appendix H: Guide to Using the Information Sharing Framework Back

The Information Sharing Framework is meant to provide guidance on what should be put in place to
support enhanced collaborative or integrated service delivery. Depending on the type of collaboration,
some or all of the Framework may apply. While the Framework addresses the need to, and manner in
which it is possible to, share information, it is more about facilitating the delivery of collaborative and
integrated services to better support individuals and families achieve their desired outcomes and goals.
Organizations need to not only provide the specific services under their mandates, but where
appropriate they should recognize how that potentially plays a role in meeting the individual’s long-term
needs and goals, and in addressing underlying issues.

This Guide will assist organizations who have an interest in working together in determining what
elements of the Framework would be the most pertinent. Decisions regarding the application of the
Framework should be made jointly by the member organizations.

The Framework can be adopted in its entirety, but it is critical that partnering organizations go through
it, ensuring the circumstances under which they work are reflected in it, such as by identifying the
governance model that will apply, the specific legislation provisions that apply, and the adaptation of
their own processes where necessary.

The tables that are included in the Framework and Appendices should be reviewed to determine which
specific areas apply to the services and organizations being considered for inclusion by the member
organizations. For example, not all legislative provisions listed will necessarily apply in all situations
(such as outlined in the Matrix), nor will all service types or types of information (such as outlined in the
Disclosure Tool). As such they should be reviewed for applicability and accuracy and adjusted as
required.

The following identifies the areas that should likely be considered and if applicable, adopted by the
organizations that intend to collaborate. However, there may be value in adopting other areas beyond
the ones identified, so it is recommended that the entire framework be reviewed and considered.

The Framework - Initial Steps:

Determine the potential partner organizations.

Determine what privacy legislation applies, if any.

Determine the purpose for the collaborative approach, and what is hoped to be achieved.
Determine the type of collaborative process (E.g., Referrals, Coordination, Collaboration,
Integration) that will best support achieving those goals.

PwNPRE

Referrals - Applicable Elements:

Member organizations may decide that they simply want to know who provides what services so they

can make appropriate referrals. If so, no personally identifying information is being shared, and the use
of the Framework is not needed.

Alternatively, the members may want to ensure the referrals are appropriate, and some feedback may
be desired. This can be done without naming the individuals but may not be comprehensive or accurate.
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Going one step further, the members may want to engage in ‘warm hand-offs’, where the referring
member provides some information to the receiving member, thereby opening the door, and
eliminating the need for the individual to repeat their story. In this case, some information is exchanged,
and the following sections may be applicable.

e Section 3. Roles and Responsibilities (p.17)

e Section 5. Applicable Legislation (p.25; see also Appendix A: Applicable Legislation, Appendix B:
Legislative Matrix)

e Section 8.5 Consent (p.45; see also Appendix F: Consent Forms)

Coordination - Applicable Elements:

Member organizations may determine that there is a need for some level of coordination between them
when supporting an individual or family. The level of coordination may require some sharing of
information, possibly limited to identifying and contact information, but at times may require some
collecting and sharing of initial assessment of needs. The following sections may be applicable:

e Section 2. Membership (p.15) — may be limited to simply registering who is involved

e Section 3. Roles & Responsibilities (p.17)

e Section 5. Accountability (p.17)

e Section 5. Applicable Legislation (p.26, see also Appendix A: Applicable Legislation, Appendix B:
Legislative Matrix, and, Appendix C: Disclosure Tool)

e Section 7. Elements of Policies, Practices, Procedures (p.31)

e Section 8.5 Consent (p.45; see also Appendix F: Consent Forms)

Collaboration / Integration - Applicable Elements:

Member organizations may determine that in order to meet the needs of the individuals being
supported, they need to do more than provide a level of coordination and move into a more enhanced
collaborative or integrated service delivery process. In either situation, most of or all the Framework
would likely be applicable. The level of detail and some of the approaches (E.g., Notice) may differ.

To support the use of the full Framework, the Framework Template can be used. The Framework itself
provides the areas/ to be considered as the template is completed. The following steps will assist the
use of the template:

e Using the Framework as a guide, respond to the questions and complete the applicable areas.

e Some areas are highlighted in the Framework that require the insertion of the names of the
collaborative membership group, applicable committees, leads, etc. These should be
determined by the members as the structure is developed.

e Review and identify the following specific areas that apply:

e Legislation — which legislation applies based on the member organizations.

e Services —what services are to be provided, by whom.

e Information — what personal and health information will be required for the provision of
the identified services.

e Roles—what are the roles of the various staff, members, committees, etc.
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e Legislation — which provisions will apply in what circumstances, based on the services
being provided, and the roles of the members. Note that the specific legislative
provisions should be reviewed to ensure their applicability.

Appendix B: Privacy Legislation Disclosure Matrix

The Matrix outlines the provisions under the various privacy legislations that might apply in various
circumstances where services are being provided by organizations supporting individuals and families
with mental health concerns. Not all provisions will apply. As such, the provisions should be reviewed,
and the determination of which ones might apply be made. This can occur in consultation with privacy
and legal staff. The tables can then be adjusted accordingly, to serve as a reference for staff involved in
the collaborative approach.

Appendix C: Disclosure Tool

The Disclosure Tool takes the information in the Matrix further, outlining at a high level the type of
information that can be disclosed by which type of organization (under what legislation) in what type of
circumstance (type of services). While being at a relatively high level provides an indication of whether
disclosure can occur, a more in-depth review of the specifics should be completed by the members once
the collaborative services, member organizations and purpose are identified. The references to the
legislative provisions or sections are abbreviated and should be reviewed in their entirety.

The collaborative members may choose to recreate the tables, using the above sets, and based on the
specific circumstances they are dealing with and addressing.

Appendix D: Sample Collaborative Approach Training Resource

The training resources are meant to support the staff from any organizations when they work together
in a collaborative or integrated manner. While they address a number of areas they should be reviewed
and adjusted to reflect the circumstances of the partnering organizations. For example, staff need to
understand and be able to explain to their clients the rationale that is the driver behind the member
organizations working together, in a manner that the clients can understand. The actual purpose or
rationale would need to be identified as part of the training.

Additional resources have also been identified in the Training Guide.
Appendix E: Sample Commitment Agreement

The Sample Commitment Agreement is a template drafted for the use of partnering organizations when
they determine they will be committing to working together. It differs somewhat from what may be
perceived as more traditional in that it addresses the components that any organization would need to
meet irrespective of what legislation they come under. While certain provisions within the agreement
may only apply to certain organizations, including them all is meant to demonstrate to the partners
what will authorize their partners to participate. As well, organizations that are not subject to any
legislation do not generally have external oversight, and the agreement is meant to provide for that.

There are of course, other instruments that can be used. However, where organizations have agreed to
work together there should be some documentation that identifies how they will do so in a collaborative
manner, and that holds them accountable to some degree. Agreements do not replace or override
legislation, but can serve to build on what the legislation entails.
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Appendix F:  Sample Consent Forms

The sample consent forms are designed for various circumstances, and should be reviewed by the
partnering organizations to ensure they meet their requirements. They are all designed to meet the
highest legislative requirements for the jurisdiction, thereby satisfying any legislative requirements.

Appendix G:  Capacity Assessment and Companion Guide

The Capacity Assessment is meant to help organizations determine if and what areas they may need to
improve on in the management of personal and health information. The tool and Companion Guide can
be used by the agency for their own purposes, or it can be used by the collaborating members as a
means to determine if a particular agency is ready to be onboarded, given the way it manages
information. To be used for that purpose, the members would need to determine what levels a potential
participating agency would need to minimally meet.

Appendix I: Security Measures

The security measures, while not comprehensive, identify a number of areas and practices for
consideration and use by the partnering organizations. As noted, legislation places an onus on
organizations that manage personal and health information to ensure they protect that information,
taking the necessary steps to prevent unauthorized access, and to minimize any potential harm that may
come with such access. Partnering organizations should review the expectations and the manner in
which they and their staff collectively manage information with their privacy, security, and IT, resources
to ensure they have implemented practices that are commensurate with the sensitivity of the
information they have responsibility for.

Appendix J: Sample Information Flow Table

The tables provide a sample of how a variety of organizations may outline the information sharing needs
between them, dependent on a number of factors, including:

e Type of organization, including their legislative umbrella,
e Roles and responsibilities of the organization’s staff involved in the collaborative approach,
e The type of information that may need to be shared,

To make the table more applicable, the specific legislative authorities can be inserted.

Appendix H: Guide to Using the Information Sharing Framework




(% CONVERGE

Appendix I: Security Measures Back

Privacy legislation requires that subject organizations ensure the appropriate level of security is in place,
commensurate with the sensitivity of the information, against risks such as unauthorized access,
collection, use, disclosure, copying, modification, disposal, or destruction of the information they
manage.

Technology continues to evolve at a rapid pace, leading to significant benefits including the ability to
more efficiently manage information through electronic means. While most organizations are taking
advantage of these benefits, and have moved to the use of technology as the default approach to
managing information, the proliferation also means there are increasing risks that must be guarded
against. In addition to the areas identified in the Framework under sections 8 and 9, organizations
should consider and discuss addressing the following with their IT, HR, and building management staff.

Given the rapid evolution and introduction of new technologies, organizations should ensure that they
employ and rely on the advice of IT staff or contractors who are up-to-date. The following describes
some of the more foundational measures that should be considered for implementation to protect
information from administrative, physical, and technical perspectives. They are not comprehensive, and
resources are listed at the end that can provide further guidance.

The Environment

Administrative safeguards include ensuring:

e Lead responsibility for the management of security measures has been assigned, positioned
sufficiently high in the organization to obtain necessary resources,
e Conducting a security assessment on the environment,
e Staff are trained:
e to only access information they are authorized for, and require for the role and of the
individuals they are providing services to,
e on the consequences of inappropriate/unauthorized access or use of information,
e on the relationships between their roles and those of others in the organization in the
management of privacy and security,
e to report any unauthorized access or breach of information or potential breach,
e to never share or disclose their password,
e to not open suspicious emails, texts,
e on other necessary aspects of security management, both general and specific to their
roles,
e to display any assigned identification cards when on site in the workplace,
e to request identification from persons in the work environment that are not familiar to
them and not accompanied by other staff,
e on any other necessary aspects of security management, both general and specific to
their roles,
o Staff take oaths of confidentiality, sign non-disclosure agreements, or some other means of
demonstrating accountability in managing information appropriately.
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Physical safeguards include ensuring:

e File and server rooms are secure, with locked doors, accessed only by authorized staff, using card
reader systems if appropriate,

e Doors close and lock automatically,

e Doors are checked and locked during off-hours, or when the building/site closes for the day,

e Alarm systems are in place if appropriate,

e Computer monitors oriented so to only be visible to the staff users,

e Files and documents are not in plain view of the public,

e Physical files are locked when not in use, desks are cleared every night.

Technical safeguards include ensuring:

e Card reader access logs are maintained for a period of time sufficient to manage identified risk or
breach situations,
e Logs are reviewed on a proactive as well as post-complaint basis.

Technology:

Administrative safeguards include ensuring:

e An overarching security policy has been developed and implemented, supported by management,
o Staff are:

e trained to deal appropriately with phishing attacks, dealing with unrequested/
unfamiliar email/text messages, and other forms of information security attacks,

e provided credentials for access to electronic information management systems in
accordance with their roles and need for access to information, role-based access is a
preferred approach,

e trained on the proper management of assigned credentials, passwords, use of
technology, and access to information being restricted to that which they are authorized
and require for their roles and the individuals they are responsible for,

e trained to immediately report any loss of equipment or devices, any breaches or
potential breaches of privacy or security to the designated individual,

e trained to not use social media for communicating with or about the individuals or
services provided to them unless approved by the organization.

e Policy and practice include reviewing read/write access logs to electronic systems on both a
proactive and post-complaint basis.

Physical safeguards include ensuring:

e Access to electronic information system servers is restricted to authorized staff only
e Laptops and other portable devices are:
e approved for use, with policies in place to provide oversight,
e assigned to, and recorded when used by, staff,
e secured when not in use,
e transported securely when used out of the office,
e Physical hard drives are removed and securely wiped/destroyed when equipment is being
refreshed/replaced/disposed of,
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e Physical back up tapes are stored off site in secure locations.
Technical safeguards include ensuring:

e Electronic information management systems:
e are protected with intrusion detection software, and tested periodically,
e are accessed by authorized users using two- or multi-factor authentication,
e credentials are managed and updated as staff change roles or leave their positions,
e implement role-based access or other means of limiting access to authorized users,
e are backed up on a scheduled basis, using physical or cloud based technology,
e if using cloud-based technology ensure it meets standards (secure and appropriate for
the data being managed and stored), be aware of cloud location, preferably in-country,
and understand implications of laws applicable in that country if not,
e Networks are not accessible by non-authorized users,
e Virtual Privacy Networks (VPN) are implemented and used where appropriate,
e Change default passwords on devices, networks
e Computers, laptops, tablets, smartphones and other devices:
e are outfitted with the appropriate security software including firewalls, antivirus, and
other data protection software,
e have software updates installed as updates become available,
e use password protected screensavers, with short shut-down intervals,
e use of Bluetooth technology is secure, with updates installed as they become available,
e Laptops and other portable devices:

e Are outfitted and enabled for remote tracking and data deletion in case of loss,
e The use of Encryption:

e for data stored outside of organization, including backed up data,

e for transfer of information e.g., via email.

Information/Records Inventories:

Administrative safeguards include ensuring:

e Aninventory of information holdings exists that is:
e complete with archived/historical records maintained for the appropriate retention
period,
e properly backed up,
e up-dated on a regular basis, when changes occur.
e Policies and procedures have been developed that include:
e managing access, by users, and individuals to whom the information pertains to,
e managing requests for access by researchers,
e staff training requirements.

Physical safeguards include ensuring:

e Files and records are secure at all times, including:
e storage of active and non-active records in secure controlled locations,
e files and records are locked up when not in use, including when staff using them are
away from their desks/offices,
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e inventoried as required under the retention/disposition policy.
Resources:

Securing Personal Information: A Self-Assessment Tool for Public Bodies and Organizations
Security-Self-Assessment-2020.pdf (oipc.ab.ca)

Protecting Personal Information: A Guide for Business*
Protecting Personal Information: A Guide for Business | Federal Trade Commission (ftc.gov)

48 While this guide was developed by the US Federal Trade Commission, it does provide some useful information.
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Appendix J: Sample Integrated Cluster — Information Stored in IEIM or Central Repository

Back

The following table outlines the collection, use, and disclosure of personal and health information between organizations that are involved in an integrated
service delivery collaboration. Agencies A, B are core members, PS is a support on crisis calls, some agencies are external to the collaboration and receive
referrals either as an ad hoc member, (provide expertise that requires access to personally identifying information — E.g. government agency or health
custodian) or an extended member (does not require personally identifying information — E.g. Food Bank). The legislative authority provisions are generally
stated, and would need to have the jurisdictionally appropriate provisions specified if to be relied on.

Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*®

Accessed By*°

Information Stored
in Other Central
Platform/System

Accessed By°!

Agency A — Nonprofit with medical
and social service staff

Agency itself not subject to privacy legislati

on but aligns with provinci

legislation, medical staff subject to health privacy legislation.

al or federal private sector privacy

Outreach °

Initial discussion,
Notice provided,
identifies
individual, obtains
contact
information.
Obtains consent
to both access and
enter information
into IEIMS and
Other.

Conducts
preliminary needs
assessment.

e Notice
requirements

e Collection with
consent,

e Disclosure with
consent

e Use with
consent,

e Contact
Information

e Consent Form

e Preliminary
Needs
Assessment

Authorized
members requiring
information, if
involved

Authorized
members requiring
information, if
involved

Authorized
members requiring
information, if
involved

e Contact
Information

e Preliminary
Needs
Assessment

e Authorized
agency staff
requiring
information, if
involved

e Authorized
agency staff
requiring
information, if
involved

49 (Cluster uses an Electronic Information Management System (IEIMS) to support the delivery of integrated case management; an Electronic Health Record (EHR) may also be

used by custodians.

50 Subject to consent or other provisions.
51 Subject to consent or other provisions.
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(% CONVERGE

Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

Conducts more in-
depth assessment,
collecting
additional
information as
required.

e Collection with
consent, Reviews
consent®?

e In-depth
needs
assessment

involved

e Authorized
members requiring
information, if
involved in case
planning

Sets up internal e Use with e Referrals e Authorized e Referralsmade | e Authorized
service consent, made members requiring agency staff
appointments. information, if requiring
involved information, if
involved
Case Follows up from e Collection with e Expanded e Authorized e Expanded e Authorized
Workers Outreach, collects consent, Needs members requiring Needs agency staff
(may be the some additional e Use with Assessment information, if Assessment requiring
same staff as information to consent, involved information, if
on Outreach determine what involved
Team) other referrals
would be
relevant.
Provides referrals | ¢ Disclosure with e Referrals e Authorized e Referralsmade | ¢ Authorized
to other programs consent made members requiring agency staff
and services. information, if requiring
involved information, if
involved
Social Provides e Use with e Case plan e Authorized
Workers counselling and consent, members requiring
(SW) support services. information, if

52 E.g., College of Social Workers, in keeping with Standards of Practice
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Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

support services.

information, if

Refers to other Use with e Referrals e Authorized e Referralsmade | e Authorized
programs as consent, made members requiring agency staff
needed. Disclosure with information, if requiring
consent involved information, if
involved
Psychologists Provides Use with e (Case plan e Authorized
counselling and consent, members requiring

involved

Conducts more in- Collection with e In-depth e Authorized

depth assessment, consent, Reviews needs members requiring

collecting consent®? assessment information, if

additional Use with involved in case

information as consent, planning

required

Refers to other Disclosure with e Referrals e Authorized e Referralsmade | e Authorized

programs as consent made members requiring agency staff

needed. information, if requiring

involved information, if
involved

Physician Provides medical e None e None
(Custodian services and
under health supports.
privacy Collects health Collection
legislation) information as

required.

Makes referrals to Disclosure to e Prescribed e Other custodians

other custodians custodian contact and receiving referral

(health health

53 E.g., College of Psychologists, in keeping with Standards of Practice
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(% CONVERGE

Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

professionals) as
deemed
necessary.

e Provides case plan
input to other
support services
as deemed
necessary.

e Enters health
information in
electronic
system(s) as
appropriate.

e Disclosure with
consent

e Disclosure

information
(Stored in
EMR/EHR, not
IEIMS)

e Case plan

e Prescribed
contact&
health
information
(Stored in EHR,
Not IEIMS)

for/or otherwise
providing services.

e Authorized
members requiring
information, if
involved in case
planning

e Other custodians
receiving referral
for/or otherwise
providing services.

Nurses
(Affiliates to
Custodian
under the
legislation)

e Supports
physician in
providing health
services.

e Accesses internal
systems (referral
and health
information
records), Other,
and EMR/EHR as
needed.

e Makes and follows
up on case plan
input, referrals
made, as
required.

e Deemed
staff/employee/
agent of
custodian

o Use,

e Disclosure to
custodian

e Use

e Disclosure with
consent

e Prescribed
contact and
health
information
(Stored in
EMR/EHR, Not
IEIMS)

e Caseplan

e Custodians
providing health
services.

e Authorized
members requiring
information, if
involved in case
planning

e Referrals made

e Authorized
agency staff
requiring
information, if
involved
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Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

e Updates health

e Disclosure

e Prescribed

e (Custodians

support services.

e Conducts more in-
depth assessment,
collecting
additional

o Collection with
consent, Reviews
consent (see
footnote 4)

e Use with consent

e In-depth
needs
assessment

information, if
involved in case
planning

e Authorized
members requiring
information, if
involved in case
planning

records as contact and providing health
required. health services.
information
(Stored in EMR
/EHR, not
IEIMS)
Agency B - social service staff Agency not subject to privacy legislation but aligns with provincial or federal private sector privacy legislation.
Case e Follows up from e Collection with e Expanded e Members requiring | e Expanded e Authorized
Workers Outreach consent, Needs information, if Needs agency staff
referrals, collects | e Use with consent Assessment involved Assessment requiring
some additional information, if
information to involved
determine if other
referrals would be
needed.

e Providesreferrals | ¢ Disclosure with e Referrals e Authorized e Referralsmade | ¢ Authorized
to other programs consent made members requiring agency staff
and services. information, if requiring

involved information, if
involved
Social e Provides e Use with consent | ¢ Case plan e Authorized
Workers counselling and members requiring
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Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

information as
required.

counselling and
support services.

information, if
involved in case
planning

Refers to other e Disclosure with e Referrals e Authorized e Referralsmade | ¢ Authorized
programs as consent made members requiring agency staff
needed. information, if requiring
involved information, if
involved
Psychologists Provides e Use with consent | ¢ Case plan e Members requiring

regarding any
potential risks
they are aware of,

information
restricted on need-
to-know basis, e.g.,

Conducts morein- | « Collection with e In-depth e Members requiring
depth assessment, consent, Reviews needs information, if
collecting consent (See assessment involved in case
additional Footnote 5) planning
information as e Use with consent
required.
Refers to other e Disclosure with | ® Referrals e Authorized e Referralsmade | ¢ Authorized
programs as consent made members requiring agency staff
needed. information, if requiring
involved information, if
involved
Agency PS (Police Service) working in | Public Sector Privacy Legislation
conjunction with Agency A on crisis
support calls
Outreach Provides support, | ® Collection e Agency B accesses e None e None
Team including e Use contact information
information and referrals. Other
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Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

in response to call
for outreach
services

involved in case
planning.

e Documents e Disclosure for e Notes e Members requiring
interactions with health and safety regarding information, if
individuals reasons.>* involvement, involved in case
involved for case planning

planning as
needed

e Intervenesifthere | ® Collection for e None

are risks or as

law enforcement

(Peripheral involvement)*’

needed for purposes
outstanding
warrants.
Provincial Government Social Service Department Public Sector Privacy Legislation

Intake staff

e Assesses eligibility

e Collection

receiving and provides
referrals benefits if
approved L] Authorized
e Provides status e Disclosure with e Referral agency staff
update consent status®® requiring
information, if
involved

54 An argument may be made that the information compiled in police databases is also to inform police for situations when they become involved with the individual, and the
involvement in an outreach team approach has expanded that involvement. Outreach team members who are not police services should likely sign a non-disclosure
agreement, and not use the information for any other purpose.
55 Determination regarding the access to the Other Repository by any of the Peripheral Agencies needs to be made, including whether it is read only or write access as well,
and for what information. Restrictions may be to only allow access to referrals and referral status, and based on consent.

56 Referral status may be restricted to whether the individual was seen, not whether they were eligible for benefits or services.
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Staff (Role) Services and
Information Required

Legislative Authority | Information Accessed By’ Information Stored | Accessed By>!
Stored in IEIMS* in Other Central
Platform/System

Agency FB (Food Bank) — Extended
member peripheral to integrated
service

Agency not subject to privacy legislation but aligns with provincial or federal private sector privacy legislation.

e Provides food
hampers

e No collection,
minimal
information may
be disclosed to
Food Bank to
indicate the
referral came
from agency “X”

Agency SR (Addiction Support and
Rehab)*’ — Ad hoc member of
integrated service

Licensed rehab centre, may be aligned with provincial or federal private sector privacy legislation, or subject to
health privacy legislation if working under a contract or agreement with a health custodian.

Intake and e Respondsto

counselling referral,

staff. e Assesses and
provides
counselling,

e May provide
limited status
update (i.e.,
confirmed
participation) with
consent.

e Collection with
consent
e Collection/use

e Disclosure with o Referral status | © Membersrequiring | e Referralstatus | ¢ Authorized

consent — Note (may be information, if agency staff
the consent may expanded for involved in case requiring

be part of the case planning planning information, if
initial referral purposes) involved

57 The involvement of this agency and the referral status should be considered from the perspective of case-planning and -management if it involves the agency.
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Staff (Role)

Services and
Information Required

Legislative Authority

Information
Stored in IEIMS*

Accessed By’

Information Stored
in Other Central
Platform/System

Accessed By*!

Assesses and
provides services,
May provide
limited status
update (e.g.,
confirmed
participation) with
consent.

Disclosure with
consent — Note
the consent may
be part of the
initial referral

Agency HS (Health Care Service)®® Health Sector Privacy Legislation
Medicaland | e Responds to e Collection
support staff referral, e Use

e Referral status
(may be
expanded for
case planning
purposes)

Members requiring
information, if
involved in case
planning

e Referral status

e Authorized
agency staff
requiring
information, if
involved

Agency CL (Peripheral Co-located

May be aligned with provincial or federal private sector privacy legislation, or subject to public sector privacy

Assesses and
provides services,

May provide
limited status
update
(participation)
with consent.

the consent may
be part of the
initial referral
Disclosure with
consent — Note
the consent may
be part of the
initial referral

e Referral status
(may be
expanded for
case planning
purposes)

Members requiring
information, if
involved in case
planning

Agency) legislation if working under a contract or agreement with a public sector organization.
Housing e Responds to e Collection with
Support referral, consent — Note

e Referral status

e Authorized
agency staff
requiring
information, if
involved

Note: This table, being an example, would need to be adjusted according to the various organizations, areas of responsibility, and legislative or other authority.

8 The involvement of this agency and the referral status should be considered from the perspective of case-planning and -management if involved.
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